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Introduction

This literature review delves into the crucial intersection of energy efficiency and routing protocols within the Internet of Things (IoT). This introductory section establishes the significance of this research area by providing a general overview of the IoT and its transformative potential. It then explores the critical role of energy efficiency in the sustainable operation of IoT networks, emphasizing the challenges presented by resource-constrained devices [1].

Overview of the Internet of Things (IoT) and Its Significance

The Internet of Things (IoT) represents a paradigm shift in how we interact with the physical world, envisioning a network of interconnected devices capable of sensing, communicating, and exchanging data [2]. This interconnected ecosystem encompasses a vast array of "things," ranging from everyday objects like home appliances and wearables to sophisticated industrial sensors and autonomous vehicles [3]. The transformative potential of the IoT spans diverse sectors, including healthcare [4], smart cities [5], agriculture [6], and manufacturing [7]. The IoT promises to revolutionize processes, improve efficiency, and enhance the quality of life. Gathering and analyzing real-time data from a multitude of sources empowers data-driven decision-making, enabling applications such as environmental monitoring [8], remote patient care [9], and optimized resource management [1].

Importance of Energy Efficiency in IoT Networks

The resource-constrained nature of many IoT devices, particularly those deployed in remote or inaccessible locations, makes energy efficiency a paramount concern [10]. These devices often operate on limited battery power, making frequent battery replacement impractical, costly, and sometimes impossible [11]. Maximizing the operational lifespan of these devices is essential for the long-term viability and cost-effectiveness of IoT deployments [12]. Energy efficiency also has significant environmental implications [13]. As the number of connected devices grows exponentially, the cumulative energy consumption of IoT networks becomes substantial. Developing and implementing energy-efficient routing protocols and data transmission strategies is crucial for minimizing the environmental footprint of the IoT and promoting sustainable technological growth [14]. Furthermore, energy efficiency is intricately linked to the overall performance and reliability of IoT networks [15]. Energy-constrained devices may experience performance degradation or even complete failure if energy resources are not managed effectively [16].

Challenges Faced in Routing Protocols for IoT

Routing in IoT networks presents unique challenges due to the inherent characteristics of IoT devices and their diverse operating environments [9]. The heterogeneity of IoT devices, in terms of processing power, memory capacity, and communication capabilities, necessitates flexible and adaptable routing protocols [15]. Traditional routing protocols, designed for conventional networks, often prove inadequate for the resource-constrained and dynamic nature of IoT environments [17]. Mobility is another significant challenge, as many IoT devices are mobile or deployed in dynamic environments where network topologies change frequently [18]. This requires routing protocols to adapt quickly to maintain seamless connectivity [19]. Scalability is a critical concern, as IoT networks can encompass a massive number of devices, requiring routing protocols to handle increasing data traffic efficiently [3]. Security is paramount in IoT networks, as they are vulnerable to various security threats. Routing protocols must incorporate security mechanisms to protect sensitive data and ensure reliable communication [20]. Furthermore, the quality of service (QoS) requirements of different IoT applications vary widely. Routing protocols must meet these diverse requirements in terms of latency, throughput, and reliability [21]. Finally, environmental conditions can impact routing performance, requiring protocols to be robust to these variations [5].

Literature Review

This section provides a comprehensive overview of existing research on energy-efficient routing algorithms in the IoT. It analyzes various protocols, compares their performance, and identifies research gaps, paving the way for potential improvements and future research directions.

Overview of Existing Routing Algorithms in IoT

Routing in IoT presents unique challenges due to the heterogeneous nature of devices, varying energy constraints, and often unpredictable network topologies. Traditional routing protocols may not be suitable for the dynamic and resource-limited IoT landscape. A fundamental challenge in IoT-based Wireless Sensor Networks (WSNs) lies in achieving energy efficiency while extending network lifetime [17]. This necessitates specialized routing algorithms tailored to IoT requirements. These algorithms can be broadly categorized into several classes:

Hierarchical Routing Protocols: These protocols organize the network into a hierarchical structure, typically with cluster heads responsible for data aggregation and transmission. Hierarchical routing is frequently employed in IoT systems for optimizing energy usage [17]. LEACH (Low Energy Adaptive Clustering Hierarchy) is a prominent example, designed for resource-constrained networks [12]. However, LEACH’s performance can be impacted by the selection of objective functions (OFs), such as throughput maximization, energy efficiency maximization, and energy consumption minimization [12]. Modified versions of LEACH, like MODLEACH, aim to improve energy efficiency in Machine-to-Machine (M2M) communication, a core component of IoT [22]. MLCMS (Multilevel Clustering Multiple Sink) is another hierarchical protocol showing significant energy efficiency improvements compared to MODLEACH [22].

Geographic Routing Protocols: These protocols utilize location information to route data packets, often leading to lower overhead. Geographic routing has been explored in smart cities, where scalability and versatility are crucial [23]. However, existing models often suffer from uneven energy consumption among sensor nodes and high routing overhead, impacting network lifespan and efficiency [23].

Energy-Aware Routing Protocols: These protocols explicitly consider node energy levels when making routing decisions. Distributed Energy-Harvesting-Aware Routing Algorithms (DEHARAs) are a critical solution for energy management in IoT networks, optimizing energy consumption and extending network lifetime [1]. DEHARAs leverage energy harvesting technologies, utilizing diverse energy sources like solar, kinetic, and thermal energy to ensure reliable communication [1]. They address the challenges of heterogeneous energy harvesting capabilities and varying energy demands of IoT devices [1].

Multipath Routing Protocols: These protocols distribute data traffic across multiple paths, potentially improving reliability and reducing congestion. Multipath routing is particularly useful in dynamic IoT environments. It has been investigated for secure data transmission and network lifetime improvement in heterogeneous WSNs [24]. The Multipath Link Routing Protocol (MLRP) is an example, used to establish secure routing for confidential IoT data [24].

Context-Aware Routing Protocols: These protocols adapt routing decisions based on current network conditions, such as traffic load, node availability, and environmental factors. Context-aware routing is increasingly important in dynamic IoT environments and has been explored in conjunction with cluster-based methods and machine learning [9]. In real-time multi-sink WSNs for smart city applications, environment-aware routing algorithms consider factors like temperature, humidity, and wireless link quality to ensure reliable data delivery [5].

The choice of routing protocol significantly impacts the overall performance of the IoT network, especially energy efficiency and network lifetime. Therefore, understanding the characteristics and limitations of each category is essential for selecting the most appropriate routing strategy for a specific IoT application.

Analysis of Energy-Efficient Routing Protocols

Energy efficiency is paramount in IoT, given the limited power resources of many devices. Several approaches have been proposed to optimize energy consumption in routing protocols:

Clustering: Grouping nodes into clusters, with a designated cluster head responsible for data aggregation and transmission, can significantly reduce energy consumption. Energy-efficient clustering algorithms, such as those based on the Tunicate Swarm Algorithm (TSA) [17] and Quad-Tree Divide and Conquer with Dynamic Multihop LEACH [25], optimize cluster head selection and cluster formation. These algorithms aim to balance energy consumption among cluster members and prolong network lifetime.

Duty Cycling: Switching between active and sleep modes conserves energy when nodes are not actively transmitting or receiving data. Smart sleep modes, as proposed in [22], can further enhance energy efficiency in M2M communication. However, duty cycling can introduce latency in data transmission, requiring careful consideration in real-time applications.

Data Aggregation: Aggregating data at intermediate nodes before transmission to the sink can reduce the overall data volume and thus energy consumption. Partition Aware-RPL (PA-RPL) [26] incorporates data aggregation to improve energy efficiency in smart farming applications. This approach reduces data traffic, leading to significant energy savings compared to standard RPL.

Multi-hop Routing: Relaying data through multiple hops instead of direct transmission to the sink reduces the energy required for long-distance communication. Multi-hop routing is commonly used in energy-aware routing protocols, often in conjunction with clustering. For instance, EACMRPMS (Energy Aware Clustering and Multihop Routing Protocol with Mobile Sink) [17] uses a mobile sink and route adjustment scheme to further increase energy efficiency.

Metaheuristic Optimization: Metaheuristic algorithms, such as Fractional Gravitational Search, Grey Wolf Optimization, and Hybrid Salp Swarm-Differential Evolution algorithms, optimize routing decisions for energy efficiency [9]. These algorithms find near-optimal solutions in complex search spaces, leading to improved energy performance compared to traditional methods. The Chronological Atom Search Optimization (chronological ASO) algorithm [27] has been proposed for selecting energy-efficient routing paths in IoT networks. Metaheuristic-based routing is preferred for energy-efficient transmission in IoT [15]. However, existing literature often applies metaheuristics directly without considering the principles that account for overall performance and global optimum solutions [15].

Fuzzy Logic: Fuzzy logic-based approaches incorporate uncertainty and imprecise information into routing decisions, potentially improving energy efficiency in dynamic environments. Fuzzy Energy Efficient Routing [10] employs fuzzy inference rules to merge energy-aware metrics for choosing optimal delivery paths, leading to longer network lifetime and more consistent energy consumption across nodes. Optimized fuzzy logic, combined with geographic routing, has also been explored for energy-efficient data routing in IoT [23]. This approach considers Quality of Service (QoS), trust, energy, distance, delay, and overhead in route selection.

Deep Learning: Deep learning techniques, such as Deep Dyna Q integrated with LSTM-based Recurrent Neural Networks, show promise in enhancing energy efficiency and intelligent data routing in IoT deployments [28]. This approach dynamically adapts routing decisions based on contextual dependencies, leading to improvements in energy efficiency, speed, throughput, packet delivery ratio, and consistency. Deep belief networks (DBN) have been used in routing protocols to improve data transmission and packet delivery ratio in 5G WSN communication [3].

Analyzing the strengths and weaknesses of these approaches is crucial for developing more effective energy-efficient routing protocols for IoT.

Comparison of Various Energy-Efficient Algorithms

Numerous energy-efficient routing algorithms have been proposed, each with advantages and disadvantages. A comparative analysis is essential for understanding their relative performance and suitability for different IoT applications. For instance, MLCMS demonstrates superior energy efficiency compared to MODLEACH in M2M communication [22]. PA-RPL shows significant energy savings compared to standard RPL in smart farming applications [26]. Deep learning-based routing achieves substantial improvements in energy efficiency and other performance metrics compared to existing methods [28]. Table 1 below summarizes the comparison of various energy-efficient algorithms:
	Algorithm
	Category
	Key Features
	Advantages

	LEACH [12]
	Hierarchical
	Cluster-based
	Energy-efficient

	MODLEACH [22]
	Hierarchical
	Cluster-based, multi-sink
	Improved energy efficiency

	MLCMS [22]
	Hierarchical
	Multi-level clustering, multi-sink
	Superior energy efficiency compared to MODLEACH

	PA-RPL [26]
	Energy-aware
	Data aggregation
	Significant energy savings

	EACMRPMS [17]
	Energy-aware
	Clustering, multi-hop routing, mobile sink
	Increased energy efficiency

	Deep Dyna Q + LSTM [28]
	Context-aware
	Deep reinforcement learning
	Dynamic adaptation, improved energy efficiency

	DBN [3]
	Deep learning
	Cluster-based, CH selection using MRFO
	Better network lifetime

	Fuzzy Energy Efficient Routing [10]
	Fuzzy logic
	Fuzzy inference rules
	Longer network lifetime

	Optimized Fuzzy Logic + Geographic Routing [23]
	Fuzzy logic, Geographic
	Multi-objective optimization using HHO
	Improved QoS, energy efficiency




This table provides a representative overview of the diversity of energy-efficient routing algorithms proposed for IoT. A detailed experimental analysis and simulation findings are essential for a comprehensive assessment of their effectiveness [17].

Identification of Gaps in Current Research and Potential Improvements

Despite advancements in energy-efficient routing for IoT, several research gaps and challenges remain:

Standardized Evaluation Metrics: The lack of standardized evaluation metrics makes comparing algorithm performance across studies difficult. Some studies focus on network lifetime [12], while others prioritize throughput or delay [1]. A comprehensive set of metrics, including network lifetime, energy efficiency, data transmission delays, and security considerations, is needed for a holistic evaluation of DEHARAs [1].

Scalability and Heterogeneity: Many existing algorithms are designed for specific network topologies or device types, limiting their scalability and applicability to heterogeneous IoT environments. Addressing scalability and heterogeneity is crucial for developing robust and adaptable routing protocols. Traditional routing protocols often struggle with the complexities of heterogeneous energy-harvesting capabilities and varying energy demands [1].

Security Considerations: Security is often overlooked in the design of energy-efficient routing protocols, making IoT networks vulnerable. Integrating security mechanisms into routing protocols is essential for ensuring data confidentiality and integrity. DIS flooding attacks can significantly degrade the performance of RPL-based IoT networks [29]. Secure Energy Aware Protocol (SEAP) and Optimal Secured Energy Aware Protocol (OSEAP) combined with Improved Bacterial Foraging Optimization (IBFO) have been proposed to address security and energy awareness in IoT routing [8]. Secret sharing schemes have also been integrated into energy-aware multi-hop routing protocols to enhance security against malicious actions [30].

Dynamic Environments: Many IoT deployments operate in dynamic environments with changing node mobility, traffic patterns, and environmental conditions. Developing adaptive, energy-efficient routing protocols is a significant challenge. Mobility in the Internet of Mobile Things (IoMT) introduces challenges like node disconnection and intermittent connectivity, impacting network performance [18]. EC-MRPL, an energy-efficient and mobility-aware routing protocol based on RPL, addresses these challenges in IoMT [18].

Integration with Emerging Technologies: Integrating energy-efficient routing with emerging technologies, such as blockchain and AI, can further enhance security, performance, and energy efficiency in IoT networks [9].

Hybridization and Objectivity of Metaheuristic Routing: Comprehensive studies are needed to address the issues, principles, and significance of metaheuristic routing in terms of hybridization, objectivity, and applicability in IoT [15]. Existing research often lacks a theoretical framework to guide the selection of potential nodes for energy efficiency and avoid convergence issues during evaluation [15].

Practical Implementations and Experimental Validation: Many proposed algorithms lack practical implementations and thorough experimental validation in real-world IoT deployments. Bridging the gap between simulation results and real-world performance is essential for validating the effectiveness of energy-efficient routing protocols [31]. Simulations may not accurately reflect the complexity of real-world scenarios, emphasizing the need for detailed analysis and measurement of energy consumption in real devices [31].

Addressing these research gaps and challenges will be crucial for realizing the full potential of IoT and enabling the widespread deployment of energy-efficient and secure IoT networks.

Methodology

This section details the methodological approach employed in this literature review. It outlines the algorithm selection process, performance metrics, simulation environments, and data collection and analysis approach.

Description of Energy-Efficient Routing Algorithms

This review focuses on various energy-efficient routing algorithms proposed for IoT networks. The specific algorithms analyzed are extracted from the provided literature and include a wide range of approaches, from metaheuristic-based routing [15] and distributed energy-harvesting-aware routing algorithms (DEHARAs) [1] to multi-objective optimization algorithms such as fractional gravitational search, grey wolf optimization, and hybrid salp swarm-differential evolution algorithms [9]. Fuzzy energy-efficient routing [10], RPL with different objective functions [12], EACMRPMS [17], Deep Dyna Q integrated with LSTM-based RNN [28], OSEAP combined with IBFO [8], environment-aware energy-efficient and reliable routing [5], UADC routing algorithm [16], EECR-IoT using Quad-Tree Divide and Conquer with Dynamic Multihop LEACH [25], optimized energy-efficient routing protocol based on Deep Convolutional Neural Network and metaheuristic algorithms [32], MLCMS with IPv6 over 6LoWPAN and a smart sleep mode [22], EC-MRPL based on RPL [18], PA-RPL [26], chronological ASO algorithm [27], energy-efficient clustering routing algorithm for WSN-assisted IoT [7], DBN based routing protocol [3], CFTEERP [20], GEER-DLAD technique [14], energy-efficient routing paradigm for resource-constrained IoT-based cognitive smart city (EICSC) using STOA [33], EEDC using RHCER [6], EERP-DPM [4], energy-efficient objective function with a trust-based Intrusion Detection System (EES-RPL) [34], ICOOT [35], energy optimizing secure routing scheme using MLRP and H-TEEN protocol [24], bio-inspired hybrid BOA-PSO algorithm for clustering and routing [36], ESMR protocol using a secret sharing scheme [30], EEG routing protocol optimized by HHO [23], FEWA for clustering and routing [37], IAROA for Cluster Head selection [38], D-LEACH protocol [39], and MEQSA-OLSRv2 [21] are among the algorithms analyzed. This diverse range facilitates a comprehensive comparison of different routing strategies and their effectiveness in achieving energy efficiency.

Performance Metrics for Evaluation

Several key performance metrics are employed to evaluate the effectiveness of the analyzed algorithms:

Energy Consumption: This metric assesses the overall energy consumed by the network during data transmission. Lower energy consumption translates to extended network lifetime, a critical factor for IoT deployments [15], [1], [9]. Some studies explicitly focus on minimizing energy consumption [12], [16].

Latency: Latency measures the time delay between data transmission and reception. Minimizing latency is crucial for real-time IoT applications [5], [32].

Throughput: Throughput quantifies the amount of data successfully transmitted per unit of time. Higher throughput indicates efficient resource utilization and improved data transmission capacity [12], [16], [22], [27].

Packet Delivery Ratio (PDR): PDR represents the percentage of successfully delivered data packets. A high PDR signifies reliable data transmission and minimizes data loss [29], [32].

Network Lifetime: Network lifetime, often defined as the time until the first node depletes its energy, is a key indicator of network sustainability [17], [25], [8], [33].

Other Metrics: Several studies consider additional metrics, including control packet overhead [29], energy imbalance factor [5], data storage capacity [24], and security metrics such as resistance to attacks [20], [34].

Simulation Environment and Tools

The performance analysis relies on simulation studies. Various simulation environments and tools are employed, including custom simulators using Python [12], MATLAB [32], Network Simulator 3 (ns-3) [40], [22], and Cooja/Contiki [18]. The choice of tools depends on the research objectives, network characteristics, and algorithm complexity.

Approach for Data Collection and Analysis

The data collection and analysis approach involves:

Data Extraction: Key data points related to performance metrics are extracted from the simulation results presented in the literature.

Comparative Analysis: The extracted data is used to compare the performance of different algorithms, identifying their strengths and weaknesses.

Qualitative Analysis: A qualitative analysis of the algorithms is performed, examining design principles, underlying assumptions, and applicability to different IoT scenarios.

Synthesis: The findings from the quantitative and qualitative analyses are synthesized to provide a comprehensive overview of the performance of energy-efficient routing algorithms in IoT, including trends, research gaps, and future directions.

Performance Analysis

This section analyzes the performance of energy-efficient routing algorithms, comparing them with traditional protocols and examining the impact of various parameters.

Detailed Analysis of Routing Algorithm Performance

Several studies analyze the performance of energy-efficient routing algorithms designed for resource-constrained IoT devices, often emphasizing cluster-based routing [17]. For example, EACMRPMS uses TSA for CH selection and cluster formation, coupled with T2FL for optimal multihop route selection [17]. EECR-IoT employs static clustering with a divide-and-conquer quad-tree dynamic multi-hop LEACH algorithm, considering Euclidean distance and residual energy for CH selection [25]. Another study proposes an Optimized Energy-Efficient Routing Protocol based on a Deep Convolutional Neural Network and hybrid MPA and WMA [32], focusing on identifying optimal CHs and paths with minimal delay, considering trust, connectivity, and QoS. Performance is typically assessed through metrics such as network lifetime, energy consumption, throughput, PDR, and end-to-end delay. EACMRPMS demonstrated superior performance across various metrics [17]. EECR-IoT showed significant energy savings compared to LEACH-B, BPK-means, and Mk-means [25]. The Optimized Energy-Efficient Routing Protocol using the hybrid MPA-WMA algorithm exhibited lower delay, higher delivery ratio, and lower packet drop [32].

Comparison with Traditional Routing Protocols

Energy-efficient routing algorithms are often compared with traditional protocols to demonstrate their advantages in IoT. Traditional protocols may not be optimal for IoT deployments. For example, MLCMS with 6LoWPAN and a smart sleep mode performs 75% better than MODLEACH in terms of energy efficiency [22]. Similarly, analysis of RPL under different OFs [12] and the proposal of a fuzzy energy-efficient possibilistic routing algorithm [10] highlight the need for optimized routing strategies. The fuzzy logic-based approach demonstrated a longer network lifetime and more consistent energy consumption [10].

Impact of Different Parameters on Algorithm Performance

Algorithm performance is influenced by various parameters, including node density, mobility, traffic patterns, and environmental factors. Node density can impact cluster formation and CH selection [7]. Mobility in IoMT introduces challenges like disconnections, affecting data loss, handover delay, and functionality [18]. EC-MRPL addresses these challenges with enhanced mobility detection and point of attachment prediction, improving performance compared to RPL and MRPL [18]. Traffic patterns and environmental factors, like temperature and humidity, can influence data reliability and real-time delivery [5]. Environment-aware routing algorithms consider these factors for optimal decisions, balancing energy efficiency, real-time constraints, and reliability [5]. Network size and SNR can also affect performance [12]. The DIS flooding attack can degrade RPL network performance [29]. In smart farming, increasing sensor density can lead to congestion and high energy consumption [26]. PA-RPL addresses these challenges with in-network data aggregation, improving energy savings compared to standard RPL [26].

Evaluation of Energy Efficiency and Network Lifetime

Energy efficiency and network lifetime are primary performance indicators. Several studies investigate methods to prolong network lifetime by minimizing energy consumption. Metaheuristic-based routing algorithms aim to achieve energy-efficient transmission in IoT [15], considering energy consumption, delay, and network lifetime [15]. Energy-saving mechanisms, like duty cycling and sleep modes, are commonly used [16], [22]. Bharti Rana, Yashwant Singh, and Harvinder Singh [15] presented a taxonomy of metaheuristic-based routing in IoT and proposed an energy-efficient routing framework. The UADC routing algorithm uses a comprehensive performance evaluation function to select relay nodes, considering reliability, energy consumption, and delay [16]. The MLCMS protocol incorporates a smart sleep mode extending system lifetime [22]. Umakant L Tupe et al. [13] analyzed various energy-efficient protocols in green IoT, highlighting the importance of parameters like energy efficiency and hierarchical routing protocols.

Case Studies

This section examines real-world implementations of energy-efficient routing algorithms in various IoT applications.

Smart Manufacturing and Process Scheduling

A case study in smart manufacturing demonstrates how metaheuristic principles can optimize process scheduling for energy efficiency [15]. This highlights the importance of tailored objective functions reflecting the unique energy constraints and performance goals of specific IoT applications.

Smart Cities and Real-Time Multi-Sink WSNs

Multi-sink WSNs in smart cities present a compelling case study [5]. El-Fouly et al. (2023) emphasize the limitations of traditional algorithms in large-scale deployments. Their proposed algorithm prioritizes energy efficiency, real-time performance, environmental awareness, and reliability, integrating environmental factors into routing decisions.

Healthcare and IoT-Based WBANs

Healthcare applications provide a context for exploring energy-efficient routing in WBANs [4]. Almalki et al. (2021) propose EERP-DPM for healthcare IoT, leveraging a dual prediction mechanism to reduce redundant transmissions and conserve energy. Their evaluation using simulations and a hardware platform emphasizes the importance of real-world validation.

IoT-Based Smart Agriculture

Smart farming offers a valuable case study [26]. Fathallah et al. (2020) highlight the challenges of increasing sensor density. Their PA-RPL algorithm extends the standard RPL protocol by incorporating in-network data aggregation, improving energy efficiency.

Machine-to-Machine (M2M) Communication for Extended Network Lifetime

M2M communication presents unique challenges for energy-efficient routing [22]. Twayej and Al-Raweshidy (2017) propose the MLCMS protocol with 6LoWPAN and a smart sleep mode to extend network lifetime. The use of multilevel clustering and strategically placed sinks, combined with a smart sleep mode, optimizes energy consumption.

Security Considerations in IoT Routing

Security concerns add complexity to energy-efficient routing [20]. Gayathri et al. (2022) highlight the vulnerability of open communication mediums. Their CFTEERP incorporates trust evaluations into routing decisions, addressing the need for security-aware protocols.

These case studies demonstrate the diverse applications of energy-efficient routing algorithms in IoT. The lessons learned underscore the need for context-aware solutions, dynamic power management strategies, and integrated security mechanisms.

Future Directions

This review has explored the landscape of energy-efficient routing in the IoT. Several promising avenues remain open for future research.

Emerging Trends in Energy-Efficient Routing for IoT

Emerging trends include increasing interest in DEHARAs [1], which leverage energy-harvesting devices to optimize energy consumption and extend network lifetime. The integration of ML into routing algorithms [9], [3] enhances decision-making within dynamic IoT environments, potentially using sophisticated ML models to optimize routing decisions in real-time. The integration of fuzzy logic into routing protocols [10] offers another promising direction, with the potential for advanced fuzzy logic controllers to optimize routing performance.

Potential Advancements in Algorithms and Technologies

Potential advancements include further development of metaheuristic-based routing [15] by exploring novel algorithms and hybridization techniques. Context-aware routing [9], [5] presents an opportunity for incorporating a wider range of contextual factors. Cluster-based routing protocols [9], [17], [25] can be further developed by focusing on more efficient clustering algorithms and integrating them with advanced routing strategies. Advancements in blockchain and AI can enhance security and energy efficiency [9], [32].

Challenges to be Addressed in Future Research

Key challenges for future research include developing routing protocols that balance energy efficiency with other performance metrics [16], [12], [9]. Security remains a major challenge, requiring investigation into novel security mechanisms [8], [20], [30]. Scalability is critical, necessitating the development of scalable routing protocols that can handle large-scale deployments [11]. Addressing mobility in IoT routing [19], [18], [4], [22] and developing more comprehensive evaluation methodologies [12], [31] are also crucial areas for future research.

Conclusion

This review has explored the critical role of energy-efficient routing algorithms in the IoT.

Summary of Key Findings from the Performance Analysis

Traditional routing protocols are often inadequate for the energy constraints of IoT networks [10]. This has led to the development of energy-aware algorithms, with clustering-based approaches demonstrating efficacy in prolonging network lifetime [17], [22], [7]. The integration of optimization algorithms, including metaheuristics, enhances the performance of energy-efficient routing protocols [15], [9], [8], [33]. Incorporating context-awareness into routing decisions further improves energy efficiency and network reliability [9], [5], [14]. Security aspects are also crucial, with emphasis on integrating security mechanisms into routing protocols [8], [20], [30].

Implications for IoT Network Design and Routing Strategies

The findings necessitate the adoption of energy-aware routing strategies, considering application requirements and network characteristics. Optimization algorithms can fine-tune routing parameters. Context-awareness enhances energy efficiency and network reliability. Security mechanisms are essential for protecting IoT networks.

Final Thoughts on the Importance of Energy Efficiency in IoT and Future Research Directions

Energy efficiency is paramount in IoT. Future research should focus on developing hybrid algorithms, cross-layer optimization, security-aware routing, integrating energy harvesting, standardization and interoperability, and context-aware routing in dynamic environments [3], [41], [16], [9], [42], [36], [18]. These research directions aim to enable a more sustainable and efficient IoT ecosystem.
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