The proposed model could successfully identify benign patterns. However, there have been a few misclassifications wherein benign patterns have been incorrectly classified to be DNS_spoofing and MITM_Arpspoofing.

The proposed model effectively identified instances of browser hijacking, achieving an attack detection rate of 99%. Additionally, the model demonstrated high detection rates for a range of attack types, including several types of distributed denial-of-service (DDoS) attacks (ACK Fragmentation, HTTP Flood, ICMP Flood, ICMP Fragmentation, PSHACK Flood, RSTFIN Flood), denial-of-service (DoS) attacks (HTTP Flood, SYN Flood, TCP Flood, UDP Flood), Mirai botnet attacks (greeth flood, greip flood, udpplain flood), and vulnerability scans. 

Network samples in any dataset are not uniformly distributed across various classes and machine
learning practitioners often encounter the problem of imbalanced datasets in real time [30]. While assessing backdoor malware and command injection, the decision jungle classifier achieved a recall rate of 62.5%. 

The model demonstrated its effectiveness by achieving an impressive precision score of 1.0 pertaining to vulnerability scanning, indicating its ability to accurately identify vulnerabilities. The recall score of detecting attacks like DDoS (distributed denial of service) variants (ACK Fragmentation, HTTP Flood, ICMP Flood, ICMP Fragmentation, PSHACK Flood, RSTFIN Flood, SYN Flood, Synonymous IP Flood, TCP Flood, UDP Flood, UDP Fragmentation) and DoS (denial of service) attacks (HTTP Flood, SYN Flood, TCP Flood, UDP Flood), Mirai malware has remained consistently high. Fig. 2 is a clear representation of the model’s performance with respect to precision, recall and F1-score pertaining to 34 attack types.

