


    
        5.4  Experimental Results
                                       The experiment is conducted in 32 GB RAM using Python. The attacks namely Reconnaissance, Analysis and DoS from UNSWNB15 are considered in this research. During this phase of classification, the combined effect of feature selection is also considered. The performance of the proposed scheme is analysed by computing in terms of accuracy, precision, F1 score, and recall by detecting diverse attacks. With the increase in network traffic, an efficient mechanism is needed to detect intrusions by classifying the attack and selecting the significant features corresponding to the attack. By applying IV-RFE to the proposed SHiP Vector Machine classifier, the features are reduced and the performance rate is also high. In Table 7 results are shown. It can be observed that the proposed SHiP Vector Machine achieves better performance in terms of accuracy, precision, F1 score, and recall.
5.4.1 Results and Discussion
                 From Chapter 4 the features obtained from IV-RFE for the attacks namely Reconnaissance, Analysis, and DoS are used as input in the proposed method.  To evaluate the effectiveness of the proposed SHiP Vector Machine, all the performance metrics like accuracy, precision, F1 score and recall are calculated. Furthermore, the model have been evaluated for each attack which is actually the sub datasets from the UNSWNB15 dataset. The proposed SHiP Vector Machine with IV-RFE achieved high performance in terms of accuracy, precision, F1 score and recall. The findings of the proposed system is compared with the existing classifiers. The results show that the high performance is achieved for the proposed SHiP vector machine in comparison with the existing approaches.
            The detailed attack records for the dataset UNSWNB15 is depicted in the table clearly.
	Attack Records

	Reconnaissance
	Analysis
	DoS

	13987
	2677
	16535



                       After employing IV- RFE the features got reduced to 16,13 and 17 for the Reconnaissance, Analysis, and DoS datasets.
	Selected features from IV-RFE

	Reconnaissance
	Analysis
	DoS

	16
	13
	17




            The accuracy obtained for three attacks using the proposed IV-RFE and SHiP vector machine are depicted in the fig and the accuracy for DoS is relatively too high. Further to that the accuracy is compared with IV-RFE+ SVM and GA-PI + SHiP vector Machine also and represented in the table. It is observed that the accuracy is relatively very high and the proposed algorithm is an efficient approach for detecting attacks.
	Model
	
Reconnaissance
	
Analysis
	
DoS

	SVM+IV-RFE
	97
	97.8
	96.2

	IV-RFE+SHiP Vector Machine
	98.8
	98.1
	99.8

	GA-PI+ SHiP Vector Machine
	96
	95.4
	95.6





	Model
	
Reconnaissance
	
Analysis
	
DoS

	SVM+IV-RFE
	96.8
	97
	96.8

	IV-RFE+SHiP Vector Machine
	97.5
	97.9
	98.3

	GA-PI+ SHiP Vector Machine
	95.7
	94.3
	94.9


  
  The experimental results in terms of precision for DoS are relatively very high according to fig 3. The IV-RFE + SHiP Vector machine achieved higher precision also in all the attacks. The results revealed that IV-RFE selects the valuable features and the proposed ShiP Vector Machine achieved remarkable performance compared to SVM+IV-RFE and GA-PI+ SHiP Vector Machine.


	Model
	
Reconnaissance
	
Analysis
	
DoS

	SVM+IV-RFE
	96.2
	96.8
	96.3

	IV-RFE+SHiP Vector Machine
	97.2
	97.5
	98

	GA-PI+ SHiP Vector Machine
	95.1
	94.1
	94.1


        
       In terms of F1 score also, DoS attack achieved  higher F1 score rate using  IV-RFE +SHiP vector machine. In comparison with SVM+ IV-RFE and GA-PI+ SHiP Vector Machine the F1 score is high  achieved. 
                  
     

	Model
	
Reconnaissance
	
Analysis
	
DoS

	SVM+IV-RFE
	97.5
	98
	98.8

	IV-RFE+SHiP Vector Machine
	99
	98.6
	99.9

	GA-PI+ SHiP Vector Machine
	96.2
	95.8
	96



        Finally, the recall rate is high for the proposed SHiP Vector Machine in combination with IV-RFE. In addition to that in comparison with the existing SVM+IV-RFE and GA-PI+ SHiP Vector Machine, the proposed algorithm outperforms well in terms of recall also.
	Paper 
	Published Year
	Methods used 
	Results

	H. Sadia et al.[1]
	2024
	DNN
	Accuracy-99.7%, Precision, F1 score, and recall rate are not that high

	Sotiris Chatzimiltis et. al.[2]
	2024
	Split Learning approach
	Accuracy-81.1% and recall-79.9%

	Mutambik et. al.[3] 
	2024
	Flow-based Intrusion Detection System for IoT
	Reconnaissance attacks-Accuracy-96.5%,precision-95.2 , F1 Score-95.1 and  recall-95%
DoS attacks-Accuracy-90.5%,precision-92.5 , F1 Score-91.0 and  recall-89.5%

	H. Babbar et. al.[4] 
	2024
	Federated learning recommender hybrid intrusion detection system
	Accuracy-99.8%,precision-78.7% , F1 Score-84% and  recall-78.7%

	Rajana Akter et. al.[4] 
	2024
	SCGNet
	Accuracy-99.50,precision-89.90 , F1 Score-92.30 recall-91.20


          
               The above table displays the list of the most existing machine learning models that are utilized in the field of intrusion detection systems. In comparison with the existing models, the proposed model achieves higher performance in terms of accuracy, precision, score and recall. Moreover, the proposed model maintains consistently high performance for the three attacks namely Reconnaissance, Analysis and DoS. Therefore the proposed SHiP Vector Machine + IV-RFE proves to be a powerful and efficient tool in the field of Intrusion Detection Systems  .
Discussion of Results
              The integration of the IV-RFE feature selection agent into the SHiP vector machine represents a vital innovation in the intrusion detection system (IDS) field. The interaction of the two components synergistically enhances the classification performance and streamlines the detection process by eliminating redundant features. This targeted approach is crucial in that it allows the model to be focused on the most informative features, thus making it more responsive to emerging threats
                 In addition, the iterative nature of the IV-RFE algorithm enables constant improvement in the featureThe result indicates that IV-RFE + SHiP becomes the benchmark for the Intrusion Detection system purpose. Improved performance in terms of precision, F1 score, accuracy, and recall indicates that the system is an effective and balanced solution for the detection of attacks. Excellent accuracy in the intrusion detection system is often misleading especially misleading in the intrusion detection system. Thus, other performance measures are also obtained and precision, F1 score, and recall measures obtained excellent performance and the proposed model suggested balanced performance. False positiveness is the most difficult challenge in the field of cybersecurity. With the achievement of high precision for all the attacks, that challenge is also removed. Recall and F1 score rates are relatively very high which reduces the possibility for missed attacks and plays an active role in security maintenance.
                  The performance rate can be explained by the enhanced performance of the IV-RFE feature selection agent and SHiP Vector Machine. SHiP vector machine identifies the ideal hyperplane for two classes by keeping the classification scenario reliable. The kernel proposed here functions along with the RBF kernel. Thus the kernel can recognize the nonlinear correspondence between the feature and the target attacks. It plays an extremely crucial role in the intrusion detection system. Proposed SHiP vector machine reduces the proportion of the overfitting by keeping the performance at the maximum level for all the attacks.
                 IV-RFE feature selection agent with SHiP vector machine guarantees the highest efficiency with the chosen features. IV-RFE acts like an intelligent agent by interacting directly with the classifier and making it more effective. Therefore the proposed IV-RFE+ SHiP vector machine provides a robust framework and can be used for the detection of new attacks.

Conclusion
               The IV-RFE with SHiP Vector Machine excels by achieving high performance and making it an ideal system for detecting intruders. The IV-RFE filters out only the relevant features that significantly enhance the performance of the classifier. These results outperformed well in comparison with the existing methods and these results set as a benchmark in the field of IDS. Overall the system provides a robust mechanism for the detection of emerging attacks. The System detects diverse attacks by maintaining high accuracy, precision, F1 score, and recall across all the attacks.





Recall	
Reconnassiance	Analysis	DoS	99	98.6	99.9	



Accuracy	
Reconnassiance	Analysis	DoS	98.8	98.1	99.8	



Precision	
Reconnassiance	Analysis	DoS	97.5	97.9	98.3	



F1 score	
Reconnassiance	Analysis	DoS	97.2	97.5	98	




2

