

2

                                                              Chapter 4 
Hybrid GA-PI and Intelligent IV-RFE Feature selection algorithm for IDS
3.1 Introduction
      Intrusion Detection Systems (IDS) are crucial for safeguarding network infrastructures against escalating cyberattacks. With organizations relying increasingly on internet-based connectivity, vulnerabilities to reconnaissance, analysis, and Denial-of-Service (DoS) attacks have increased. DoS attacks, employed to disrupt the availability of services, and reconnaissance attacks, employed to scan for vulnerabilities in the system without authorization, make the need for effective detection imperative. Firewalls, the traditional security measures, are ineffective against advanced, adaptive attacks, making the employment of IDS an imperative line of defence. Scanning network traffic for abnormal patterns, IDS enables proactive mitigation of threats, making its efficiency and accuracy the cornerstone of modern cybersecurity. Increased internet-based technologies have exponentially increased cyberattack vectors. Financial losses are only the tip of the iceberg; the implications include compromised integrity, privacy, and public security. DoS attacks can bring emergency services to its knees, and reconnaissance and analysis can be the harbinger to massive breaches. This trend is so alarming that it pushed the research on IDS to the pinnacle of the cybersecurity agenda with the imperative for adaptive measures that can counter new types of attacks reported in research such  [1]. 
             Machine learning (ML) is the revolutionary force behind the enhancement in the effectiveness of IDS. While traditional rule-based methods are static, ML-based models learn to identify the subtle, adaptive signatures of attacks. Supervised learning-based methods, trained on labelled datasets, excel in classifying known attacks, while unsupervised methods identify zero-day attacks by clustering similar patterns. But the efficiency of ML-based IDS is subject to the quality and the dimensionality of the input data. Large network datasets contain redundant or irrelevant features that can degrade model performance, necessitating advanced preprocessing to achieve detection accuracy [2].One of the biggest challenges with ML-based IDS is handling high-dimensional data. Datasets for network traffic, such as NSL-KDD or CICIDS2017, contain hundreds of features such as packet size, protocol type, and flow duration, many with little to no effect on detecting attacks. Redundant features incur computational cost and the risk of overfitting, where models perform perfectly on training datasets but fail when applied to real-world scenarios. This "curse of dimensionality" makes feature selection even more imperative, the preprocessing step that identifies the most discriminatory attributes, simplifying models without losing crucial information [3].
              Feature selection is not an engineering step but a strategic imperative for effective IDS design. Removing noise and retaining only the most relevant features with robust correlations to the attack classes such as “duration” for DoS detection accelerates model training and enhances interpretability. Existing approaches, such as filter-based such as chi-square tests wrapper-based such as recursive feature elimination, and embedded such as Lasso regularization techniques, each have trade-offs in terms of performance and computational cost. However, according to [4], the need for an all-purpose solution necessitates context-aware algorithms depending on the type of attacks and datasets. This chapter introduces the use of a hybrid feature selection method to counter the weaknesses of conventional approaches. Combining filter-based statistical measures with wrapper-based ML evaluation, the method prioritizes the features optimizing detection rates for reconnaissance, analysis, and DoS attacks. For example, temporal features such as “request frequency” can be prioritized for DoS detection, while protocol-specific features can recognize reconnaissance activities. The flexibility of the algorithm to the nature of the dataset—i.e., class imbalance and diversity in attacks is intended to improve generalizability across network environments. The proposed framework for the IDS is evaluated against measures such as accuracy, precision, recall, and F1-score, balancing the trade-off between the rate of missed threats  and unnecessary alarms  having severe repercussions in cybersecurity contexts. Robustness is assured by cross-validation against real time  datasets, and the comparison with other feature selection  approaches highlights the improvement in the rate of classifying attacks. With the addition of an innovative feature selection mechanism with ML-based detection, this work meets the demand for lightweight yet high-performance IDS.                                                
         3.2 Dataset Collection
In our current study two datasets, the UNSWNB15 dataset and real time packet sniffer data PSD-23  are considered. The proposed framework is viewed in terms of two different phases. In the first phase, the proposed framework  is evaluated based on the UNSWNB15 dataset. In the second phase, a real time dataset  called PSD-23 data is considered for the  validation purpose.  Since in the initial stage to predict the performance , UNSWNB15 is used and eThe detailed explanation of two datasets for the proposed research is represented.

3.2.1 UNSWNB15 Dataset
                 The UNSW-NB15 dataset, developed by the Australian Centre for Cyber Security (ACCS), addresses the shortcomings of the older intrusion detection system (IDS) datasets such as KDD99 and DARPA, which generally do not reflect the modern network environments and new cyber attacks. Developed by Moustafa and Slay in 2015, the UNSW-NB15 combines real network traffic drawn from real-world attacks with synthetically produced attack activities to offer an evenly balanced and realistic normal and malicious activity representation. Developed specifically with the requirements of the current cybersecurity research in view, it offers a robust platform for training and testing machine learning models for detecting advanced attacks. Simulating the hybrid environment, the dataset addresses the gap between the controlled laboratory environments and the dynamic real-world networks, making it an indispensable tool for the development of IDS technologies.

                 The database comprises 2,540,044 records meticulously labelled into normal traffic and nine types of attacks, including Denial-of-Service (DoS), Exploits, Fuzzers, Backdoors, Analysis, Generic, Reconnaissance, Shellcode, and Worms. Such diversity represents the variety of cyber attacks ranging from common vulnerabilities like DoS attacks to advanced persistent ones like Shellcode and Worms. The hybrid generation process involves replaying real network traffic from the UNSW campus network with synthetically generated attacks with the aid of tools like IXIA Perfect Storm, thereby preserving authenticity and comprehensiveness. Such organization allows researchers to test for patterns of attacks in realistic network environments with control over the frequency and complexity of the attacks. Such balance makes UNSW-NB15 particularly suitable for testing detection algorithms against known and new attacks. UNSW-NB15 comprises 49 features in four groups: flow-based features (packet numbers, duration, etc.), time-based measures (response times, intervals, etc.), content-based features (payload information, etc.), and connection-oriented information (protocol types, service flags, etc.) . The Table 1 depicts the features  in detailed way. Such features enable fine-grained investigation of network activity, allowing for tasks like anomaly detection, classification of attacks, and feature engineering. Researchers need to cope with class imbalance—attack cases are greatly outnumbered by normal traffic—and the preprocessing to handle missing values or normalize heterogeneous data types. Despite such factors, the rich metadata and state-of-the-art simulation of attacks have made the dataset the standard for IDS research, propelling machine learning-based cybersecurity solution breakthroughs (Moustafa et al., 2017).
	Features
	Description

	
Flow-based Features
	Describes connection duration, packet size, and flow timestamps

	Basic Features
	Standard network attributes such as protocol type, source and destination ports, and service types are included

	Content Features
	Information extracted from packet payloads, including DNS queries and HTTP requests.

	Time-based Features:
	Indicators of traffic behavior over time, such as connection rate and interarrival time.



                UNSW-NB15 is widely regarded as a benchmark dataset in IDS research due to the following reasons: It includes modern attack types that are absent in older datasets like KDD99 and NSL-KDD. The dataset is built using the IXIA Perfect Storm tool, ensuring that network traffic is realistically emulated (Moustafa & Slay, 2016). It provides detailed labeled features, which enhance machine learning-based intrusion detection systems. Hence this dataset is crucial in designing the proposed IDS due to its feature sets and the latest attack scenarios. In the current research, the main aim is to detect diverse attack types. Hence the attacks namely DoS, Analysis and Reconnaissance is considered by filtering the data corresponds to the three attacks. The three sub datasets from the UNSWNB15 and the details are represented in the following table.
	Dataset Number
	Dataset  Name
	Label
	No of values (Attack and Normal)

	1
	Reconnaissance
	Reconnaissance and Normal
	13,987 and 2,218,755

	2
	Analysis
	Analysis and Normal
	2677 and 2,218,755

	3
	DoS
	DoS and Normal
	16,353 and 2,218,755




 3.3 Data Preprocessing
              Preprocessing is an important step in ensuring the quality and effectiveness of the dataset used for intrusion detection. The raw data collected from various sources contains inconsistencies, redundant information, and varying scales of numerical values, which can negatively impact the performance of machine learning models. Therefore, robust preprocessing techniques must be employed to clean, standardize, and enhance the dataset before applying intrusion detection algorithms.
                    In this study, preprocessing becomes a multi-step major process involved in data cleaning, handling missing values, encoding categorical variables, feature selection, and the use of Standard Scaler to normalize features. Such a set of processes will ensure  integrity of data, less computational complexity, and hence more enhancement of the model's ability to distinguish between normal and malicious traffic behaviours.
3.3.1 Data cleaning
                Data cleaning is the first step in the preprocessing pipeline and involves identifying and rectifying inconsistencies, duplicate records, and irrelevant features in the dataset. Since network traffic data is often noisy and contains unwanted anomalies, an effective cleaning process ensures that the dataset remains high-quality and reliable for analysis. Duplicate records can distort model performance, leading to biased results. Duplicate entries are detected and removed. Some records may contain logically inconsistent values. These values are corrected or excluded from the dataset. Noise introduced by erroneous data entries is filtered out using heuristic-based approaches.
3.3.2 Handling Missing Values
                    Network datasets often contain missing values due to packet loss, partially captured packets, and possible errors with data collection. Thus, it is important to deal with missing values appropriately to prevent bias and to ensure the informativeness of a dataset. Mean Imputation and Median imputation is applied. Mean Imputation is applied by numerical missing values are replaced with the mean of that specific feature to keep the distributions in check. In case of features showing skewed distributions, median values will have to be used. Mode imputation is used for categorical missing values.

3.3.3 Encoding of Categorical Variables 
              To enhance the performance of IDS, the encoding of categorial variables is much needed to make the dataset compatible with machine learning models.  Label encoding is applied to the attack category values and the values are transformed into numerical values.
3.3.4. Feature Scaling
         In order to create an optimal machine learning model, feature scaling plays a significant role. One way to achieve this is by scaling the filtered data using the Standard Scaler method to a variance of 1 and reducing the mean value to 0, which puts all features in a comparable range for analysis. Overall, data preprocessing is a critical step in machine learning that improves accuracy, removes errors, and prepares data for analysis [20]. It is the first step in preparing raw data for machine learning models, as raw data often contains various errors, anomalies, and redundancies [21]. Automated machine learning can also help streamline the time-consuming process of model development while maintaining high efficiency and productivity [22]. The mathematical model for Standard Scaler is given as follows:
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where x is a column vector of data points and x′ is a column vector of transformed data points.
                    Equation (1) represents a transformation of a variable x to a standard normal distribution. This transformation is accomplished by subtracting the mean of the distribution, μ, from each data point and then dividing by the standard deviation of the distribution, σ This transformation is commonly used in statistics to normalize data, making it easier to compare data sets with different means and standard deviations. The resulting transformed data points have a mean of 0 and a standard deviation of 1. The transformation is based on the assumption that the underlying distribution of the data is normal. The normal distribution is a commonly used probability distribution that describes a bell-shaped curve. The general form of its probability density function is given by
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Where μ the mean and σ is the standard deviation. 
In summary, equation (1) represents a transformation of data to a standard normal distribution, which is based on the assumption that the underlying distribution of the data is normal. The transformation is commonly used in statistics to normalize data, making it easier to compare data sets with different means and standard deviations. The transformation is related to the concept of maximum likelihood estimation, which is a statistical method used to estimate the parameters of a probability distribution based on observed data.
3.4 . Random Under sampling for class imbalance
                 Intrusion detection datasets typically suffer from class imbalance, with normal network traffic cases vastly outnumbering malicious cases, leading to biased machine learning models optimizing for the dominant class at the expense of minority attack patterns (Haixiang et al., 2017). UNSW-NB15, with its comprehensive representation of modern cyber attacks, is no exception to this issue (Moustafa & Slay, 2015). Normal traffic accounts for approximately 82% of the records in the UNSW-NB15 dataset, while Denial-of-Service (DoS) attacks, Analysis, and Reconnaissance attacks are grossly underrepresented (Moustafa et al., 2017). For instance, Reconnaissance attacks account for less than 1% and Analysis attacks for 0.7%, leading to an imbalanced distribution that makes it impossible for the model to learn discriminative features for these crucial types of attacks. Such imbalance can result in poor generalizability during real-world deployment, when it matters most to recognize rare yet influential attacks for effective cybersecurity defense (Johnson & Khoshgoftaar, 2019).
                    To counter this issue, the proposed research makes use of Random Under Sampling (RUS), an efficient and simple method that balances class distribution by simply removing cases at random from the major dominant class (normal traffic). While RUS is considered to be a “naïve” method when contrasted with more evolved resampling techniques like SMOTE (Synthetic Minority Oversampling Technique) (Chawla et al., 2002) or ensemble techniques, its simplicity offers computational efficiency and scalability, especially when handling large datasets like UNSW-NB15 (Haixiang et al., 2017). In diminishing the predominancy of normal traffic, RUS avoids subjecting classifiers to an imbalanced proportion of normal and attack cases during training, thereby improving the sensitivity to minority patterns of attacks. However, critics argue that random under-sampling can lose valuable information about the major class, thereby weakening the model's knowledge about normal network traffic (Krawczyk, 2016). Despite this trade-off, RUS is the suitable choice for initial balancing when computational power or implementation simplicity is constrained (Johnson & Khoshgoftaar, 2019).

The direct application of RUS to UNSW-NB15 specifically addresses the most imbalanced attack categories—DoS, Analysis, and Reconnaissance—by equalizing sample sizes with other minority classes (Moustafa et al., 2017). Following sampling, the filtered dataset enables classifiers like decision trees, neural networks, or support vector machines to highlight feature relations that recognize subtle signatures of attacks against normal activities. Empirical testing in the work indicates RUS-boosted models possess superior underrepresented attacks' recall and F1-scores than imbalanced baselines at the price of lower precision due to increased false positives (Chawla et al., 2002). In response to remaining vulnerabilities, the work combines RUS with stratified cross-validation and hybrid sampling techniques to gain robustness at the price of maintaining the integrity of the datasets (Haixiang et al., 2017). This balanced framework not only improves detection rates for crucial threats but also identifies the need for personalized preprocessing to counter inherent biases in cybersecurity datasets, opening the door to more reliable intrusion detection systems (Johnson & Khoshgoftaar, 2019).
Given a Dataset S with majority class Snor and minority class Satt , Randon Under Sampling selects randomly a  subset of data from majority class Snor to match with the minority class Satt
Updated class SN= Random Sample( Snor,Size= Satt)
Random Sample is a function that selects the random instance from the normal data
        3.2 Feature Selection Techniques
           In this section, existing feature selection techniques are discussed in detail. Effective feature selection techniques reduce the misclassification error and improve the performance. Importance of Feature Selection in the UNSW-NB15 Dataset
                     Feature selection is required when handling the UNSW-NB15 dataset since it comprises 49 features, including redundant, noisy, or irrelevant attributes that can degrade intrusion detection system (IDS) performance. High dimensionality incurs increased computational cost, the risk of overfitting, and makes it difficult to discover distinguishing patterns, particularly for minority class attacks like Reconnaissance (Moustafa & Slay, 2015). Separation of the most salient features—like flow-based measures like `dur`, `sbytes` to detect DoS attacks or time-based measures like  `sttl` to detect Reconnaissance—enhances model accuracy, training efficiency, and interpretability (Kasongo & Sun, 2020). Techniques like mutual information or Random Forest-based importance ranking choose the most distinguishing attributes that uniquely identify minority class types, addressing class imbalance with the retention of crucial behavioural knowledge (Haixiang et al., 2017). This effective method maximizes the utilization of available resources while enhancing robust generalizability, enabling IDS models to discover common and emerging attacks effectively in real-world networks.
3.2.1 Genetic Algorithm
A genetic algorithm (GA) is a population-based metaheuristic search procedure based on Darwinian evolutionary and natural selection principles (Goldberg, 1989). It begins with an initial population of candidate solutions (individuals) formed at random, each expressed as a chromosome—often binary strings, real-valued vectors, or other problem-specific forms. Individuals are evaluated by the fitness function that measures the performance at solving the problem at hand, such as minimizing error in feature selection or maximizing classification accuracy. Fittest individuals are stochastically selected (e.g., by roulette wheel, tournament, or rank-based selection) to be parents for the next generation. Genetic operators like crossover (merging parent chromosomes) and mutation (algebraic modification at random) introduce diversity, enabling the population to explore the solution space but preserving desirable characteristics. This iterative process—selection, crossover, mutation, and replacement—is iterated until convergence to an optimal solution or to some specified termination criterion, such as the maximum number of generations or fitness stagnation (Mitchell, 1998).

       GAs are particularly useful for the solution of complex, non-linear, and multi-modal optimization problems for which traditional gradient-based methods fail, such as feature selection in datasets with numerous dimensions such as UNSW-NB15 (Moustafa et al., 2019). For instance, in intrusion detection, GAs have optimized subsets of features with detection performance and computational cost effectively reducing dimensionality with the preservation of discriminative patterns of attacks (Ha et al., 2022). Their performance, however, is highly dependent on the tuning of parameters (e.g., population size, crossover/mutation rates) and the fitness function design, which should be in line with the problem objectives. Critics pinpoint premature convergence to local optima and computational cost for large population sizes as persisting problems (Eiben & Smith, 2015). Despite these limitations, the flexibility and global search capability of GAs make them an effective tool in cybersecurity, machine learning, and engineering design. The detailed diagram is depicted in the fig no 1
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The mathematical notation for the GA can be represented as follows:
· Population:
                                                             𝑃 = {𝑝1, 𝑝2, … , 𝑝𝑛}	(3)
· Fitness function:
                                               𝑓(𝑃) = {𝑓(𝑝1), 𝑓(𝑝2), … , 𝑓(𝑝𝑛)}	(4)
· Selection operator:
                                        𝑆(𝑓(𝑃)) = {𝑠1, 𝑠2, … , 𝑠𝑚}(𝑤ℎ𝑒𝑟𝑒 𝑚 ≤ 𝑛) (5)
· Crossover operator:
                         𝐶 (𝑆(𝑓(𝑃))) = {𝑐1, 𝑐2, … , 𝑐𝑛}	(6)
· Mutation operator:

𝑀 (𝐶 (𝑆(𝑓(𝑃)))) = {𝑚1, 𝑚2, … , 𝑚𝑛}	(7)

3.2.2 Permutation Importance
Permutation importance is one of the most widely used ways to estimate the contribution of features in machine learning models. Compared to intrinsic methods such as coefficient magnitudes for linear models or Gini importance for decision trees, permutation importance is model-agnostic and hence can be applied to any algorithm. It does this through randomly shuffling the values of one feature within a dataset with other features and target variable unchanged. This permutation disrupts the relationship of the target with the shuffled feature such that the effect of removing the feature’s predictive information can be measured through the degradation of the model’s performance—e.g., accuracy, F1-score, or R². By subtracting the performance of the permuted feature from the baseline performance, the importance score is derived with greater drops in performance indicating greater importance. By repeating this for each feature separately, practitioners can order variables based on their contribution towards the model’s predictability and have an easy way to decide which features the model relies most on.
             One of the most significant advantages of permutation importance is that it is interpretable and easy to interpret because it directly connects feature disruption with model performance without relying on model parameters. This makes it particularly useful for testing feature relevance for complex models like neural networks or ensemble methods where intrinsic interpretability does not exist. Additionally, the method can indirectly detect nonlinear relationships and interactions because shuffling one feature involved in interactions disproportionately harms performance. However, permutation importance has some limitations: it is computationally expensive for large data and may yield underestimated importance if shuffling the values of one feature does not entirely remove its combined predictive signal because of correlation with other features. Despite such limitations, it is nevertheless a useful feature selection tool, model debugging tool, and source of domain-specific insights for practitioners to prioritize features for further investigation or increase model transparency in practical applications.
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The mathematical notation for permutation importance can be represented as follows:
Original performance: L
Feature importance score:
PIi = L – Li,	(8)
where L_i is the performance with the feature i permuted Normalized feature importance score:
Normalized feature importance score:
[image: ]
where sum(PI) is the sum of all feature importance scores
3.2.3 Recursive Feature Elimination(RFE)
               Recursive Feature Elimination is a technique that reduces the feature iteratively by removing the least significant feature. A feature importance is evaluated based on the coefficient criteria. The iterations continue until the desired number of features are reached with highest score.  The main advantage of the RFE is that it will consider the smallest relevant feature also. Overall RFE is a powerful tool and a high performance model that selects the most relevant features that contribute to the performance.
        Input:
· Dataset having  Z features  and  X as the target variables
· SVM model is utilized for calculating the performance 
· The total number of desired features as the output
Initialization:
· Initialize all features F={f1,f2,…,fn} where n is the number of features.
· The target number of features be S.
Iteration:
                   Train the SVM model on the UNSWNB15 dataset using the current feature set F.
             Rank Features:
Evaluate the importance of each feature using the SVM model. Feature importance can be derived from:
                                       Coefficients for linear models
   3.2.4  Proposed  Hybrid GA-PI Feature Selection Algorithm
              The hybrid of Genetic Algorithm and Permutation Importance (GA-PI) is a promising approach for feature selection in Network Intrusion Detection Systems (NIDS) using the UNSWNB15 dataset. GA-PI combines the benefits of both Genetic Algorithm (GA) and Permutation Importance (PI) methods to create an efficient feature selection agent.
          The GA component of the algorithm uses a population- based approach to evolve and select the best feature subset for the NIDS[25]. It employs crossover and mutation operators to produce new candidate solutions for the next generation. The fitness function of the GA is defined based on the classification accuracy of the selected feature subset using a machine learning algorithm. The PI component, on the other hand, uses a permutation-based approach to determine the importance of each feature in the dataset. It evaluates the effect of permuting each feature on the classification accuracy of the machine learning algorithm. The features are then ranked based on their importance scores. GA-PI integrates the outputs of the GA and PI methods to identify the optimal feature subset for the NIDS. The GA produces a subset of features with high classification accuracy, while the PI provides a measure of the importance of each feature. The GA-PI then selects the features with high classification accuracy and high importance scores. Overall, GA-PI has shown promising results in feature selection for NIDS using the UNSWNB15 dataset. It has achieved high classification accuracy and reduced the number of features required for the NIDS.

3.2.4.1 Hybrid GA-PI algorithm with UNSW-NB15 dataset
Let X be the set of all features in the UNSW-NB15 dataset and Y be the binary classification target variable indicating whether a network traffic record is either normal or anomalous. The goal is to find a subset of features X' that maximizes the classification performance on Y.
Input:
· UNSWNB15 dataset
· Hyper parameters: population size (𝑝𝑜𝑝𝑠𝑖𝑧𝑒 ), mutation rate (𝑚𝑢𝑡𝑟𝑎𝑡𝑒), crossover rate (𝑐𝑟𝑜𝑠𝑠𝑟𝑎𝑡𝑒), number of iterations (𝑛𝑢𝑚𝑖𝑡𝑒𝑟), and permutation importance threshold (𝑝𝑖𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑)
Output:
· The optimal set of features selected for Network Intrusion Detection Systems using the UNSWNB15 dataset
1. Initialization:
1.1 Initialize
popsize, mutrate, crossrate, and numiter
1.2  Set the feature set as the entire set of features in the UNSWNB15 dataset
2. Permutation Importance:
   2.1  Compute the permutation importance scores for all features in the feature set
   2.2  Select the top features whose permutation importance scores are greater than pithreshold
2.3 Let S be the set of selected features
3.Genetic Algorithm:
3.1 Initialize the population P with random binary strings of length |S|
3.2 Evaluate the fitness of each individual in P using a fitness function f that measures the classification accuracy of a model trained on the selected features
3.3 Select the top performing individuals based on their fitness score to create a mating pool M
3.4 Perform crossover and mutation operations on the mating pool M to create a new generation of individuals P′
3.5 Evaluate the fitness of each individual in P′
3.6 Repeat steps 3.3-3.5 for numiter iterations
3.7 Let Pfinal be the final generation of P′
4.Output:
4.1 The feature set that has the highest fitness score in Pfinal is selected as the best set of features for UNSWNB15 dataset
Here are the definitions of the variables used in the algorithm:
· |𝑆|: the number of selected features
· 𝑆: the set of selected features
· 𝑃: the population of binary strings representing the feature sets
· 𝑀: the mating pool of individuals selected for crossover and mutation
· 𝑃′: the new generation of individuals after crossover and mutation
· 𝑃𝑓𝑖𝑛𝑎𝑙 : the final generation of individuals after
𝑛𝑢𝑚𝑖𝑡𝑒𝑟 iterations
· 𝑓(𝑥): the fitness function that measures the classification accuracy of a model trained on the selected features 𝑥.
Pseudo code for GA-PI Algorithm
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// Step 1: Initialization
𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠𝑒𝑡
< − 𝑠𝑒𝑡 𝑜𝑓 𝑎𝑙𝑙 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 𝑖𝑛 𝑈𝑁𝑆𝑊𝑁𝐵15 𝑑𝑎𝑡𝑎𝑠𝑒𝑡
 𝑝𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 <- create population of size 𝑝𝑜𝑝𝑠𝑖𝑧𝑒 with random binary strings of  length equal to number of features in 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠𝑒𝑡
 // Step 2: Permutation Importance
𝑝𝑖𝑠𝑐𝑜𝑟𝑒𝑠 < − Compute permutation importance scores for all features in 𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠𝑒𝑡
𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠	< −		Select		features	whose permutation	importance	scores	are	greater	than   𝑝𝑖𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑
// Step 3: Genetic Algorithm
         𝑓𝑜𝑟 𝑖 𝑓𝑟𝑜𝑚 1 𝑡𝑜 𝑛𝑢𝑚𝑖𝑡𝑒𝑟:
// Evaluation
𝑓𝑖𝑡𝑛𝑒𝑠𝑠𝑠𝑐𝑜𝑟𝑒𝑠 < − Evaluate fitness of each individual in population using a fitness function that measures classification accuracy of a model trained on selected features
𝑡𝑜𝑝𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑒𝑟𝑠 < − Select top performing individuals from population to create mating pool
// Crossover and Mutation
𝑜𝑓𝑓𝑠𝑝𝑟𝑖𝑛𝑔 < − Perform crossover and mutation operations on 𝑡𝑜𝑝𝑝𝑒𝑟𝑓𝑜𝑟𝑚𝑒𝑟𝑠 to create new generation of individuals
Population < − replace population with new offspring
// Step 4: Output
𝑏𝑒𝑠𝑡𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙 < − Select individual with highest fitness score in final population
       𝑏𝑒𝑠𝑡𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠	< −	features	selected	in 𝑏𝑒𝑠𝑡_𝑖𝑛𝑑𝑖𝑣𝑖𝑑𝑢𝑎𝑙
      return 𝑏𝑒𝑠𝑡𝑓𝑒𝑎𝑡𝑢𝑟𝑒s



               
           The GA-PI (Genetic Algorithm-Permutation Importance) algorithm with the UNSW-NB15 dataset is a feature selection algorithm that aims to find a subset of features that maximizes the classification performance of the binary classification target variable indicating whether a network traffic record is either normal or anomalous. The algorithm starts with the initialization of the hyperparameters, including the population size, mutation rate, crossover rate, number of iterations, and permutation importance threshold. The feature set is set as the entire set of features in the UNSW-NB15 dataset, and permutation importance scores are computed for all features. The top features with permutation importance scores greater than pithreshold are selected to create a set of selected features. The GA-PI algorithm begins with selecting the top features whose permutation importance scores are greater than pithreshold.
         Let S = {s1, s2, … , sm} be the set of selected features. The Genetic Algorithm is then performed by initializing the population P with random binary strings of length equal to the number of selected features. The fitness of each individual in P is evaluated using a fitness function f that measures the classification accuracy of a model trained on the selected features. The top performing individuals based on their fitness score are selected to create a mating pool M, and crossover and mutation operations are performed on the mating pool M to create a new generation of individuals P′. The fitness of each individual in P′ is evaluated, and the process is repeated for numiteriterations. The feature set with the highest fitness score in Pfinalis selected as the best set of features for the UNSW-NB15 dataset.
                Let X = {x1, x2, … , xn} be the set of features in the UNSW-NB15 dataset, and Y be the binary classification target variable[26]. The goal is to find a subset of features X' that maximizes the classification performance of Y. The GA-PI algorithm can be modeled as follows:
1. Initialization: Initialize hyperparameters including the population size (𝑝𝑜𝑝𝑠𝑖𝑧𝑒 ), mutation rate (𝑚𝑢𝑡𝑟𝑎𝑡𝑒), crossover rate (𝑐𝑟𝑜𝑠𝑠𝑟𝑎𝑡𝑒), number of iterations (𝑛𝑢𝑚𝑖𝑡𝑒𝑟 ), and permutation importance threshold (𝑝𝑖𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 ). Set the feature set as the entire set of features X in the UNSW-NB15 dataset.
2. Permutation Importance: Compute permutation importance scores for all features in X. Select the top features whose permutation importance scores are greater than 𝑝𝑖_𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 to create a set of selected features S.
3. Genetic Algorithm: Initialize the population 𝑃 with random binary strings of length equal to the number of selected features|𝑆|. Evaluate the fitness of each individual in P using a fitness function f that measures the classification accuracy of a model trained on the selected features. Select the top performing individuals based on their fitness score to create a mating pool 𝑀. Perform crossover and mutation operations on the mating pool 𝑀 to create a new generation of individuals 𝑃′. Evaluate the fitness of each individual in 𝑃′. Repeat the previous two steps for 𝑛𝑢𝑚_𝑖𝑡𝑒𝑟 iterations. Let P_final be the final generation of P'.
4. Output: The feature set that has the highest fitness score in 𝑃𝑓𝑖𝑛𝑎𝑙 is selected as the best set   of features for the UNSW-NB15 dataset.
The fitness function 𝑓 can be defined as the classification accuracy of a model trained on the selected features. Let
𝑀 be the training dataset consisting of m records, where each record is represented as (𝑥𝑖, 𝑦𝑖), 𝑥𝑖 being the feature vector and 𝑦𝑖 being the binary label. Let 𝑇 be the test dataset consisting of t records. 𝐿𝑒𝑡 𝑓(𝑋′) be the classification accuracy of a model trained on the selected feature set 𝑋′. Then, 𝑓(𝑋′) can be calculated as follows:

where 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝑦𝑖(𝑋′) is the binary label predicted by the model trained on the selected feature set 𝑋′ for the 𝑖𝑡ℎ 𝑅ecord in the test dataset. The binary classification model used for training can be any
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Fig : Flow model for Hybrid GA-PI Feature Selection Agent        
              The main goal of the study is to select the optimal features that can increase the performance in terms of accuracy, precision, F1 sore and recall. Hence in order to get the best optimal features a hybridization methodology is proposed. In the second stage wrapper based Permutation Importance is used in the Hybrid GA-PI algorithm. In the first step of PI algorithm, the performance is evaluated by randomly shuffling the features. Secondly, feature Importance is computed based on the performance evaluation of the previous step. A larger score corresponds to a decrease in the performance of the model, hence all those features are removed, and the selected number of features is reduced from 18 to 13. Five features are to be removed and the remaining 13 features undoubtedly contributed to increasing the performance in terms of performance. Subsequently, the Hybrid GA-PI selects the 13 and 14 optimal features by integrating Genetic Algorithm and Permutation Importance for Analysis attack and Dos attack.
3.2.5 Proposed IV-RFE Feature Selection Algorithm
            Another novel feature selection algorithm is also  proposed as a part of this work. The proposed system is considered as a efficient intelligent agent that selects the appropriate features corresponding to the attacks and yields best results also. The existing SVM algorithm is used for evaluation purposes.
                                The entire procedure of feature selection is divided into two phases.The approach integrates relative variance measure,SVM weight measure and RFE .To compute the relative variance for the feature, a family of statistical methods are used which include Harmonic mean (HM) and Geometric mean (GM).  Relative variance is calculated by the ratio of HM and GM. According to [ 20] higher ratio of HM and GM means a higher relative variance value. The selected feature from the above step is passed as input for the SVM weight determination process. Finally, the selected feature from the previous step is fed to the RFE.  Hence relative variance and weight factor in combination with RFE is further evaluated using a basic SVM classifier because of its efficiency in detecting the attacks. Recursive feature elimination (RFE) is used and the important features are selected from the remaining set of features. [21]Recent studies proved that RFE is a better option to pair with a Support vector machine hence in our research this combination is selected. RFE is wrapper-based approach for selecting the features for IDS. RFE uses backward feature elimination which eliminates the features in an iterative manner. The procedure starts with a complete set of features and eliminates the features based on the feature's importance. In the subsequent step, the selected features from the previous stage are passed as input for SVM based classification. Finally, a subset of features are removed that do not contribute to the accuracy. The selected subset of features that enhance the performance in terms of accuracy are selected for the next level. For the attacks namely Reconnaissance, Analysis and DoS, three sub datasets generated from UNSWNB15 are considered. Here 60:40 train test ratio is adopted for all three datasets. Fig 1 illustrates the working of IV-RFE with SVM based Intrusion Detection System. The pseudocode for the proposed IV-RFE is given below.





IV-RFE PSEUDOCODE
	             Input: Dataset(D)
                           Feature(X)
                          Target class(Y) 
              Output: Selected features F
               For each feature X
                     Calculate the relative variance V using the formula
                        V=HM/GM
                        Sort V (Y,X) in descending order
                      if V (Y,X) >0.5
                         =  
                       Input selected features 
                       For each feature 
                                           calculate the weight W of each feature using SVM
                            Sort W(Y, )in descending order
                            if W( (Y, )>0.5
                              RX=
                       Apply RFE on RX and select N important features —>F1
                       Train with classifier using F1
                       Compute the accuracy of the model 
                        If the accuracy is high then
                              F<— F



3.3 Classification phase
                     In the classification phase, the ML based intrusion detection method is performed by using machine learning algorithms like Random Forest, Decision Tree, SVM. A machine learning strategy is adopted for classifying the data and ML algorithms teach the model according to the past data[38]. The above machine learning algorithms are compared in terms of performance metrics accuracy, precision, F1 score and recall.


3.3.1 Random Forest    
                   Random Forest is a widespread model that gained popularity, especially in the field of intrusion detection. Random forest is a combination of ensembled Decision Trees and each decision tree depends on the random vectors sampled independently[39]. Randomization is applied in each step to select the best node which in turn generates the decision tree. Each Decision Tree chooses a subset of features for the classification of attacks. The prediction from multiple decision trees is aggregated together and the final outcome is predicted accurately. Hence according to the literature [40] Random Forest algorithm is the best algorithm for attack detection with an accuracy of 99% on many datasets. Hence in the current study, the Random Forest is also considered for the attack detection. In addition to this Random Forest also solves the problem of overfitting. However, Random Forest algorithms are prone to noise which in turn can affect the classification accuracy in several cases. 
3.3.2 SVM(Support Vector Machine) Algorithm
                       The support Vector Machine algorithm classifies the data by selecting the best hyperplane that divides the data into multiple classes. The adaptability of the SVM algorithm with complicated datasets and simple datasets makes SVM the best method for different applications [44]. Hence to accurately determine the attack with high accuracy in both datasets, the SVM approach is used. To achieve a robust performance different kernels like linear, polynomial, and Radial Basis Function Kernel are used. SVM is capable of effectively capable of categorizing the data by converting a lower dimensional feature space into a higher dimensional feature space. Hence it is very important to choose the right kernel based on the type of data employed. Although the SVM model gives equal importance to all the features and all the features are considered for classification purposes [45]. Hence in the current work feature selection is also considered a major step and only the selected features are considered for classification purposes. Even though the SVM model exhibits high performance in all the datasets, SVM is highly prone to noisy factors present in the dataset[46].
3.3.3 Decision Tree
               The decision tree is used to determine the course of action and each branch of a tree represents the outcome based on a possible decision.  The main motive behind the consideration of decision trees in the current research is the widespread usage of decision trees for the detection of intruders[41]. A classification tree will determine the type of attack by using the if-then rule and the selected features. The decision tree selects the best attributes using Information gain or the Gini Impurity component. The process is iteratively repeated for the subset of data and the classification is performed accurately. The main challenge is selecting the attributes for classification purposes. The ID3 algorithm uses the concept of information gain which in turn uses the concept of entropy to measure the value of each attribute [42]. Entropy calculates the impurity level of all the attributes and the attribute with less impurity is considered to have the highest information gain.  The high performance ratio of the decision tree is due to the generalization accuracy and makes it highly suitable for detecting all attacks. Even though the model shows promising results, the model faces the problem of overfitting for the full data set[43] which leads to poor classification accuracy.    
3.4 Prediction and Evaluation phase             
3.4.1  Hybrid GA-PI Based IDS Proposal
The Hybrid Genetic Algorithm-Permutation Importance (GA-PI) method combines evolutionary optimization with interpretable feature evaluation to optimize detection of intrusions. Genetic Algorithm (GA) scans through different subsets of features with mechanisms borrowed from natural selection, using crossover and mutation to iteratively optimize solutions. A fitness function maximizes classification accuracy subject to consistency with detection goals. At the same time, Permutation Importance (PI) tests feature relevance through measurement of decreased performance when individual features are randomized. By leveraging GA’s global search capability and PI’s ability to eliminate noisy or irrelevant features, the hybrid method generates a robust feature selection process with maximum model interpretability without losing detection efficacy.
The process takes three steps: initialization, permutation importance filtering, and genetic optimization. Initialization initializes the hyperparameters such as population size and mutation rates. It then performs the PI step to compute the importance of all the features and retain only those with scores above some fixed threshold for achieving the dimensionality reduction. GA then generates a population of potential subsets of features as binary bitstrings and evolves them iteratively through selection, crossover, and mutation. Fitness is computed through training classifiers on the subsets and their accuracy. Through generations, the algorithm converges to optimal mixtures of features with the capability to withstand overfitting and generalize across different types of attacks. Despite the strong performance of the Hybrid GA-PI method, intrusion detection systems must prioritize reliability and adaptability to new threats. 
            GA-PI has one drawback in being parameter-sensitive for settings such as population size and permutation thresholds that can introduce variability into feature selection outcomes. Additionally, the random nature of genetic algorithms can sometimes ignore subtle but meaningful interactions of features. In response to such limitations, the IV-RFE algorithm is introduced as a complementary step. IV-RFE employs a deterministic method with variance analysis and recursive elimination to iteratively optimize feature subsets. By utilizing statistical metrics with model-driven evaluation, IV-RFE reduces GA-PI’s sensitivity to parameter tuning and enhances consistency in discovering discriminative features to provide a more reliable and adaptive intrusion detection framework.

3.4.2  Proposed Intelligent IV-RFE based IDS
        The Intelligent IV-RFE algorithm introduces a novel two-step feature selection method to enhance the accuracy of intrusion detection systems. In the first step, the method calculates each attribute's relative variance using statistical measures such as the harmonic mean (HM) and geometric mean (GM). A greater HM/GM ratio indicates greater variability, which is critical for distinguishing the patterns of attacks from normal network behavior. Those attributes with ratios greater than predetermined threshold are retained, removing stationary or redundant attributes. This step ensures that only attributes with significant fluctuations—such as packet size (sbytes, dbytes) or connection duration (dur)—receive priority, directly addressing the noise in high-dimensional data such as UNSW-NB15.

In the second stage, the retained features are further refined using SVM-based weighting and Recursive Feature Elimination (RFE). SVM assigns weights to the features based on their contribution towards classification accuracy with greater weights indicating higher discriminative power. RFE then iteratively eliminates the least weighted features until it refines the subset to the most critical for detecting attacks. Protocol-specific features (Proto, State) are for example prioritized for Reconnaissance attacks detection while flow-based features (Sloss, Dloss) are vital for the detection of DoS attacks. Iterative elimination is used for computational efficiency without losing detection rates so that the algorithm is kept versatile for varying types of attacks as well as dynamic network conditions. Experimental testing on the UNSW-NB15 dataset establishes the efficacy of IV-RFE By incorporating statistical variance analysis with machine learning-based optimization, IV-RFE not only has reduced computational overhead but also enhances interpretability so that security experts can identify major attack indicators with greater confidence.
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3.5  Evaluation Metrics
               In the proposed research the performance is evaluated in terms of accuracy, precision, F1 score, and recall.
Accuracy: Accuracy is the number of correct predictions divided by the total number of
data and can be calculated as
Accuracy
Recall: Recall is an important performance metric for evaluating the IDS. It is defined as the ratio of actual positive data that are correctly classified by the classifier.
Recall 
Precision: Another important performance metric used for the performance of IDS. It is the proportion of predicted positive data that are actual attacks.
 Precision
F1 Score: F1score emphasizes the balance between precision and recall. The F1 score is the harmonic mean of precision and recall.
F1 Score

3.6  Experimental Results
                     This section includes the experimental study of the UNSWNB15 dataset which was created by the Australian Center for cybers security. Evaluation of the performance of three sub datasets Analysis, Reconnaissance and DoS are performed and examined the difference. To examine the difference the proposed feature selection algorithms are compared with existing feature selection algorithms.. In the UNSWNB15 dataset a total of 49 features are there and it is clearly depicted in the table 1. Finally, the performance is compared with the selected features and all the features. Depending upon the attack type the features will always vary. Fig 4 shows a comparison of the number of features for the Intelligent IV-RFE feature selection agent and the proposed hybrid GA-PI algorithm. Table 2 shows a detailed comparative study of the number of features for each algorithm.
	Name
	Description

	Srcip
	Source IP address

	Sport
	Source port number

	Dstip
	Destination IP address

	Dsport
	Destination port number

	Proto
	Transaction protocol

	State
	Indicates to the state and its dependent protocol

	Dur
	Record total duration

	Sbytes
	Source to destination transaction bytes 

	Dbytes
	Destination to source transaction bytes

	Sttl
	Source to destination time to live value 

	Dttl
	Destination to source time to live value

	Sloss
	Source packets retransmitted or dropped 

	Dloss
	Destination packets retransmitted or dropped

	Service
	http, ftp, smtp, ssh, dns, ftp-data ,irc  and (-) if not much used service

	Sload
	Source bits per second

	Dload
	Destination bits per second

	Spkts
	Source to destination packet count 

	Dpkts
	Destination to source packet count

	Swin
	Source TCP window advertisement value

	Dwin
	Destination TCP window advertisement value

	Stcpb
	Source TCP base sequence number

	Dtcpb
	Destination TCP base sequence number

	Smeansz
	Mean of the ?ow packet size transmitted by the src 

	Dmeansz
	Mean of the ?ow packet size transmitted by the dst 

	trans_depth
	Represents the pipelined depth into the connection of http request/response transaction

	res_bdy_len
	Actual uncompressed content size of the data transferred from the server�s http service.

	Sjit
	Source jitter (mSec)

	Djit
	Destination jitter (mSec)

	Stime
	record start time

	Ltime
	record last time

	Sintpkt
	Source interpacket arrival time (mSec)

	Dintpkt
	Destination interpacket arrival time (mSec)

	Tcprtt
	TCP connection setup round-trip time, the sum of �synack� and �ackdat�.

	Synack
	TCP connection setup time, the time between the SYN and the SYN_ACK packets.

	Ackdat
	TCP connection setup time, the time between the SYN_ACK and the ACK packets.

	is_sm_ips_ports
	If source (1) and destination (3)IP addresses equal and port numbers (2)(4)  equal then, this variable takes value 1 else 0

	ct_state_ttl
	No. for each state (6) according to specific range of values for source/destination time to live (10) (11).

	ct_flw_http_mthd
	No. of flows that has methods such as Get and Post in http service.

	is_ftp_login
	If the ftp session is accessed by user and password then 1 else 0. 

	ct_ftp_cmd
	No of flows that has a command in ftp session.

	ct_srv_src
	No. of connections that contain the same service (14) and source address (1) in 100 connections according to the last time (26).

	ct_srv_dst
	No. of connections that contain the same service (14) and destination address (3) in 100 connections according to the last time (26).

	ct_dst_ltm
	No. of connections of the same destination address (3) in 100 connections according to the last time (26).

	ct_src_ ltm
	No. of connections of the same source address (1) in 100 connections according to the last time (26).

	ct_src_dport_ltm
	No of connections of the same source address (1) and the destination port (4) in 100 connections according to the last time (26).

	ct_dst_sport_ltm
	No of connections of the same destination address (3) and the source port (2) in 100 connections according to the last time (26).

	ct_dst_src_ltm
	No of connections of the same source (1) and the destination (3) address in in 100 connections according to the last time (26).

	attack_cat
	The name of each attack category. In this data set, nine categories e.g. Fuzzers, Analysis, Backdoors, DoS Exploits, Generic, Reconnaissance, Shellcode and Worms

	Label
	0 for normal and 1 for attack records
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   3.5.1 Results and Discussion
           To evaluate the performance of the feature selection algorithm, using a single classifier is not effective Therefore the classifiers namely Random Forest, Decision Tree, and SVM are utilized. In the initial stage, it is very important to determine the performance of different machine learning classifiers. Hence to analyze the performance in detailed a detailed comparative study is performed.

	Attacks

	Classifier
	No Feature Selection 

	Reconnaissance
	Random Forest
	53.4

	
	SVM
	82.1

	
	Decision Tree
	43.7

	Analysis
	Random Forest
	71.8

	
	SVM
	80.1

	
	Decision Tree
	30.1

	DoS
	Random Forest
	32..1

	
	SVM
	78.1

	
	Decision Tree
	56.2


                  The results suggest that SVM works better for all three attacks without feature selection. Hence in the proposed approach, SVM is adopted as a suitable classifier that can classify the data accurately. The performance of SVM may be due to the ability to handle the linear and nonlinear relationships for complex datasets. 
                 Feature selection filters out the irrelevant features and keeps the relevant features. Further to that the selected features contribute to the performance. The main goal of the feature selection is to select the features that contribute to the target attack data. In contrast, the identification of optimal features from the high dimensional UNSWNB15 dataset is still a challenging task. Hence Genetic algorithm is utilized to select the feature. To improve the quality of the features validation can be performed by means of permutation Importance. Permutation Importance computes the decrease in the performance by reshuffling the feature values. Permutation Importance provides the quality features as a result.  For this reason in this experiment, the permutation importance approach is also incorporated to select the relevant feature. The combination of the hybrid approach is employed to select the high quality feature. 
                To improve the performance by optimizing the different performance metrics a combination of relative variance and RFE is also adopted to select the most significant feature. The relative variance ratio selects the most significant features that are highly clustered. Features with high variance can capture the data by classifying the data into normal and attack. To further increase the quality of the features SVM weight computation is performed. To attain a remarkable performance in terms of accuracy, precision, F1 score and recall RFE is added as a final step. RFE selects the best features by giving importance to each feature in an iterative manner. Hence the proposed IV-RFE improves the overall performance. This makes it possible to select the topmost features with remarkable performance. The table shows the selected features for each attack. Selected features means the best features that have taken part in improving the performance.
3.5.1.1 Result of Hybrid GA-PI Feature Selection Algorithm
	Attacks

	Classifier
	Hybrid GA-PI+10 Features
	Hybrid GA-PI+15 Features
	Hybrid GA-PI+20Features
	Hybrid GA-PI+25 Features

	Reconnaissance
	Random Forest
	90.1
	83.2
	87.4
	56

	
	SVM
	95.1
	95.8
	95.9
	88.3

	
	Decision Tree
	92.8
	91.3
	88.1
	67.5

	Analysis
	Random Forest
	88.2
	59.4
	56.1
	56

	
	SVM
	94
	94.7
	93.3
	90.1

	
	Decision Tree
	76.1
	75.8
	77.2
	77

	DoS
	Random Forest
	91.2
	91.4
	91.2
	90

	
	SVM
	94
	95.2
	91.4
	90.3

	
	Decision Tree
	67.2
	74.1
	73.2
	72.1


         To determine the top classifier that classifies the attack more effectively in combination with GA-PI feature selection, a detailed analysis is done in terms of performance. The features are selected as a combination of hybrid GA-PI and from the above table it is understood that SVM achieves remarkable performance. To obtain the optimal number of features, a detailed study is performed between the set of 10 features and 15 features for the Dos and Analysis attack. After detailed analysis 13 relevant features are selected for the Analysis attack and 14 features for the DoS attack. Likewise, after conducting detailed experimentation between 15 and 20 sets of features, 17 optimal features are identified for the Reconnaissance attack. The table shows the detection accuracy of all the attacks based on the optimal set of features using different classifier. Hence from table and table ,SVM works well with UNSWNB15 dataset and can be considered as a standard classifier for detecting the intruders efficiently.
  
                              Likewise, a comparative study is performed on the existing feature selection algorithms with an optimal number of features selected. Table1,2,3 shows the comparative study of all three attacks using SVM classifier. The table shows the number of optimal features for each attack and the performance in terms of accuracy,  precision, F1 score, and recall. The results show that the performance of the proposed feature selection agent is comparatively high 
	Attacks

	Feature Selection Algorithm
	No of Features
	Accuracy
	Precision
	F1 Score
	Recall

	Reconnaissance
	GA
	9
	93.5
	92.6
	92.3
	93.8

	
	PI
	18
	89.3
	88.1
	87.6
	89.9

	
	GA+PI
	17
	96
	95.7
	95.1
	96.2

	
	RFE
	19
	95.7
	95.5
	95
	96

	Analysis
	GA
	21
	94.2
	93.2
	92.9
	94.6

	
	PI
	17
	82.1
	81.2
	80.8
	82.8

	
	GA+PI
	13
	95.4
	94.3
	94.1
	95.8

	
	RFE
	17
	94.4
	93.4
	93.1
	94.8

	DoS
	GA
	20
	92.4
	91
	90.7
	92.7

	
	PI
	18
	79.3
	78.5
	78.1
	80

	
	GA+PI
	14
	95.6
	94.9
	94.1
	96

	
	RFE
	15
	94.2
	93.4
	93
	94.9



  3.5.1.2 Discussion of GA-PI
          From the table SVM shows a superior performance in comparison with the decision tree and random forest. The poor performance of the random forest and decision tree may be due to the fact that the preceded models rely on non linear relationships. In the hybrid GA-PI , the PI approach might have underestimated these features. The dataset under consideration is highly complex data, SVM works well for complex data in comparison with random forest and decision trees. Random forests and decision trees require features that allow hierarchical splits that separate the classes effectively.   
                            The results from the above table suggest that hybrid GA-PI works better in comparison with the existing feature selection algorithms. Hence hybrid GA-PI algorithm is more effective in selecting relevant features for network intrusion detection compared to the existing methods. The proposed algorithm achieves higher performance for all the attacks, indicating its potential to generalize well on different types of attacks. The table shows the selected number of features for each attack.
	Attack
	No of Features
	Features

	Reconnaissance
	17
	Proto,srcip,dstip,dsport, proto, sttl, sloss, dloss ,state, sbytes, dintpkt,  dbytes, ct_state_ttl,ct_src_ ltm,ct_dst_sport, ct_srv_src, smeansz,

	Analysis
	13
	Proto, sttl ,state, ct_dst_sport,_ltm, srcip, dstip, dsport, ct_src_ ltm ,sbytes, ct_state_ttl ,dintpkt,dbytes 

	DOS
	14
	State,ct_dst_sport_ltm,ct_src_dport_ltm,Srcip,dstip,
 dsport,smeansz, ct_dst_ltm ,sbytes,ct_src_ ltm,sport,ct_srv_dst,ct_srv_src,   dbytes 



                         For all the attacks, even though GA-PI achieved remarkable performance, RFE also achieved better performance in comparison with the existing feature selection approaches. The other two feature selection algorithms alone didn’t perform well. This may be due to the complexity of the dataset or the selected features from the two methodologies are in capable to generalize on different attack types.  The proposed hybrid GA-PI achieves high performance in terms of accuracy, precision, F1 score, and recall. Hence the proposed Hybrid GA-PI approach is scalable as it can handle highly complex datasets. In addition to that by  reducing the features, the model can be simplified by considering only the meaningful features. IDS focuses on meaningful features as it helps to understand the pattern of attacks. Explanation of selected features and their contribution to attack detection performance.

The features selected by the hybrid GA-PI algorithm for each attack type align with the unique behavioral signatures of those attacks, enhancing detection accuracy and efficiency. Protocol type, source and destination address are critical for attacks as attackers often use multiple ports to find vulnerabilities. packet loss metrics capture anomalies in traffic consistency, such as abrupt changes in packet lifetimes or unusual retransmission rates, which are hallmarks of scanning activities. Connection state and time-to-live patterns, along with destination port connection trends, reveal irregular session behaviors, such as rapid port sweeps or repeated failed connections. The model focuses on patterns like abnormal protocol usage or unauthorized port access by isolating these features.
         Features like source address connections over time highlight patterns of deep packet inspection or stealthy vulnerability probing for analysis attacks. A low-and-slow attack sequence designed to evade traditional thresholds can be detected by the destination inter-packet time and connection state metrics. In DoS attacks, source and destination byte volumes, destination address connections, and service-to-destination traffic metrics reflect sudden traffic spikes or resource saturation. packet size deviations and source port diversity help identify spoofed requests. The model efficiently flags volumetric anomalies or repetitive request floods if it is prioritized by these attributes. The targeted feature selection ensures the IDS can adapt to both known and emerging attack patterns, balancing accuracy with real-time processing demands. In the experimentation, RFE shows a second better performance. RFE also iteratively eliminates the features and finds the best features that contribute to the performance. This is one of the reasons for achieving better performance for the three attack               
[bookmark: _Hlk184997405]                         From the above table, it can be observed that the proposed feature selection works well in terms of accuracy, precision, F1 score, and recall. The intrusion detection system plays a major role in detecting the attack very effectively. The performance of IDS is not just a desirable mechanism but is essential for the identification of attacks. Hence to increase the performance and to identify the attacks more effectively an efficient feature selection agent is also proposed namely IV-RFE.

  3.5.2  Discussion of  Intelligent IV-RFE Feature Selection Agent
                      In this section, the experiments have been carried out in 16Gb RAM using Python in windows 10 operating system. From table SVM is considered as a standard classifier for detecting the intruder efficiently. From the table the second highest performance is showcased by RFE. Hence for the evaluation purpose a combination of RFE and SVM is utilized. In the research, all the performance results are computed on three partial datasets contributing to Reconnaissance, Analysis, and DoS attacks. To improve the performance of GA-PI , the proposed IV-RFE is utilized and the experiment have been evaluated and compared with GA-PI and existing approaches. The proposed IV-RFE selects 16 features for the Reconnaissance dataset,13 features for the Analysis dataset, and 17 features for the DoS dataset. The selection of the features is done purely based on the accuracy metrics evaluated in each step. After selecting the relevant features using the proposed IV-RFE the next phase is to classify the data into attack and normal. In the classification phase, an SVM classifier is used and SVM classifies the data by finding the best hyperplane that divides the data into attack and normal. SVM uses kernel tricks to achieve significant accuracy and it is a reliable model in predicting attacks. 
                        The performance is computed for a certain set of features ranging from 10,15,20. The relevant subset of features is generated for each attack type. The accuracy results are depicted in Fig 1. Here SVM in combination with IV-RFE feature selection algorithm yields good performance in terms of accuracy. It is observed that accuracy improvement is more on the DoS attack dataset. For the Reconnaissance and analysis attack dataset, even though some improvement is there in comparison with other feature selection algorithms, the proposed IV-RFE based SVM gives only satisfactory results in comparison with the Dos dataset. The reason for that problem may be due to the weakness in the dataset. The understanding from the above results is that the performance has improved for all the tested datasets. The IV-RFE feature selector outperforms most of the datasets and yields better results. The improvement in the results is since in the proposed model, relative variance is evaluated in the beginning to remove the irrelevant features. The features having high relative variance ranging from +1 to infinity is selected. Another reason is that the proposed system reduces the bias towards many distinct features.  In addition to that the relative variance is calculated based on the ratio of harmonic mean and geometric mean. The harmonic mean even considers less important features also hence it will never neglect any of the features. Hence the ratio of HM and GM considers all the relevant features which in turn increases the performance. In addition to the relative variance factor, the weight factor is also responsible for overall performance. To further reduce the complexity weight value of selected features from the previous step is also considered. This will increase the performance in terms of classification and reduce the complexity in a better way. It is an improvement to notice from Table 1 the accuracy and the number of features before passing to the RFE feature selection algorithm. The remarkable improvement in the accuracy happened because of the addition of the RFE algorithm. RFE plays a very important role in selecting the relevant features.
    A detailed analysis is done for each attack in an iterative manner. Accuracy is evaluated for each selected subset of features. For example, for the Analysis dataset, the accuracy is evaluated for 10,15, 20 features. Out of that, the number of features that give more accuracy is considered for future evaluation. Different attacks will have different behaviour and features for each attack will be different. Feature selection plays a major role in detecting the attacks. Hence to evaluate the exact number of features that contribute to a particular attack, a detailed study is performed. For example, a Reconnaissance attack attacker tries to gather information before launching the attack hence it is necessary to extract the exact number of features that contribute to the attack. In our current study to determine the actual count of features for each attack, a detailed iteration is performed. For instance, from table it is clearly understandable that for 15 features the accuracy is slightly higher than for 20 features. Hence to find the exact number of features that contribute to the attack, a detailed iteration of features is done between the features 15 and 20. By considering each feature starting from 15, it is found that with 17 features accuracy is remarkably very high. Likewise to determine the exact number of features a detailed iteration is performed for the other two attacks Dos and Analysis also. Hence from fig 3,4 and 5 the proposed methodology yields promising results in terms of accuracy with 17 features for Dos,16 features for Reconnaissance, and 13 features for analysis attack. It is possible to see that IV-RFE achieves high scores in terms of accuracy because of the selection of relevant features. The reason behind the high scoring of IG-RFE is due to the relative variance parameter and iterative selection of features. The detailed analysis of each step is depicted in Table 1.
	Attacks
	IV-RFE+10 Features
	IV-RFE +15 Features
	IV-RFE +20Features
	IV-RFE +25 Features

	DoS
	95.3
	97.8
	97
	94.1

	Reconnaissance
	97
	96.2
	94.2
	93.1

	Analysis
	96
	97
	96.8
	92.1



              
          In addition to the accuracy, it is very important to consider the other performance metrics like precision, F1 score, and recall. Hence in the table, all the performance metrics are clearly depicted. In comparison with GA-PI+ SVM the IV-RFE + SVM outperforms well and achieves remarkably high performance hence IV-RFE is considered an intelligent feature selection agent for an efficient intrusion detection system. To ensure the overall performance in the field of IDS performance metrics like precision, F1 score and recall also play a major role and reduce the missed attacks. 
            From the above fig it is understood that the overall performance is high. The reason is due to the use of robust machine learning model SVM and the intelligent features selection agent IV-RFE. The selection of critical features together with SVM captures all the attack types and improves the strength of the model. 

     
	Attack
	No of Features
	Features

	Reconnaissance
	16
	Proto,srcip,dstip,dsport,sttl, sloss, dloss ,state, sbytes, dintpkt,  dbytes, ct_state_ttl,ct_src_ ltm,ct_dst_sport, ct_srv_src, smeansz,

	Analysis
	13
	Proto, sttl ,state, ct_dst_sport,_ltm, srcip, dstip, dsport, ct_src_ ltm ,sbytes, ct_state_ttl ,dintpkt, smeansz,

	DOS
	17
	Proto, sloss, dloss ,ct_dst_sport_ltm,ct_src_dport_ltm,Srcip,dstip,
 dsport,smeansz, ct_dst_ltm ,sbytes,ct_src_ ltm,sport,ct_srv_dst,ct_srv_src,   dbytes 


                  
	Attacks

	Feature Selection Algorithm
	No of Features
	Accuracy
	Precision
	F1 Score
	Recall

	Reconnaissance
	IV-RFE
	16
	97
	96.8
	96.2
	97.5

	
	GA+PI
	17
	96
	95.7
	95.1
	96.2

	Analysis
	IV-RFE
	13
	97.8
	97
	96.8
	98

	
	GA+PI
	13
	95.4
	94.3
	94.1
	95.8

	DoS
	IV-RFE
	17
	98.6
	96.8
	96.3
	98.8

	
	GA+PI
	14
	95.6
	94.9
	94.1
	96


  
                         Conclusion
                              In this chapter,  two novel algorithms namely hybrid GA-PI and IV-RFE feature selection agents have been demonstrated for modeling efficient intrusion detection systems. SVM is identified as a best classifier for classifying all three attacks efficiently. Even though the two novel algorithms outperformed well in terms of performance, IV-RFE is considered as an intelligent feature selection agent due to the significant contribution of the relevant features. The evaluation is determined in terms of accuracy, precision, F1 score and recall.  Finally, the comparative study revealed that IV-RFE performs better with the selected features in terms of accuracy, precision, F1 score, and recall. The performance of DoS is relatively very high in comparison with the Reconnaissance and Analysis attacks. Usage of a novel machine learning algorithm in combination with IV-RFE is a an efficient approach.
                           
Performance of GA-PI
No of Features	
Reconnaissance	Analysis	DoS	17	13	14	Accuracy	
Reconnaissance	Analysis	DoS	96	95.4	95.6	



Performance of IV-RFE

Accuracy	Precision	F1 Score	Recall	0	0	0	0	Reconnassiance	
Accuracy	Precision	F1 Score	Recall	97	96.8	96.2	97.5	Analysis	
Accuracy	Precision	F1 Score	Recall	97.8	97	96.8	98	DoS	
Accuracy	Precision	F1 Score	Recall	98.6	96.8	96.3	98.8	
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