


Chapter-6
Validation of the Proposed Intrusion Detection System using Real Time PSD-23 Dataset

6.1 Introduction
             The core objective of the chapter is to implement and validate the proposed intrusion detection system using a real time dataset containing DoS attack. Unlike the existing approaches the proposed IDS achieves high performance in terms of accuracy, precision, F1 score and recall. Previous chapters outlined the design and implementation of the proposed Intrusion Detection System. Hence validation is a crucial step in determining the effectiveness of the proposed IDS. The goal of the validation is to evaluate the accuracy, precision, F1 score and recall against DoS attacks by leveraging the real time Wireshark data. 
                     To achieve this, a controlled experimental setup is employed where network traffic is captured using the Wireshark Packet Sniffer tool. The network traffic is comprised of normal activity and DoS attacks. The resulting data is fed as an input for the proposed intrusion detection mechanism and the ability of the system is analyzed for the efficient classification of attack and normal activity. DoS attacks overwhelm the target system with malicious traffic continuously which may lead to service unavailability and financial loss. The validation of the framework is a pivotal stage of the research moving from the conceptual design to the empirical validation.
6.2  Validation Module 
              The validation module was designed to set up a realistic network environment with DoS attack scenarios. This module helps the assessment of the proposed Intrusion Detection system. The module describes the experimental setup, Preprocessing and IDS integration procedure by incorporating validation methods to evaluate the effectiveness of the system. The main goal is to ensure that the outcome of the validation is reliable and can be applied to other environments, demonstrating the Intrusion Detection System's effectiveness of performing well in various real-world network environments and under various attack scenarios, measured by performance metrics such as accuracy, precision, F1 score and recall.


6.2.1  Network Setup
            To create a realistic testing environment, the following experimental setup was established.
6.2.1.1 DoS Attack Generation and Data Capture 
                        Simulating realistic DoS attack traffic is an important step in the process of validating an IDS. The following section outlines the approach to simulate DoS attacks with the Low Orbit Ion Cannon (LOIC) tool and the network traffic captured by Wireshark. The choice of LOIC was driven by its availability, ease of operation, and production of a large number of widely known DoS attack types including TCP SYN floods, UDP floods, and HTTP floods. For evaluating the performance of IDS the emphasis was on creating a controlled environment.
6.2.1.2  Attacker Machine setup using LOIC
           An attacker machine with Windows 10 operating system is configured corresponding to a typical end user environment. Before installing and executing LOIC, all Windows Firewall functionality is disabled. This was done so as not to interfere with LOIC's functionality and so that all attack traffic from LOIC could reach the Target Server unobstructed. It is important to note that disabling the firewall is a significant security risk in a production environment and was done only for the purposes of controlled experimentation. This step is justified by the need to accurately simulate a scenario where the attacking host is already compromised and lacks adequate security measures.

· LOIC 1.0.7 was installed on the Attacker Machine.
· LOIC was opened, and the IP address 192.168.1.100 of the Target Server was typed as the target. This IP address is that of the server that the IDS is configured to protect.
· The "Lock On" button in LOIC was clicked to confirm the target, setting the intended victim of the simulated attack. The default value of the attack method was kept, which allowed for TCP, UDP, and HTTP attacks to be generated.


6.2.1.3 Monitoring machine setup using Wireshark setup
              The Monitoring Machine with the Windows 10 operating system was set up to run Wireshark version 3.4.5, capturing all the network traffic traveling across the virtual network. It is a network protocol analyzer with widespread usage; it can capture and dissect packets from the network for further detailed analysis.
· Wireshark version 3.4.5 was opened on the Monitoring Machine.
· From the drop-down list of connections in the Wireshark window, the "Wi-Fi" option was chosen. This started packet capture on the right interface. Capture filters would be added later to filter the traffic, but were not set so as to capture all traffic by default.
6.2.1.4 Attack Execution
          This step involved the execution of the DoS attack from the Attacker Machine and running the same for a specified period of time. The “Ready” button in the LOIC window on the attacker Machine is used to start the DoS attack. This action triggers the LOIC to flood the target Server with the network traffic. Here the attack was allowed to run for 15 minutes. The choice of time duration was to generate an adequate volume of attack traffic over the target Server and to provide an explicit signal that the IDS may detect, at the same time avoiding excessive consumption of resources in the virtual machines. Then after 15 minutes, it had to stop by clicking the "Stop" button of LOIC as an attack stopped and not carried out with more disastrous results.
6.2.1.5 Export the data
          After the execution of the attack, the captured network traffic was analyzed and exported for further analysis. On the Monitoring Machine, the Wireshark data was observed. Depending on the configuration and display filters of Wireshark, rows may be highlighted that indicate network traffic generated by the DoS attack. The captured packets were exported to a .csv file by navigating to "File -> Export Packet Dissections -> As CSV.". The selection of the .csv format was driven by its ease of parsing and compatibility with data analysis tools. This step facilitated the subsequent processing and analysis of the captured network traffic. The .csv file was saved to a specified folder on the local machine for further analysis.


6.2.2.  Data Capture and Preprocessing
                                        The CSV file generated is reexamined to extract the features. The dataset generated has basic features like time, source IP, Destination IP, protocol, length, and info. The info field in the dataset has port no, ack no, and so on. Apart from these basic features, a few features also have to be derived to map with the publicly available UNSWNB15 dataset which is used as a main dataset for the analysis purpose. Here a Python script is used to extract the derived features. Then to match the features with the publicly available UNSWNB15 dataset, a mapping of the features is performed. Hence 13 features are derived from the real time dataset and the resulting real time dataset is known as PSD-23. The resulting dataset is converted to CSV format for analysis purposes which contains 100 data of normal and DoS attack. Table 2 describes the number of instances of each category in the dataset Table 3 shows the dataset size and all 13 features extracted from the real time dataset
	PSD-23 Dataset Distribution

	DoS
	Normal

	50
	50



	Dataset Size
	Features

	100
	protocol(proto)
ct_srv_dst  
ct_dst_src_ltm
service
sbytes
dbytes
sttl
dloss
dinpkt
ct_srv_src
ct_dst_ltm
ct_src_dport_ltm
ct_dst_sport_ltm



                 Data Preprocessing is an integral part of machine learning to prepare the data to gain more efficiency in prediction. It refers to the actual transformation of data making it suitable for any machine learning model. For example, a few ML models will not accept null values. Hence it is necessary to eliminate the null values as well as duplicate values to achieve more accuracy. According to [33]  to achieve a balanced way of distribution, data preprocessing is the manipulation of the data.
                     For the real time PSD-23 data, lots of incomplete data were there so data cleaning forms a crucial step here. Incomplete data causes issues in the machine learning model which directly affects the performance. To deal with missing data, the mean imputation method is used which will replace the missing columns with an average value of the data columns. In our pipeline, mean imputation works well after trying multiple combinations of different imputations. This stage is critically important and ensures data integrity and quality.
                  For the generated DoS dataset, the value of the data is of different ranges hence data scaling is needed to improve the accuracy. To maintain a common range among the data without changing the meaning, data scaling plays a critical role in pre-processing. Hence scaling means transforming the data in the range of either 0 and 1 or -1 and 1. In this paper, the standard scaler is the method applied for scaling purposes by making the mean 0 and the standard deviation [34]. 
6.2.3  Validation framework using the proposed intelligent IV-RFE feature selection and ShiP Vector Machine
                             To ensure the effectiveness of the performance, a validation framework comprised of IV-RFE and SHiP Vector machine is utilized. The validation framework is built based on the methodologies discussed in chapters 4 and 5, utilizing IV-RFE for feature selection and SHiP vector Machine for classification. The IV-RFE method reduces the features from 13 to 12 by selecting the optimal features from the real time PSD-23 dataset. The major advantage of the intelligent feature selection agent is the relative variance factor with the Recursive feature selection mechanism, ensuring a balanced and error free feature selection process. Further, RFE selects the most valuable features by removing the less significant features resulting in high efficiency. 
                                     To further improve the classification capability of an intrusion detection system, validation is made using the SHiP vector machine in the framework. The use of the kernel trick is another essential improvement in this model this allows the classifier to handle the case of nonlinear separation, thus transforming the data into a higher dimensional feature space where its nonlinear separation can be captured. This makes it possible for the SHIP vector machine to discover more complex patterns and relationships in the data set. 
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                  This combination of techniques(IV-RFE+SHiP) facilitates the system to achieve higher accuracy, precision, F1 score and recall. Furthermore, the feature subset selected by IV-RFE reduces the computational cost, and hence, makes the model more suitable for real-time intrusion detection applications. Thus, this validation framework provides a strong base to further  real time machine learning-based intrusion detection, and therefore, pave the way to a more secure and intelligent mechanism of network defense.

     6.3 Experimental Results and Discussion
           6.3.1 Results
                   The dataset used for evaluation is 100 data instances, which are divided equally into 50 instances of Denial-of-Service (DoS) attacks and 50 instances of normal traffic. This ensures that the dataset is balanced and can be tested on an equal proportion of attack and normal cases, thus allowing for a fair assessment of its classification performance. The proposed intrusion detection system demonstrates high performance across multiple evaluation metrics.
            The model attains an accuracy of 92.3%, which means that the model is actually capable of classifying both normal and attack instances. The system precision is captured at 93.2 %, indicating that it has a very low false positive rate, so that most attacks actually detected were malicious activities. The recall metric is 91.2%, showing that the model can indeed catch a large proportion of real instances of attacks and also has few false negatives. The F1 score, being balanced with precision and recall, is at 92.1%, indicating an overall robustness of the classification approach. Fig 6.1 depicts the performance metrics related with PSD-23 data containing DoS attacks.
                 These high performance metrics are made possible by means of 12 features from IV-RFE and preserving vital features. Table 6.2 represents the features selected using IV-RFE. Thus, the approach reduces the features and enhances efficiency in computation with no loss of accuracy. A further advantage of the SHiP vector machine is that the application of the kernel trick improves detection performance on a non-linear separable data classification. The interaction between IV-RFE and the SHIP vector machine results in a highly effective intrusion detection system that can precisely identify DoS attacks. 
	No  of features
	Features

	12
	protocol(proto),ct_srv_dst,ct_dst_src_ltm,service,sbytes,dbytes,sttl,dinpkt,ct_srv_src,ct_dst_ltm,ct_src_dport_ltm,ct_dst_sport_ltm




     6.3.2 Discussion
                      High accuracy and precision have been obtained in the validation framework, proving that IV-RFE feature selection along with the SHIP vector machine enhances detection capability. Lowering false positives through the precision score prevents the classification of benign network traffic as an attack and, thus, prevents unnecessary security alerts, ensuring a more reliable system. For a high recall, the model appropriately identifies most of the DoS attacks, thus greatly reducing the number of missed threats. This balances the precision against the recall. With a good F1 score, it also shows that this approach is solid and well-balanced for being a reliable intrusion detection mechanism.    
                     The superior performance of the framework can be attributed to strategic integrations performed at feature selection, followed by advanced classification. The IV- RFE improvement is not only consistent with an enhancement in model interpretability but also with computational efficiency, making it suitable for intrusion detection applications at real-time. In addition, with the kernel trick within the SHIP vector machine depicts strong capability to detect complex attack patterns. Hence, the proposed machine learning techniques are beneficial in cybersecurity applications. With these results, the effectiveness of the proposed framework in deploying it in real-world network security systems with high performance is validated.
      6.4 Conclusion
                            The validation framework presented in the chapter integrates the advantages of IV-RFE and SHiP vector Machine and achieves relatively good performance in terms of accuracy, precision, F1 score and recall. The validation results confirm that the proposed IDS provides a balanced and reliable detecting system. These findings highlight the effectiveness of the proposed system, making it viable for real time environment also.  The validation performance is slightly low in comparison with the UNSWNB15 dataset because of the noise and real world network traffic. Despite this, the framework still achieves good detection performance, thus demonstrating its applicability for real-time intrusion detection while highlighting potential areas of further optimization and adaptation to updating cybersecurity threats.
                    
     
                
 

 
     
              




DOS	Accuracy	Precision	Recall	F1 Score	92.3	93.2	91.2	92.1	
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