Chapter -2
LITERATURE REVIEW

                                  The internet plays a vital role in the digital world and leads to the rapid development of technology. With the advancement in technology, the usage of networks to share information also increases. The extensive usage of networks brings the risks of network attacks in a drastic manner. Therefore there is always a need for an efficient security mechanism that protects the network from all the threats. To provide an efficient security mechanism a Intrusion Detection System is utilized and can detect all the malicious activities in the network. The aim of the chapter is to analyse the IDS and to study the existing intrusion detection methods in detail. This chapter represents a detailed literature review of the existing IDS and examines the current status of the IDS.
Related works
                   In this section, a detailed survey of intrusion detection systems is presented. The same categorization of intrusion detection approaches is followed in this chapter.
1. Signature based IDS
                            A signature-based IDS, for instance, is a tool in cybersecurity that recognizes known threats via matching network traffic against established attack signatures. This approach is very effective in environments where specific attack patterns have been identified, thus allowing faster detection. The recent research includes the integration of Signature based IDS with machine learning, hybrid approaches, and adaptations to evolving network environments, such as IoT and SDN.
1.(Firoz et al., 2020) focused on the improvement of layered signature-based intrusion detection systems using Snort, which is an open-source tool for intrusion detection systems. The authors proposed a layered database architecture that helps improve the detection efficiency by raising the packet analysis rate from 86% to 98%. The study compares the proposed method with standard systems currently in use, highlighting the operation protocols and alert functionalities associated with Snort-based IDS. This study enhances the efficiency and effectiveness of signature-based intrusion detection systems.2.
[2] introduced the first distributed and collaborative intrusion detection system using signature-based methodologies in order to monitor and track malicious traffic behaviors regarding multi-channel man-in-the-middle attacks in Wi-Fi networks; meanwhile, its practical evaluations gained around 98% of accuracy, on average using Rasberry pis.
[3]The paper introduces a hybrid NIDPS that combines signature-based and anomaly-based methods to enhance threat detection in smart home networks. It addresses limitations like false positives with a "Known False Positive" database and integrates MitmProxy for real-time packet inspection. AI-based anomaly detection ensures coverage against zero-day attacks. The flexibility of system architecture and robust data management will form the key innovations preventing cyber attacks with a reduction in false positives.
Network packets are detected in [4] using Snort rules. Such attributes include Dot11, RadioTap, and FCfield, among others. That might arise during the process of implementing the KRACK attack tools or scripts. Yet, different implementations  of  the same KRACK attacks will not be detected by the current Snort rules. Those things the Snort rules use to identify or match the content.
 [5]The performance evaluation of signature-based and anomaly-based approaches for intrusion detection within the information technology domain has been covered in []. The authors are in favor of employing a hybrid intrusion detection system that combines these approaches for better security within an interconnected network of various systems. Signature-based approaches are employed for identifying previously known attacks, while the approach of anomaly detection identifies atypical network traffic. It includes zero-day attacks as well. The proposed model achieves high accuracy when tested on the CICIDS2017 dataset, thus showing the practical usability of the model. This paper outlines a holistic approach for dataset preprocessing, model training, and testing, thus providing very useful information for the design of effective Intrusion Detection Systems.
[6] draws attention to security in this digitalized age, and the network developers are concerned with making the strong security systems. An IDS is essentially an alarm system for the network because it monitors all activities that take place within the network to provide an alarm about suspicious access or malicious actions. The paper focuses on the signature-based detection technique in IDS with open-source application SNORT. IDS gives an alarm once an attack is detected to respond promptly. The results showed that this study analyzed the MIT-DARPA 1999 data set, which consisted of more than 1.2 million packets. The IDS was challenged by Network Scanning and DoS attacks, and during this test, it proved to process 83,494 packets per second while showing a true positive value of 100% along with an accuracy of 98.10%. This evidence proves that the IDS is truly very effective in real-time threat detection. 9567811333
         [7]   The authors suggest an "Advanced Signature-Based Intrusion Detection System" that combines signature and anomaly-based methods to improve detection performance. The system has three stages: Signature-Based IDS achieves 96.96% accuracy using Decision Tree, Anomaly-Based IDS reaches 97.25% accuracy with ResNet50, and Combined Detection attains 98.98% accuracy by classifying network packets. This proposes system is quite promising in enhancing network security because it effectively detects intrusions. The study reveals that system is efficient in detecting real world intrusions to help organizations to improve cyber security against current threat evolution.
          [8] discusses improving the performance of Signature-Based Intrusion Detection Systems (SIDS), with a focus on Snort, which is also one of the most-well-known open-source systems. Traditionally, to avoid false positives, SIDS rules are designed.The authors present a novel iterative method for the improvement of SIDS rules through deletion parts of them in a controlled way to enhance the Receiver Operating Characteristic (ROC) curve performance. The current research shows that using DSCOPE cloud telescope traffic data, with single component removal from SIDS rules, there are substantial improvements, and it leads to a notable 11.3% increase in the area under the ROC curve. The authors identify which changes are the most valuable in making detection capabilities stronger by determining the Pareto frontier of rule performance. This research outcome implies relaxing constraints on SIDS rules to allow broader objectives for detection capabilities and to serve improvements of security enhancements as well as research effort.
                 [9] IoT malware attacks have grown due to the popularity of untrusted third-party applications and the lack of resources in the IoT devices, making advanced detection systems infeasible. Edge computing is a good solution to enhance data security and mitigate privacy issues with the applications. The author presents an Intelligent Trusted and Secure Edge Computing (ITEC) system for the detection of IoT malware. The signature-based pre-identification mechanism used by the ITEC system matches and identifies malicious behaviors within third-party applications very effectively. This system integrates a delay strategy into the risk detection engine to allow enough time to analyze the threats in detail and to mitigate the effect of suspicious applications. Thorough experiments yield a detection accuracy of up to 98.52%. The ITEC system takes malware detection to the edge computing paradigm and evaluates untrusted applications against a critical probability interval. A malicious threat-level algorithm further evaluates suspect applications. Major contributions are the development of the ITEC system compatible with Android and Windows IoT malware detection, a novel approach to identifying pseudo risk signatures, and the implementation of an effective delay strategy for risk assessment. Experimental results confirm the system's reliable detection and evaluation capabilities, ensuring timely and accurate identification of anomalies in third-party IoT applications. enhancements and research initiatives.
           [10] The literature emphasizes the necessity for automated models capable of classifying attacks that improve accuracy and minimize error rates. Previous studies has presented intrusion detection systems (IDS) based on deep learning, which employ chaotic optimization methods to achieve superior performance. Essential pre-processing methods, such as data cleansing and M-squared normalization, have demonstrated efficacy in adequately preparing datasets. To handle the class imbalance issue, Extended Synthetic Sampling is normally used in combination with K-PCA for extracting the features. Chaotic Honey Badger algorithm is then employed to optimize the chosen best features. The experiments performed on TON-IOT and NSL-KDD also used these models to classify the data in datasets with an accuracy of 98.76% and 99.65%, respectively. Collectively, these have led to significant improvements in both the robustness and accuracy of IDS compared with classical models.
              The review highlights the signature based IDS methodology and their findings in a detailed way. The review covers pure signature based IDS and hybrid works accomplished in the latest years. Again few selected major papers are also considered for the understanding of the signature based mechanisms in detail and to understand the limitations.
                Overall
	
	 Paper Name
	Methods used
	Advantages
	Performance Metrics
	Limitations

	1
	Einy et al., 2021
	Suricata IDS/IPS along with Neural network
	Reduced false positive rate
	Accuracy-96.111
	High latency with large datasets. Precision, F1 score and recall is not considered

	2
	Yang et al., 2021
		Multi-Tier Hybrid IDS for Vehicular Networks



	



	High-speed and accurate detection
	Accuracy: 99.99%
	Even though overall accuracy is high , but  for individual attacks, the accuracy is very low

	3
	A. Branitskiy et al., 2015
	Combination of neural and neuro-Fuzzy classifiers
	High false positive, true positive, and correct classification rate
	Achieved 99.98 False positive , TP rate as 1.31 and classification rate of 77.04
	Concentrate only  on TP and FP , the accuracy precision, F1 score and recall is not highlighted

	4
	D. Mutz et al., 2003
	Snort based IDS
	The average rate of correct Snort alerts is measured
	Achieved better average rate
	The accuracy precision, F1 score and recall is not highlighted

	5
	Shah et al., 2018
	Snort and Suricata
	The accuracy of  Snort is high
	Achieved 99% TPR for 7 attacks
	The precision, F1 score and recall is not highlighted

	6
	A. Saboor et al., 2013
	Snort based IDS
	Throughput, packet rate, Resource Availability
	Achieved better Throughput, packet rate, Resource Availability
	The accuracy precision, F1 score and recall is not highlighted

	7
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




2. Anomaly-based Intrusion Detection Systems
                       With the growing proliferation of  IoT and cyber-physical systems, network environments have become significantly complex, thereby making them vulnerable to more sophisticated cyber threats. As an approach to mitigate this, Anomaly-Based Intrusion Detection Systems (IDS) have gained prominence in detection techniques as they can detect unknown and novel attacks. The current literature review discusses key techniques, advantages, challenges, and recent advancements in anomaly-based IDS.



Statistical Anomaly based IDS
         
               Statistical-based Intrusion Detection Systems (IDS) identify anomalies by modeling normal network behavior using probability distributions, hypothesis testing, or time-series analysis. Statistical metrics are used to detect deviations from established baselines. Stable environments use techniques such as GMM, HMM, and PCA for interpretability. One of the hybrid approaches that have recently been improved is combining wavelet transforms with adaptive thresholds. Machine learning is being used for dynamic, high-dimensional threat detection because of the statistical IDS's struggle with scaling.
 Ali et al. A hybrid statistical framework was proposed to detect anomalies in internet of things traffic. The method achieved 92% detection accuracy on the UNSW-NB15 dataset by modeling normal traffic behavior using GMM. The complexity of joint probability estimations led to an increase in the computational overhead. The trade-off between accuracy and scale is highlighted in this work. 
            Hidden Markov Models were used by Wang and Lee to address false positive reduction in cloud-based anomalies detection. The adaptive thresholding mechanism reduced false positives by 18% when training HMM on temporal sequence of cloud workload metrics. The approach struggled with workload spikes caused by legitimate user activity, emphasizing the need for contextual awareness in statistical models.
               Chen et al. Zero-day attacks in industrial control systems can be detected with the integrated Principal Component Analysis. Features were reduced by PCA and causality identified temporal dependency between sensor signals. The method achieved 94% precision on the SWaT dataset but required domain-specific tuning for different architectures, limiting its generalizability. 
       Kumar et al. The framework was developed to model traffic patterns without prior assumptions. Their method achieved 98% recall on traffic but depended heavily on labeled data for initial clustering, which is impractical in real-world deployment. The challenge of learning to find statistical anomalies is highlighted in the study. 
                The article was written by Zhang et al. packet headers and flow duration variability were the metrics explored for 5G network anomalies detection. Their model achieved 89% detection rates on the CIC-IDS2023 dataset, but faced concept drift issues due to evolving 5G protocols. The vulnerability of statistical methods is highlighted. Rahman et al. Power consumption patterns are correlated with grid events. The model reduced false negatives 22% by incorporating spatial-temporal correlations. It struggled with high-dimensional data from distributed energy resources. The wavelet-based statistical detector was designed by Gupta and Sharma. The method used to analyze traffic flow periodicity achieved an accuracy of 91%. It did not perform well in low-traffic scenarios due to noise amplification. 
             Fernndez et al. Seasonal-trend decomposition was applied to vehicular network anomalies. Their model improved noise resilience by isolating long-term trends and seasonal patterns in CAN bus data. It didn't have real-time adaptability for dynamic driving conditions. Ibrahim and his associates. Shewhart control charts were used for real-time intrusion detection. The hybrid approach achieved an AUC of 0.93 on the network, but it required manual tuning of control limits. The need for adaptive thresholding is underscored by this. 
            Li et al. In the 20th century, multivariate statistical process control was implemented in healthcare. The method achieved 95 percent specificity in detecting data integrity attacks by monitoring joint distributions of sensor data. It generated false alarms during legitimate medical emergencies, emphasizing the risks of statistical models in safety-critical domains.
             
	Paper Name
	Methods Used
	Advantages
	Performance Metrics
	Limitations

	Real-Time Network Anomaly Detection Using PCA (Liu et al., 2023)
	PCA, Chi-square tests
	Low latency
	Accuracy: 93%, FPR: 2.1%
	Sensitive to feature scaling

	Bayesian Anomaly Detection in IoT (Singh et al., 2024)
	Bayesian networks, MCMC
	Handles missing data
	F1-score: 0.91
	Computationally intensive

	Entropy-Driven 5G Traffic Analysis (Zhang et al., 2024)
	Entropy metrics
	Concept drift adaptation
	Detection Rate: 89%
	Requires frequent recalibration

	Wavelet-Based SDN Anomaly Detection (Gupta & Sharma, 2025)
	Discrete Wavelet Transform (DWT)
	Low latency
	Accuracy: 91%
	Poor performance in low-traffic scenarios

	ARIMA-Shewhart Hybrid Model (Ibrahim et al., 2024)
	ARIMA, Shewhart charts
	Real-time detection
	AUC: 0.93
	Manual threshold tuning

	Multivariate Process Control in Healthcare IoT (Li et al., 2025)
	Multivariate Statistical Process Control (MSPC)
	High specificity
	Specificity: 95%
	False alarms during emergencies

	Granger Causality for ICS (Chen et al., 2024)
	PCA, Granger causality
	Zero-day attack detection
	Precision: 94%
	Domain-specific tuning

	Poisson Regression for Smart Grids (Rahman et al., 2025)
	Poisson regression
	False negative reduction
	False Negatives: Reduced by 22%
	Scalability issues

	Seasonal-Trend Decomposition in Vehicular Networks (Fernández et al., 2023)
	STL Decomposition
	Noise resilience
	F1-score: 88%
	Lacks real-time adaptability

	Non-Parametric Bayesian Framework (Kumar et al., 2024)
	Dirichlet Process Mixtures
	Unsupervised learning
	Recall: 96%
	Requires labeled data for initialization



              Statistical approaches excel in stable environments with well-defined baselines. Techniques like PCA, HMM, and wavelet analysis make them suitable for regulatory compliance in healthcare. They suffer from a number of limitations, including reliance on stationary data assumptions, concept drift vulnerabilities, high-dimensional or encrypted data, dependence on labelled datasets for training, and manual threshold tuning. These constraints have led to the adoption of machine learning-based IDS, which automate feature engineering, handle non- linear relationships and adapt to evolving threats through continuous learning. Deep learning models address statistical limitations by using ensemble strategies and hierarchical representations, making them more suitable for dynamic networks. There are inherent limitations of statistical methods, such as rigidity in dynamic environments and manual intervention, that motivate the shift toward ML-based IDS. Machine learning techniques, including deep neural networks and ensemble models, can overcome these challenges by learning complex patterns autonomously, scaling with data dimensionality, and adapting to concept drift through online learning. In the following section, a detailed look at these advances is depicted.

Machine Learning based IDS
      Machine Learning-based IDS represent a paradigm shift from traditional rule-based detection systems by using data to identify anomalies in network traffic and system logs. Machine Learning models adapt to novel threats, process high-dimensional datasets, and automate feature engineering, unlike signature-based systems that rely on pre-defined attacks. The systems are categorized into supervised, unsupervised, and ensemble learning methods. Supervised methods excel in scenarios with labeled data. Unsupervised techniques are ideal for detecting zero-day threats. Multiple base learners are combined to enhance and generalize models. This section critically reviews the developments in these categories.


Supervised Learning Methods
       Supervised learning trains models on labeled datasets where each instance is tagged as "normal" or "malicious." These methods are highly accurate but depend on high-quality labeled data, which is often costly to acquire.
Liu et al. (2020)  The UNSW-NB15 dataset was used to propose a DNN-based IDS for the internet of things. dropout regularization was included in their architecture to prevent overfitting. The model excelled in detecting low-footprint attacks like data exfiltration but had to use a graphics processing unit for real-time inference, limiting deployment on resource-constrained devices. The case of Hindy et al. CNN and temporal analysis are combined in a hybrid model for 5G networks. It was unsuitable for edge devices due to its high memory overhead and 95.6% accuracy. 
Wang et al. The lightweight DNN was introduced for industrial internet of things. The model maintained a 94.3% F1 score on the Gas Pipeline dataset. It struggled with traffic analysis. Khan et al. Collaborative training across hospitals without data sharing is possible thanks to a federated DNN. The model was able to achieve 96.5% precision on the MIMIC-III dataset, but faced communication problems during global aggregation. 
Almomani et al. The SVM has radial basis functions for detection of distributed denial of service in cloud environments. They achieved 96.3% precision but noted challenges with imbalanced attack classes, where rare attack types were often misclassified. Gupta et al. It was proposed that a kernelsized SVM be used for the detection of ransomware. The model required manual feature engineering and was limited in its ability to adapt to new ransomware variants.                 Chen et al. SMOTE and SVM were integrated to address class imbalance in intrusion detection. Their approach improved F1 score by 12% on the TON_IoT dataset but increased training time by 30% due to synthetic sample generation.
           Li et al. LightGBM was applied to handle imbalanced data. The model achieved 97.2% F1 score but faced issues in the distributed cloud environments. The case of Patel et al. The framework was designed to enable privacy-preserving collaborative learning. The model achieved 93.8% accuracy on the SGCC dataset, but it suffered from communication overhead during model synchronization. 
         Almiani et al. The combination of CatBoost and SHAP values for explainable botnet detection was done in the 20th century. Their model reduced false positives by 22% on the CTU-13 dataset but required extensive hyperparameter tuning. Zhou et al. Self-attention can be used to capture packet payload dependencies. The model required 48 hours of pretraining before it achieved 98.1% precision. 
         The article was written by Zhang et al. The Vision Transformer was proposed to convert binaries to grayscale images. The model achieved 96.4% accuracy but struggled with obfuscated malware. Kim et al. The introduction of a sparse Transformer for real-time intrusion detection reduced computational complexity by 60%. The model achieved 94.2% F1 score on the UNSW-NB15 dataset, but required labelled data for fine tuning.  Elsayed et al. The combination of DNNs and GATs for social network intrusion detection made user interactions graphs. The hybrid model was able to achieve 95.8% AUC on the fake account dataset, but faced issues with large graphs. Doshi et al. Long-term dependency in system logs was captured with the integration of Transformers and LSTM. The model achieved 97.3% accuracy on the CloudTrail dataset, but required 16 gigabytes of memory for inference.
 Park et al. In vehicular networks, a k-nearest neighbors (k-NN) algorithm was implemented in the 20th century. The model was 89.4% accurate by analyzing vehicle-to-vehicle communication patterns. Real-time applicability was limited by its inefficiency in large-scale networks. A group of people, including Ahmed et al. A model for detecting distributed denial of service (DDoS) attacks in the cloud was proposed. The model achieved 96.8% accuracy by analyzing traffic flow statistics, such as packet rate and protocol distribution. It was limited in its effectiveness against HTTPS floods. Features need to be adapted to handle modern encryption protocols.
             The article was written by Wu et al. The cost-sensitive decision tree was introduced to address class imbalance in the SWaT dataset. By assigning higher misclassification penalties to rare attack classes, the model improved recall by 27%. The dependency on manual threshold tuning was a key limitation. A neural network with attention mechanisms was developed by Rodriguez and Martinez. The model achieved 98.2% precision by focusing on URL structure and domain age. It was not able to generalize to non-English phishing domains, limiting cross-lingual applicability. 
           Lee et al. CNN was proposed for detecting malicious software in 5G network slices. The model was able to achieve 95.3% accuracy on the 5G-Malware dataset. It dropped its performance by 15% when it was tested on obfuscated malware. LightGBM-based framework was designed for detection of botnets in smart home networks. The model reduced false positives by 22% using feature selection. It required frequent retraining to adapt to new commands and control patterns. 
                 Chen et al. A multi-layer perceptron with dropout regularization was introduced in the 20th century. The model achieved 93.7% accuracy using the CERT-Insider-2021 dataset, but struggled with low-frequency attack patterns due to unbalanced training data. The work of Almeida et al. The framework used for collaborative intrusion detection is called a federated learning framework. While preserving patient data privacy, the model achieved 91.5% precision on the MIMIC-IV dataset. Communication delays reduced its responsiveness to zero-day threats.
	Paper Name
	Methods Used
	Dataset
	Performance Metrics
	Limitations

	DNN for IoT Intrusion Detection (Liu et al., 2020)
	Deep Neural Networks (DNN)
	UNSW-NB15
	Accuracy: 97.8%
	Requires GPU acceleration

	Hybrid CNN-LSTM for 5G Networks (Hindy et al., 2021)
	CNN-LSTM Hybrid
	CIC-IDS2019
	Accuracy: 95.6%
	High memory overhead (1.2 GB)

	Lightweight DNN for Industrial IoT (Wang et al., 2022)
	Lightweight DNN (Knowledge Distillation)
	Gas Pipeline
	F1-score: 94.3%
	Struggles with encrypted traffic

	Federated DNN for Healthcare IoT (Khan et al., 2023)
	Federated Deep Neural Networks
	MIMIC-III
	Precision: 96.5%
	Communication bottlenecks in aggregation

	SVM-RBF for DDoS Detection (Almomani et al., 2022)
	SVM with Radial Basis Function (RBF)
	CICDDoS2019
	Precision: 96.3%
	Misclassifies rare attack types (e.g., HTTP Flood)

	Kernelized SVM for Ransomware Detection (Gupta et al., 2023)
	Kernelized SVM
	EMBER
	Recall: 92.7%
	Manual feature engineering required

	SVM-SMOTE for IoT Imbalance (Chen et al., 2024)
	SVM with SMOTE
	TON_IoT
	F1-score: +12% improvement
	Training time increased by 30%

	LightGBM for Phishing Detection (Li et al., 2023)
	LightGBM with GOSS
	CICIDS2017
	F1-score: 97.2%
	Scalability issues in distributed systems

	Federated GBM for Smart Grids (Patel et al., 2024)
	Federated Gradient Boosting
	SGCC
	Accuracy: 93.8%
	Communication overhead during synchronization

	CatBoost-SHAP for Botnet Detection (Almiani et al., 2025)
	CatBoost with SHAP
	CTU-13
	False Positives: Reduced by 22%
	Extensive hyperparameter tuning required

	BERT for Encrypted Traffic Analysis (Zhou et al., 2023)
	BERT Transformer
	VPN-nonVPN
	Precision: 98.1%
	48-hour pretraining on NVIDIA A100 GPUs

	ViT for Image-Based Malware Detection (Zhang et al., 2024)
	Vision Transformer (ViT)
	Malimg
	Accuracy: 96.4%
	Fails on obfuscated malware

	Sparse Transformer for Real-Time IDS (Kim et al., 2025)
	Sparse Transformer
	UNSW-NB15
	F1-score: 94.2%
	Requires labeled data for fine-tuning

	GAT-DNN for Social Network Security (Elsayed et al., 2024)
	Graph Attention Network (GAT) + DNN
	Twitter Fake Account
	AUC: 95.8%
	Scalability issues with large graphs

	Transformer-LSTM for API Anomalies (Doshi et al., 2025)
	Transformer-LSTM Hybrid
	AWS CloudTrail
	Accuracy: 97.3%
	Requires 16 GB RAM for inference
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