Chapter 2: Understanding Contemporary International Relations Discourse: Cybersecurity and Non-Traditional Theories

Introduction

The accelerating digitization of global life has profoundly transformed the landscape of international security. As cyberspace emerges as both a critical infrastructure and a contested political terrain, the foundational assumptions of International Relations (IR)—especially those rooted in realist and liberal traditions—face increasing scrutiny. Traditional state-centric security frameworks, preoccupied with territorial sovereignty, military threats, and geopolitical rivalries, struggle to account for the fluid, decentralized, and transnational nature of cyber threats (Aradau et al., 2014; Nwabueze, 2024). These threats are not confined to national borders or interstate conflict; instead, they involve complex interactions among states, corporations, non-state actors, and marginalized communities. More importantly, they expose the inadequacy of conventional paradigms to grapple with the epistemic and ethical dimensions of digital governance.
This chapter undertakes a critical interrogation of cybersecurity through the lenses of securitization theory, postcolonial theory, and decolonial thought. It argues that cybersecurity must be reconceptualized not merely as a matter of technical defense or strategic deterrence, but as an epistemological and political project deeply embedded in global power relations. As Buzan and Waever (2003) and Baldwin (1997) note, security itself is an "essentially contested concept," and nowhere is this more evident than in the digital realm. The proliferation of algorithmic systems, surveillance infrastructures, and data regimes reveals that cybersecurity is as much about the control of knowledge and subjectivity as it is about protecting information systems.
The chapter first examines how non-traditional security studies challenge the militarized, statist, and Eurocentric foundations of traditional IR security paradigms by shifting the referent object from the state to individuals, communities, and transnational assemblages (Peoples & Vaughan-Williams, 2023). It explores how securitization theory, developed by the Copenhagen School, conceptualizes cybersecurity threats as discursive constructions, often used to legitimize exceptional measures such as surveillance, censorship, or militarization (Shahid, 2023; E-International Relations, 2018). However, this theory’s Eurocentric and methodological limitations invite deeper critiques from postcolonial and decolonial scholars who foreground historical injustices, colonial residues, and epistemic hierarchies in global security practices (Barkawi & Laffey, 2006; Bertrand, 2021).
Building on this critique, the chapter introduces the concept of algorithmic colonialism to describe how artificial intelligence (AI), data infrastructures, and surveillance systems perpetuate colonial power dynamics through digital means (Hung, 2024; Nair, 2025). Concentrated technological control, opaque algorithms, and exploitative labor practices in the Global South reflect a neo-colonial restructuring of global knowledge economies (Birhane, 2020; Mohamed et al., 2020). It argues that these dynamics must be understood not only as political-economic asymmetries but also as epistemological threats that delegitimize non-Western and Indigenous knowledge systems hindering security in cyberpsace.
To counter this, the chapter reconceptualizes sovereignty using Robert Cox’s (1987) theory of relational sovereignty, showing how digital sovereignty is no longer confined to territorial borders but is negotiated through multiscalar interactions among states, corporations, and civil society actors (Pohle & Thiel, 2020). Particular attention is paid to digital indigeneity, a critical framework that foregrounds Indigenous communities’ efforts to reclaim data governance, technological autonomy, and epistemic sovereignty through culturally rooted and community-driven practices (First Nations Data Governance Strategy, 2020; Institute for Local Self-Reliance, 2024).
Moreover, drawing on Michel Foucault’s (2008) notion of biopolitics and Achille Mbembe’s (2003) theory of necropolitics, the chapter reframes cybersecurity as a mechanism of life and death governance. Data governance, algorithmic control, and digital exclusion are shown to be biopolitical operations that sort populations, manage visibility, and determine whose lives are rendered valuable or disposable (Amoore & Piotukh, 2015; Zuboff, 2019). These actions are not impartial; they are rooted in the frameworks of securitization and control, perpetuating racial, geopolitical, and epistemic hierarchies.
Ultimately, the chapter advocates for a hybrid theoretical model that synthesizes critical, postcolonial, and decolonial approaches to cybersecurity, offering a comprehensive framework that addresses power asymmetries, cultural autonomy, and justice-oriented digital security solutions. This model resists binary frameworks—such as state vs. non-state, technical vs. political, or reform vs. rupture—and instead embraces a pluralistic, justice-oriented vision of digital security. By centering concepts such as epistemic violence (Spivak, 1988), coloniality of power (Quijano, 2000), digital sovereignty, and epistemic security, the chapter highlights the need to shift from absolute militarized cyber defense toward the protection of diverse knowledge systems, cultural autonomy, and equitable digital futures.
In doing so, this chapter contributes to a growing body of scholarship that seeks to decolonize cybersecurity discourse, democratize digital governance, and reimagine security as a condition for epistemic liberation, not just only military and  strategic survival. It argues that in the digital age, cybersecurity is not simply about protecting infrastructures—it is about safeguarding the plural lifeworlds, ontologies, and epistemologies that cyberspace can either enable or erase.
 
Rethinking Security: From State-Centrism to Non-traditional Security Studies
 
Traditionally, security has been closely linked to the state's logic. Rooted in realist theory, this traditional paradigm views the state as the primary guarantor of security, with sovereignty, territorial integrity, and military might forming the core of its protective apparatus. Within this framework, threats are understood in primarily military terms—warfare, invasions, and external aggression—reaffirming the Westphalian notion of states as autonomous actors operating in an anarchic international system (Aradau et al., 2014; Nwabueze, 2024). Such a perspective leaves little room for the consideration of societal vulnerabilities or the growing influence of non-state actors.
However, the changing landscape of global insecurity has questioned these core beliefs. The acceleration of globalization and the rise of transnational threats—such as organized crime, terrorism, climate change, and cyberwarfare—highlight the inadequacy of viewing security through a purely state-centric, militarized lens. Phenomena like transnational organized crime do not respect borders and cannot be effectively addressed through unilateral state actions, thus demanding a broader, more nuanced understanding of what constitutes a security threat (Aradau et al., 2014).
This recognition of complexity gave rise to Non- traditional security studies (NTS), a field shaped by critical theory that seeks to expand the boundaries of security thinking. Rather than privileging the state, NTS shifts the referent object of security to include individuals, communities, and even global systems (Peoples & Vaughan-Williams, 2023). It interrogates the underlying assumptions of realism, particularly its emphasis on militarism and sovereignty, and insists on the importance of structural inequalities, social justice, and human security (Nwabueze, 2024; Peoples & Vaughan-Williams, 2023).
A major intellectual intervention from NTS is securitization theory, developed by the Copenhagen School, which focuses on how political discourse frames issues as existential threats. This performative aspect of security—treating it as a "speech act"—reveals how topics like migration, pandemics, or climate change can become securitized depending on how they are constructed in public and political spaces (Nwabueze, 2024; Peoples & Vaughan-Williams, 2023). Crucially, NTS emphasizes the ethical dimensions of these practices, calling for more inclusive approaches that center the voices of those historically excluded from security discourse—refugees, indigenous groups, and others subjected to structural violence (Peoples & Vaughan-Williams, 2023).
The move from traditional to non-traditional paradigms also involves recognizing the increasing agency of non-state actors (NSAs) in global security processes, such as how NGOs advocate for human rights, tech companies shape cybersecurity policies, and insurgent groups challenge traditional governance structures. These actors—ranging from NGOs and tech companies to insurgent groups and transnational advocacy networks—are not merely supporting cast but central players in reshaping security governance (Luitel, 2024; Bruderlein, 2000). NSAs push for a more people-centered security agenda, bringing visibility to issues like gender-based violence, environmental degradation, and digital threats, often framing these as urgent security concerns (Eranna, 2022).
Their role is not limited to agenda-setting. NSAs frequently engage in hybrid governance structures, working alongside states in responding to pandemics, cyberattacks, and humanitarian crises. Public-private partnerships, for instance, have become indispensable in cybersecurity, where tech companies provide tools and expertise that states alone lack, fostering innovation, information sharing, and rapid response to emerging cyber threats. (Lak, 2009). Meanwhile, transnational advocacy groups like Human Rights Watch leverage global platforms to hold states accountable for rights violations (Bruderlein, 2000).
Nonetheless, this diversification of security actors complicates the traditional landscape. In weak or failed states, armed groups often take on governance functions, and the rise of private military contractors raises questions about accountability and legitimacy (Lak, 2009). Many NSAs also operate under the shadow of state dependency, reliant on government support for legal recognition and resources (Bruderlein, 2000). Others, such as terrorist organizations or hacktivist networks, directly contest state authority, exploiting governance vacuums and digital spaces to pursue their agendas (Luitel, 2024).
Cyberspace, especially, has become a space where the foundations of traditional security paradigms are challenged. Critical theorists reject the framing of cybersecurity as a neutral technical issue and instead view it as deeply political—entangled with global inequalities, corporate power, and surveillance regimes (Verma, 2024). Dominant narratives around cybersecurity often reflect the priorities of powerful states and corporations, sidelining civil society and Global South perspectives. This has led to calls for democratic, participatory forms of digital governance that uphold justice and human rights (Shahid, 2023).
Securitization theory provides a valuable tool for analyzing how cybersecurity is constructed as a threat. By conceptualizing security as a discursive process, it reveals how political actors shape perceptions of cyber threats to legitimize extraordinary measures (Shahid, 2023). However, there is a growing recognition of the theory's limitations. Scholars have critiqued its Eurocentrism, methodological vagueness, and overreliance on state-centric frameworks (Baele & Jalea, 2023; Barkawi & Laffey, 2006). These critiques have paved the way for postcolonial theory to offer a more grounded, inclusive, and historically attuned approach to cybersecurity.
Postcolonial theory foregrounds the legacies of empire, colonialism, and racial capitalism in shaping contemporary security practices. It challenges the presumed universality of concepts like "digital sovereignty," exposing how cybersecurity agendas in the Global South often replicate colonial patterns of control and exclusion (Barkawi & Laffey, 2006). Drawing on thinkers like Spivak (1988), postcolonial scholars ask whether subaltern voices—those most affected by digital surveillance and infrastructural neglect—are truly heard in global security dialogues.
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Moreover, postcolonial perspectives highlight the mutual constitution of Global North and South security environments. Cyber threats like ransomware do not recognize borders; they reveal the interconnectedness of digital systems and the need for equitable responses rooted in cooperation and justice (Peoples & Vaughan-Williams, 2020). Markiewicz (2023) demonstrates how digital infrastructures in Africa mirror persistent patterns of external control, highlighting the crucial need for context-sensitive and historically informed cybersecurity policies.
From the concept of just securitization theory, postcolonial cybersecurity frameworks call for subsidiarity—placing decision-making power in the hands of those most affected by security threats. In sum, the evolution from traditional security thinking to critical and postcolonial approaches marks a vital shift in how we conceptualize, analyze, and address security challenges. While state-centric theories remain relevant, especially in matters of military defense, they fall short in confronting the multifaceted, deeply embedded, and often invisible threats of the 21st century.

Reconceptualizing Cybersecurity through Security Perception, Securitization, and Non-Traditional Security Frameworks

Cybersecurity today transcends its traditional technical and operational boundaries, emerging as a deeply contested socio-political and epistemological domain. Recent scholarship emphasizes that cyber threats involve more than issues of data integrity or infrastructural resilience; they are also embedded in struggles over knowledge production and the power dynamics that govern digital infrastructures (Wiscomp, 2010; Observer Research Foundation, 2023). This expanded understanding necessitates an interdisciplinary analytical lens, incorporating security perception theory, securitization theory, and non-traditional security (NTS) frameworks to interrogate how threats are constructed, framed, and responded to.
Security perception theory, for instance, highlights how responses to cyber threats are often shaped by cognitive biases and institutional narratives rather than empirical assessments. Van Schaik et al. (2017) show that optimism bias and the perceived inconvenience of protective measures often lead to avoidance behaviors at both the individual and institutional levels. As a result, cybersecurity strategies frequently reflect subjective threat perceptions shaped by prevailing political and media narratives, which tend to prioritize national security and privacy over broader societal concerns. This misalignment between actual vulnerabilities and perceived threats contributes to gaps in both public awareness and institutional resilience.
From a postcolonial standpoint, cyberspace is not a neutral terrain but a site of epistemic subjugation, where dominant Western security paradigms marginalize indigenous, subaltern, and non-Western epistemologies. The erasure or sidelining of alternative ways of knowing reflects deeper colonial continuities in digital governance and technological design. In parallel, decolonial theory positions cyberspace as a locus of epistemic rupture—where contestations over knowledge and ontological frameworks give rise to new, pluralistic digital imaginaries. Together, these perspectives challenge the conventional framing of cybersecurity as a purely technical issue and instead conceptualize it as a fluid socio-political construct shaped by histories of power, knowledge hierarchies, and resistance.
Traditional cybersecurity approaches remain largely state-centric, privileging the protection of military assets and critical infrastructure within a realist paradigm that foregrounds national over human or societal security (ICT4Peace, n.d.; U.S. Department of Defense, n.d.). This privileging of state-centric logics has epistemological implications: it elevates certain forms of knowledge—namely those aligned with state and corporate interests—while rendering others invisible. For example, the U.S. International Strategy for Cyberspace emphasizes national resilience but neglects the vulnerabilities of civil society actors, thus reinforcing a hierarchy that determines whose digital safety is valued.
This state-focused model is increasingly inadequate when faced with biopolitical and existential cyber threats. The rise of surveillance capitalism, transnational crime on the Darknet, and behavioral manipulation reflect new forms of harm that destabilize social cohesion rather than directly attacking state functions (Depeppe, 2018). These decentralized, asymmetric threats expose deep structural flaws in existing cybersecurity architectures, particularly their inability to counter the economic and informational logics sustaining cybercrime and disinformation networks.
Moreover, cyber threats today extend into the epistemic realm, targeting the very conditions under which knowledge is produced, validated, and shared. Disinformation campaigns, deepfakes, and algorithmic manipulations compromise institutional credibility, scientific discourse, and democratic deliberation (Seger, 2023). The COVID-19 pandemic vividly illustrated these dynamics, as misinformation undermined public health initiatives and fractured collective trust in expert systems. As digital life increasingly relies on data and information flows, safeguarding knowledge systems becomes paramount—giving rise to the concept of epistemic security.
Epistemic security focuses on preserving the social and technical infrastructures necessary for the reliable creation and distribution of knowledge. It identifies manipulated content, AI-generated disinformation, and algorithmic bias as critical threats—not merely to individual users, but to the epistemological integrity of societies (Seger, 2023). These developments indicate a fundamental shift in the nature of cybersecurity: it is no longer just about preventing unauthorized access but about defending against the distortion of truth and reality. Digital colonialism, too, exemplifies how certain epistemologies dominate the global information order, exacerbating inequalities in representation and autonomy.
This shift also has implications for the securitization of cyberspace, a process articulated by the Copenhagen School, which describes how political actors frame specific cyber incidents as existential threats through performative speech acts (Buzan & Waever, 2003). Such securitization justifies extraordinary state interventions—mass surveillance, internet shutdowns, or the militarization of digital policy—under the guise of national security. While these measures may provide short-term solutions, they often entrench epistemic asymmetries by excluding alternative voices, particularly those from marginalized or indigenous communities (Wiscomp, 2010). In fragile democracies, securitization risks consolidating power within technocratic or authoritarian institutions, thereby undermining pluralistic and community-driven cybersecurity approaches. Cybersecurity requires moving beyond narrow technical definitions to account for its broader epistemological and political dimensions. Postcolonial and decolonial frameworks reveal how knowledge asymmetries are embedded in current cybersecurity paradigms, while concepts like epistemic security and securitization theory expose the contested nature of digital power. Only by foregrounding these dimensions can cybersecurity be reconceptualized as a truly inclusive and just domain.
The NTS framework contributes further by expanding the concept of security beyond state-centric and military concerns to include human, environmental, and transnational dimensions. Cybersecurity aligns with this paradigm in several ways. Its transboundary nature is evident in how ransomware and cyberattacks disrupt global supply chains, healthcare, and financial systems. Its multi-actor engagement involves states, non-stae actors, private tech firms, civil society organizations, and international institutions. Most importantly, its human security implications underscore that digital rights, online safety, and data privacy are as vital as protecting infrastructure (Observer Research Foundation, 2023; Wiscomp, 2010). Through the NTS lens, cyberspace is not merely a domain of conflict but an interconnected sphere of human interaction where issues of sovereignty, jurisdiction, and accountability are contested and negotiated.
Bringing together these frameworks highlights the epistemological underpinnings of cybersecurity. As cyber threats increasingly target the foundations of knowledge itself, the notion of epistemic security—defined as the integrity, accessibility, and trustworthiness of knowledge—emerges as central (Wiscomp, 2010). Surveillance capitalism, as analyzed by Zuboff (2019), epitomizes epistemic insecurity by engineering what she calls an "epistemic coup," wherein corporations and states monopolize the means of knowledge production and extraction. This creates asymmetrical power dynamics in which entities gain unprecedented insight into individual behavior while keeping users epistemically disempowered. 
Manifestations of these epistemological threats include algorithmically driven disinformation, the proliferation of black-box systems that limit transparency, and the manipulation of cognitive biases to amplify propaganda and misinformation (Blackbird.AI, 2025; Angwin, 2021). Traditional securitization frameworks, while effective in explaining state responses to acute incidents, are ill-equipped to address these slow-moving and systemic epistemic erosions. Their emphasis on visible, tangible threats and justification of exceptional control mechanisms can deepen the very epistemic inequalities they aim to manage (Seger, 2024; Toni, 2021).
A reimagined cybersecurity paradigm must, therefore, place epistemic security at its core. This entails safeguarding knowledge ecosystems by protecting institutions that generate and disseminate reliable information. It requires systemic reforms in education, algorithmic accountability, and media literacy to create resilient epistemic environments. Furthermore, it demands democratic safeguards to ensure that citizens retain access to diverse information sources and can participate meaningfully in public discourse (PRISM Sustainability Directory, 2025). As PRISM aptly defines, epistemological security threats are "systemic conditions and deliberate actions that undermine the integrity, reliability, and accessibility of knowledge, thereby eroding the capacity of individuals, organizations, and societies to form justified beliefs, make informed decisions, and pursue rational courses of action" (PRISM Sustainability Directory, 2025).
In the digital age, the most profound cybersecurity challenges are epistemological in nature. They concern not just the protection of data but the construction, distribution, and legitimacy of knowledge itself. While security perception and securitization theories offer critical insights, they fall short in confronting these deeper ontological crises. A critical, epistemically attuned approach—one that recognizes cyberspace as a transcendental site of epistemic subversion and rupture—is urgently needed. This approach must move beyond technical fixes and state-centric paradigms, embracing inclusive, pluralistic, and participatory models of security. Ultimately, reconceptualizing cybersecurity through these integrated frameworks affirms that protecting digital infrastructure is inseparable from protecting the diversity, accessibility, and integrity of human knowledge.
Repressive Connectivity and Digital Resistance
Building on the critique of digital sovereignty and the marginalization of alternative epistemologies, it is crucial to examine how digital infrastructures themselves become sites of both domination and resistance. The notion of repressive connectivity encapsulates this paradox—where technologies designed to foster openness, participation, and democratization are simultaneously deployed to surveil, discipline, and erase.
Repressive connectivity articulates a central paradox of the digital age: infrastructures meant to foster freedom, participation, and democratization are simultaneously deployed as tools of surveillance, control, and epistemic domination (Deibert, 2022; Zuboff, 2019). This paradox is structural, not incidental, as digital architectures—while appearing neutral—are embedded with political and economic agendas that normalize discipline, suppress dissent, and reconfigure social relations to align with hegemonic logics (Deleuze, 1992; Foucault, 1977).
Zuboff’s (2019) concept of surveillance capitalism underscores how behavioral data extraction commodifies human experience for predictive purposes, intertwining economic rationality with epistemic governance. Through algorithmic sorting, digital subjectivities are produced and managed in ways that reinforce existing inequalities. The Foucauldian notion of the panopticon remains pertinent, particularly in the internalization of surveillance and self-censorship by users. However, Deleuze's (1992) notion of the “society of control” advances this critique by focusing on fluid, decentralized power through data-driven modulation.
Epistemically, algorithms enact a logocentric logic (Derrida, 1976), hierarchizing dominant narratives and rendering subaltern knowledge systems invisible. Debord’s (1994) theory of the spectacle highlights how digital media simulate participation, transforming the digital public sphere into a commodified realm of affective manipulation and depoliticized engagement. Bergson’s notion of durée illuminates the manipulation of temporal experience in digital culture, leading to fragmented political consciousness and weakened collective action.
The effects are amplified in the Global South, where digital infrastructures reflect colonial logics and perpetuate epistemic violence (Spivak, 1988; Kwet, 2019; Winter et al., 2022). These systems exclude localized ontologies while promising inclusion, revealing the hollow rhetoric of digital development and sovereignty (Ajana, 2022). Even sites of potential hybridity, such as Bhabha’s (1994) third space, are constrained by infrastructural and epistemic inequalities (Paudel, 2022; Rawal, 2022).
Fanon’s (1963) insights on symbolic violence offer a psychosocial lens on hyper-visibility without epistemic recognition, while Mbembe’s (2019) necropolitics exposes the racialized and class-based governance through biometric surveillance and algorithmic policing. In such contexts, digital connectivity becomes a site of alienation rather than empowerment.
Digital resistance, in response, emerges not merely as technical opposition but as epistemic and political intervention. It reclaims autonomy and plural epistemologies, drawing from tactics like hacking and digital sit-ins to broader forms of counter-narration and infrastructure-building (IGI Global, 2020; Libcom.org, n.d.; FEPS Europe, n.d.). Theoretical resources from Foucault, Zuboff, Derrida, and Deleuze help expose the layered operations of power/knowledge in digital architectures.
From a decolonial lens, digital resistance affirms digital indigeneity, refusing colonial epistemologies and asserting localized cosmologies (Canvas Journal, n.d.; Libcom.org, n.d.). This aligns with anticolonial intellectual traditions (Spivak, Fanon, Mbembe, Said), envisioning the digital not just as a space of critique but as one of radical reconstruction.
Historical instances such as the Arab Spring and the Zapatista movement provide precedents for electronic civil disobedience, revealing how digital tools can be repurposed for world-making and collective emancipation (TUM Mediatum, 2021; Canvas Journal, n.d.). Ultimately, digital resistance constitutes a project of epistemic justice, aiming to remake the digital sphere as a site of pluralistic knowledge, self-determination, and liberatory connection (Libcom.org, n.d.; Paudel, 2022).
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Understanding Cybersecurity from Postcolonial and Decolonial Perspectives

The decentralized, deterritorialized nature of cyberspace challenges the foundational premises of traditional International Relations (IR) theories, particularly those grounded in realism and neorealism. These paradigms conceptualize the international system as anarchic and dependent on sovereign states acting in self-help (Waltz, 1979). However, cyberspace defies such spatial and structural constraints, disrupting long-held notions of sovereignty, balance of power, and even anarchy itself. This disruption is not solely structural—it is deeply epistemological. The classification of threats in cyberspace, such as disinformation, surveillance, or data extraction, is filtered through dominant security paradigms historically shaped by Global North priorities.
Within this context, digital sovereignty emerges as a crucial analytical framework. As traditional understandings of sovereignty falter in digitally interconnected environments, Robert Cox’s (1987) concept of relational sovereignty becomes particularly useful. Cox views sovereignty not as a static, state-bound attribute but as an evolving outcome of dynamic interactions between domestic and international forces. In digital contexts, where corporate platforms, transnational data flows, and global networks transcend borders, security perceptions are formed through normative struggles over what constitutes harm or safety. These constructions vary across actors, revealing epistemological divides in cybersecurity discourse.
Cox’s relational sovereignty aligns with three major digital sovereignty challenges. First, the rise of global technology corporations like Meta and Google illustrates sovereignty as a negotiation rather than a unilateral imposition. These firms, by controlling digital infrastructure, act as "quasi-sovereign" entities, shaping governance norms and affirming Cox’s view of sovereignty as interdependent and relational (Cox, 1987; Pohle & Thiel, 2020). Second, state reliance on transborder data flows—both economically and for security—complicates territorial jurisdiction. The European Union’s General Data Protection Regulation (GDPR), though an attempt to reclaim jurisdictional control, still depends on collaboration with global platforms and third-party states, underlining sovereignty’s international dimensions (Pohle & Thiel, 2020). Third, China’s cyber sovereignty model illustrates a hybrid strategy combining domestic tools like the Great Firewall with initiatives such as the Digital Silk Road. This reinforces the argument that sovereignty is shaped by socio-technical interactions rather than territorial fixity (Cox, 1987).
This relational lens rejects binary framings of digital sovereignty as either state-centric (e.g., national firewalls) or market-driven (e.g., corporate self-regulation). Instead, sovereignty is revealed as a multi-level, contested process involving states, tech corporations, and civil society. It reflects reconfigured spatialities where territorial jurisdictions intersect with cloud governance, and legitimacy is negotiated amid competing claims like data localization and internet freedom. This resonates with Sassen’s (1999) work on globalization, which emphasizes how digitization fragments state authority and fosters new governance assemblages.
In cyberspace, diverse political actors—including states, non-state actors, and individuals—coexist asymmetrically. State-centric models that prioritize regulation often fail to explain how authority is asserted, bypassed, or resisted in digital domains. Constructivist theories become vital here. Wendt’s (1992) assertion that "anarchy is what states make of it" reframes international structures as socially constructed, directing attention to norms, identities, and intersubjective meanings. Cybersecurity, then, is not an objective condition but a socially and epistemologically constructed field—its priorities and boundaries shaped by dominant ideologies. A cyber "threat" for one actor may signify autonomy or resistance for another, particularly within the Global South.
This reconceptualization of cybersecurity is enriched by Ashley’s (1988) seminal critique of the spatial logic underpinning the modern sovereign state system. Ashley deconstructs the foundational binary between internal order and external anarchy, arguing that this dichotomy not only oversimplifies the complexities of international politics but also marginalizes pluralistic perspectives and reinforces hierarchical global arrangements. His critique reveals how dominant narratives of security are sustained through the exclusion of alternative ontologies and epistemologies, particularly those that challenge the state-centric paradigm.
When combined with Wendt’s (1992) constructivist insights—specifically, the argument that anarchy is not a given condition of international relations but rather a social construct shaped by shared understandings—this critique provides fertile ground for reimagining cyberspace. Rather than viewing cyberspace as a lawless or anarchic domain, it can be reconceptualized as a space constituted by intersubjective norms and relational power dynamics. In this view, authority in cyberspace emerges through what may be termed "network sovereignty," wherein multiple actors—state and non-state—participate in co-constructing normative frameworks and wielding dispersed forms of authority. This reframing resonates with the English School’s conception of an international "society of states" (Bull, 1977), where order is not imposed through hierarchy but cultivated through shared norms, mutual recognition, and institutional cooperation. The analogy becomes particularly salient in the context of multi-stakeholder governance models, such as the Internet Governance Forum, where non-state actors actively shape the rules and norms of digital interaction.
These theorists—Ashley, Wendt, and Bull—can indeed be interpreted through the lens of digital sovereignty, particularly in their efforts to reconceive authority, order, and the constitution of international space. However, their frameworks remain constrained by their grounding in Eurocentric epistemologies. They stop short of offering a fully pluralistic account that engages with the epistemic struggles of the Global South. The foundational assumptions of their theories are shaped by Western historical experiences and philosophical traditions, which limit their capacity to address the systemic marginalization of non-Western knowledge systems. As such, their contributions, while critical, lack engagement with the epistemological threats faced by historically oppressed and digitally disenfranchised communities.
This epistemic limitation becomes particularly acute in the domain of cybersecurity. Dominant security imaginaries, shaped by Euro-American strategic imperatives, tend to conceptualize cyberspace through the lens of state survival, technological dominance, and deterrence. Such framings often position states from the Global South as threats or unstable entities, reinforcing a securitized "Othering" that masks deeper epistemological challenges. These challenges include the monopolization of digital infrastructures, the global imposition of algorithmic standards, and the systematic erasure of indigenous or non-Western models of data governance. In this context, cybersecurity becomes less about safeguarding a shared digital commons and more about preserving an entrenched hegemonic order, thereby obscuring the epistemic vulnerabilities experienced by marginalized communities.
Ultimately, the inability of mainstream theoretical paradigms to decenter Western epistemologies not only constrains their analytical utility but also perpetuates epistemic injustices within cyberspace. A genuinely decolonial approach to cybersecurity must move beyond the dominant frameworks by incorporating diverse epistemologies, affirming digital sovereignty for historically oppressed populations, and dismantling algorithmic structures that reinforce global asymmetries. Only through such a transformation can we begin to envision a more just and secure digital future.
Postcolonial and decolonial critiques intervene by revealing the colonial residues embedded in cybersecurity discourses and the power structures that shape them. They interrogate who defines security, whose perspectives are foregrounded, and how historical hierarchies continue to structure digital governance. As Bertrand (2021) argues, securitization theory frequently silences subaltern actors, rendering them passive recipients rather than agents. This "silence problem" reinforces epistemic hierarchies, delegitimizing alternative knowledge systems and consequently narrowing cybersecurity discourse to a colonial-modernist frame.
Algorithmic colonialism refers to the extension of colonial-era power dynamics into the digital age, where data extraction, control, and labor exploitation by tech giants from the Global North mirror historical patterns of domination over the Global South (Hung, 2024; Nair, 2025). This phenomenon not only encompasses economic and social injustices but also poses profound epistemological threats, undermining local knowledge systems and reinforcing global hierarchies of power and knowledge. Tech companies in the Global North dominate the digital economy through the extraction of vast amounts of data from populations in the Global South, often without meaningful consent or local benefit (Hung, 2024; Nair, 2025). This mirrors historical modes of resource extraction, wherein data—now considered a critical resource—flows out of the Global South to fuel artificial intelligence (AI) systems and generate profit in the North, while communities in the South remain excluded from decision-making and reaping the benefits (Atuire, 2025).
The exploitation extends to digital labor as well. The development and maintenance of AI systems rely heavily on precarious, low-paid labor from countries such as Kenya, India, and the Philippines. These workers perform essential but undervalued tasks such as content moderation and data labeling under challenging and sometimes harmful conditions, echoing the colonial labor arrangements where the Global South provided cheap, disposable labor to enrich the North (E-International Relations, 2025; Bot Populi, 2024). The economic disparity in how labor is valued and the invisibility of these contributions in the broader discourse of technological advancement perpetuate systemic inequality and hinder the empowerment of workers in these regions.
Simultaneously, AI systems often replicate and amplify existing societal biases, including racism and systemic exclusion. Technologies such as facial recognition have demonstrated disproportionately high error rates in identifying Black individuals, leading to discriminatory policing and social consequences (Birhane, 2020; Mohamed, Png, & Isaac, 2020). These biases stem from training datasets that are predominantly composed of images and data from white populations, thereby embedding and perpetuating Western-centric norms and perspectives into algorithmic decision-making systems. As these systems are adopted globally, they risk marginalizing non-Western identities, reinforcing a digital monoculture that excludes alternative epistemologies.
Beyond material exploitation, algorithmic colonialism poses an epistemological threat by undermining local systems of knowledge production and validation. AI systems are largely built upon data, ontologies, and epistemic assumptions rooted in the Global North, leading to a universalizing effect that sidelines diverse worldviews and ways of knowing (Atuire, 2025). This process, referred to by some scholars as "epistemicide," entails the systematic erasure of indigenous and localized knowledge systems, reminiscent of colonial projects that sought to overwrite native knowledge with that of the colonizer. As algorithms increasingly shape access to information and structure public discourse, they become powerful arbiters of legitimacy in knowledge production (Sage Journals, 2023). This algorithmic mediation often results in the misrepresentation or outright omission of perspectives from marginalized communities, further entrenching global knowledge hierarchies.
The suppression of local knowledge by Western-centric models in AI development exemplifies how algorithmic systems act as gatekeepers of epistemic legitimacy, determining what is visible, relevant, or credible. Such dynamics necessitate a fundamental rethinking of AI systems—not merely the diversification of datasets but a transformation in how knowledge is conceptualized and operationalized in technological governance. Scholars and activists have thus called for the recognition of pluriversality, a philosophical stance that affirms the coexistence of multiple, equally valid ways of knowing. This concept, rooted in Latin American decolonial thought, challenges the hegemony of Western epistemology and advocates for epistemic justice in digital spaces (Atuire, 2025).
Confronting algorithmic colonialism therefore requires more than technical fixes; it demands political and epistemological intervention. It entails addressing both the material exploitation of digital labor and data, and the deeper epistemic violence that sustains global hierarchies. The struggle against algorithmic colonialism is ultimately a struggle for epistemic justice—one that calls for the affirmation and inclusion of diverse knowledge systems in the shaping of our digital futures.
This digital dependency restricts local innovation, reinforces Western epistemologies, and marginalizes Indigenous and local knowledge systems (Hung, 2024). Algorithmic colonialism is not metaphorical—it is a material and structural reality. Addressing these asymmetries requires more than technical solutions; it demands systemic ethical and regulatory reforms to promote digital equity and sovereignty. As Birhane (2020) and Kwet (2018) note, Western corporations dominate African digital ecosystems under the guise of development, perpetuating asymmetrical power through infrastructural control. These firms harvest data with little oversight, further entrenching extractive practices (Zuboff, 2019). AI technologies trained on Western datasets underperform in non-Western contexts, amplifying structural inequalities (Buolamwini & Gebru, 2018; Sap et al., 2019).
Decolonial scholars call for participatory approaches in AI governance that include local ethics and knowledge systems (Mohamed, Png, & Isaac, 2020). The marginalization of Global South perspectives is not incidental—it is embedded in the architecture of IR itself. During the Cold War, security in the Third World was seen through the lens of superpower rivalry, neglecting internal or socio-economic insecurities unless they aligned with geopolitical concerns. This logic continues in cybersecurity, where threats like surveillance and digital inequality remain under-acknowledged.
From the theoretical perspcetive of Mohammed Ayoob’s (1997) subaltern realism addresses this gap by centering the lived insecurities of postcolonial states. In his view, security must be rooted in local contexts marked by institutional fragility, economic dependence, and political instability. Accordingly, cyber threats in the Global South often relate more to informational marginalization and surveillance than to state-centric conflict. Barkawi and Laffey (2006) further advocate for a "postcolonial moment" in security studies—one that rejects universalist assumptions and centers co-constituted realities. This reconceptualization is essential not only for recognizing new threats but also for interrogating how the very act of recognizing a threat functions as epistemic power.
Transnationality must be understood not merely as a structural condition but as a space where local agency actively shapes global processes. Nicholas Onuf’s (2015) constructivism highlights the co-production of norms and institutions through dynamic interactions between agents and structures. In cyberspace, this co-constitutive process is evident in how grassroots movements, civil society organizations, and hacker communities contest and redefine governance traditionally dominated by state actors.
These transnational digital spaces reveal a dialectical relationship between local agency and global structures, fundamentally challenging state-centric governance models. Onuf’s constructivist framework underscores that norms and institutions are not static; they evolve through iterative engagement between agents—such as hacker collectives and grassroots movements—and structural forces like legal regimes and geopolitical hierarchies (Onuf, as cited in SlideShare, n.d.). This dynamic is increasingly visible in cybersecurity, where non-state actors shape governance through open-source encryption, decentralized infrastructure development, and alternative normative frameworks (Dunn Cavelty & Wenger, 2020).
However, this evolving landscape also intensifies three interrelated epistemological risks. First, data colonialism appropriates human experience as raw material for surveillance capitalism, replicating the colonial logic of terra nullius by enabling unilateral corporate claims to epistemic authority (Zuboff, 2021). Second, algorithmic fragmentation arises through AI-driven disinformation ecologies that generate toxic knowledge hybrids—interweaving factual content, conspiracy theories, and systemic obfuscation—which erode shared epistemic ground (Emerging Epistemologies, n.d.). Third, strategic myopia characterizes many state-centric cybersecurity policies that prioritize militarized responses while neglecting the socio-technical complexities affecting marginalized communities and their rights to digital self-representation (Carlson et al., n.d.).
Digital indigeneity refers to the capacity of Indigenous and marginalized communities to assert epistemological sovereignty and cultural autonomy in digital spaces. It involves resisting algorithmic assimilation, sustaining distinct knowledge systems, and reimagining digital governance through community-driven principles rooted in relationality, collective accountability, and ancestral ontologies. As both a concept and a practice, digital indigeneity challenges dominant data regimes and affirms alternative epistemologies in the digital realm.
Within this contested epistemic terrain, digital indigeneity emerges as a counter-hegemonic practice. It represents the ability of marginalized and Indigenous communities to sustain autonomous epistemologies in digital representation, resist algorithmic assimilation, and assert their status as epistemic agents in governance processes. This orientation disrupts the binary governance trap—a false dichotomy between state sovereignty and corporate control. For instance, Māori data sovereignty movements in Aotearoa/New Zealand reimagine governance through principles like whakapapa, which emphasize relational accountability and collective custodianship (Carlson et al., n.d.). These initiatives present alternative ontologies that resist universalist, reductionist data regimes.
A constructivist approach to cybersecurity policy thus provides a critical intervention. Unlike traditional frameworks that prioritize state-military dominance and closed policy-making, constructivism enables polycentric governance, participatory design, and the co-evolution of technological and social systems (Dunn Cavelty & Wenger, 2020). Grassroots collectives like the Tor Project exemplify this shift, embedding privacy and transparency norms through everyday technological practices rather than through top-down regulation. Such models reflect the transformative potential of bottom-up cybersecurity grounded in pluralistic epistemologies. Ultimately, this perspective recenters epistemic justice as a core imperative, calling for policies that recognize and empower digital indigeneity in the stewardship of knowledge systems.
Postcolonial critiques expose the Western bias inherent in prevailing governance frameworks and advocate reforms for equitable representation. Decolonial approaches go further by challenging the epistemological foundations of global cybersecurity, seeking structural transformation and epistemic pluralism through the centering of Indigenous knowledge and governance practices (Mignolo, 2007; Quijano, 2000; Svimonishvili, 2021).
Digital indigeneity exemplifies these transformative possibilities. Indigenous communities use digital technologies not merely to access services, but to assert cultural autonomy and epistemological sovereignty. Persistent broadband disparities—such as the 60% connectivity rate on Tribal lands in 2018—underscore systemic marginalization rooted in colonial dispossession (Institute for Local Self-Reliance, 2024). In response, community-owned networks and Indigenous data governance frameworks like OCAP® and the CARE principles challenge extractive data practices and affirm relational stewardship (First Nations Data Governance Strategy, 2020).
These efforts reveal that data is never neutral; it is embedded in power structures (Data & Society, 2024). Indigenous cybersecurity frameworks reimagine security in terms of relational accountability and cultural survival. From this vantage point, mainstream cybersecurity remains bound to militarized state logics, often privileging national interests over Indigenous rights. Concepts like data colonialism (Couldry & Mejias, 2019; Zuboff, 2019) highlight how digital capitalism appropriates human life—particularly from Indigenous and marginalized communities—as raw data.
By asserting epistemological sovereignty and reconfiguring digital governance, Indigenous communities challenge narratives of passive reception and actively shape digital futures. Their actions confront colonial legacies and affirm pluriversal digital imaginaries. In response, hybrid theoretical approaches—integrating postcolonial critique, securitization theory, and critical international relations—are emerging to reconceptualize cybersecurity not as a neutral technical domain, but as a deeply political terrain shaped by inequality, resistance, and historical power relations (Verma, 2024).




Cybersecurity and the Epistemopolitics of Digital Security: From Protection to Pluriversal Justice

Cybersecurity constitutes a paradigmatic shift in the conceptual architecture of security, demanding a rethinking that extends beyond traditional realist frameworks centered on state sovereignty and territorial integrity. While nation-state priorities remain deeply entrenched in cyberspace—evident in national strategies, military cyber operations, and international protocols such as the Budapest Convention (Sofaer & Goodman, 2020)—the nature of cyberspace itself resists containment within such logics. The borderless, transnational character of digital infrastructure destabilizes classical assumptions of security as spatially bounded and state-administered. However, the core of cybersecurity must be reimagined through a critical, decolonial lens to address power differentials, epistemic injustices, and the need for pluralistic security frameworks. It should prioritize epistemic security, digital indigeneity, and the pluriversal as essential components for analysis and normative guidance.
Traditional models, even when updated to account for individual-level concerns under the banner of "human security," often reproduce liberal-statist assumptions that frame the digital subject as either a vulnerable individual or a passive recipient of protection (Calderaro & Craig, 2020). This binary—state vs. individual—fails to account for the complex and contested terrain of digital life, where multiple actors, infrastructures, and epistemologies intersect. Instead of correcting a binary view,  cybersecurity needs to reframe as the governance of life through digital means, moving beyond territorial defense or individual protection.
This advances the argument that cybersecurity functions as a biopolitical apparatus, extending Michel Foucault’s (1978/2008) conception of biopolitics into the digital domain. Data, in this context, is not merely representational but becomes the operative substance through which life is regulated. Surveillance regimes, algorithmic scoring systems, and predictive analytics are not neutral tools; they are technologies of classification that enact power by sorting populations according to risk, value, and governability. These regimes render subjects legible through datafication, making possible new forms of inclusion and exclusion, protection and abandonment.
Yet biopolitics alone does not exhaust the dynamics of digital governance. As Achille Mbembe (2003) asserts through the concept of necropolitics, modern sovereignty is often exercised not by optimizing life but through exposing populations to death, abandonment, or invisibility. In the context of cybersecurity, necropolitical operations are evident in the racialized surveillance of the Global North and the digital marginalization of communities in the Global South. Practices such as biometric border control, predictive policing, and the denial of digital infrastructure reproduce global hierarchies of disposability. These mechanisms are not accidents of design—they are structured through epistemologies that have historically privileged Euro-American ontologies while rendering subaltern perspectives invisible.
Building on these critiques,  the concept of epistemic security needs to introduced as a critical intervention. Drawing from Gayatri Spivak’s (1988) notion of epistemic violence—the silencing of subaltern knowledge through colonial structures- espistemic securit argues that current cybersecurity regimes enact a form of epistemic dispossession.  Epistemic security thus emerges as a counter-hegemonic imperative: the right of communities, particularly those historically subjected to colonial and imperial violence, to determine their own digital ontologies, epistemologies, and futures.
This epistemic lens necessitates a fundamental rethinking of what counts as a secure digital life. Rather than merely resisting data breaches or cyberattacks, epistemic security demands an interrogation of who is allowed to produce, circulate, and legitimize knowledge in the digital realm, emphasizing the power dynamics, inclusivity, and ethical considerations in shaping cybersecurity frameworks. It foregrounds the stakes of epistemopolitics—the struggle over whose knowledge systems are protected and whose are devalued or erased.
Building on Aníbal Quijano’s (2000) coloniality of power concept, a critical lens is needed to study digital sovereignty as involving epistemopolitical autonomy, which challenges conventional notions of state control by emphasizing community agency, knowledge autonomy, and resistance to hegemonic digital narratives. Current invocations of digital sovereignty, particularly by powerful states, often mask neo-imperial ambitions to dominate digital infrastructures and knowledge flows. Against this, a decolonial, epistemic rupture flolowing digital indegeneity is needed as the capacity of historically oppressed communities to assert control over their digital lives in terms aligned with their cultural, ontological, and epistemic frameworks.
The concept of digital indigeneity resists the epistemological flattening imposed by algorithmic universalism. Digital indigeneity asserts the specificity of relational ontologies, community-centered knowledge practices, and the legitimacy of alternative epistemic systems in shaping digital life. It goes beyond the representation of indigenous peoples in cyberspace to fundamentally reshape cybersecurity around diverse and context-specific epistemologies.
This epistemopolitical framing also allows for a critical reworking of securitization theory (Buzan et al., 1998), which explores how political actors frame issues as existential threats to legitimize extraordinary measures. From a decolonial perspective, the securitization of cyberspace often functions as an instrument of elite and statist control, marginalizing counter-epistemic communities and foreclosing alternative ways of being secure. Reconceptualizing cybersecurity as epistemic security shifts the analytical gaze from top-down declarations of threat to bottom-up practices of digital justice and collective autonomy.
Moreover, the dissertation critiques the persistent ambiguity of attribution in cyberspace, which—due to encryption, anonymity, and proxy actors—renders conventional legal and political responses increasingly ineffective (CIGI Online, 2024; Sofaer & Goodman, 2020). These challenges stem from both technical and political- hegemonic issues, illustrating the uneven distribution of cyber capabilities, geopolitical and surveillance capitalism influences. States in the Global South often lack both the technological infrastructure and normative authority to assert their digital sovereignty, further reinforcing epistemic asymmetries (Calderaro & Craig, 2020).
Rather than choosing between traditional state-centered security models and liberal rights-based frameworks, this dissertation proposes a hybrid approach that integrates technical capability with critical epistemological reflection. Cybersecurity should be viewed not merely as a matter of control and protection but as a contested field of ethical, political, and ontological struggle, highlighting the multifaceted challenges and considerations involved. In this framing, cybersecurity is not solely about defending infrastructures or systems but about securing life itself—not in the biopolitical sense of population management, but in the pluriversal sense of sustaining diverse ways of knowing, being, and relating in the digital age.



Conclusion: Toward Hybrid Cybersecurity Governance

A central concern has been the enduring colonial residues embedded within cybersecurity architectures. The chapter elaborated on algorithmic colonialism as a critical framework, shedding light on its material, racialized, and epistemic dimensions in the landscape of digital domination. Through this lens, sovereignty is redefined beyond territorial boundaries to be relational and multilevel, co-produced by states, global tech corporations, and grassroots actors.
The chapter also highlighted digital indigeneity, emphasizing Indigenous data governance as a crucial foundational pillar of decolonial cybersecurity praxis. This reorientation emphasizes the epistemological sovereignty of Indigenous and subaltern communities, challenging dominant, extractive logics in digital governance.
Expanding on this idea, cybersecurity was reconceptualized through the biopolitical and necropolitical logics of data governance, underscoring the critical importance of this reframing in understanding cybersecurity dynamics. Drawing on Foucault and Mbembe, the analysis demonstrated how their theories elucidate the control of life, visibility, and exclusion by digital infrastructures, prompting crucial ethical and political inquiries into the safeguarding and marginalization of lives and knowledge. In doing so, the chapter shed light on the intricate power dynamics that mold global cybersecurity practices, advocating for the adoption of more inclusive, participatory, and ethical forms of governance.
Ultimately, while much of the existing scholarship focuses on technical defenses and strategic doctrines, this chapter reveals a deeper, often overlooked terrain: the epistemopolitics of cybersecurity. As algorithmic systems and surveillance infrastructures reorganize global power, they also transform the very conditions under which knowledge is produced, validated, or erased. To understand cybersecurity as a political and ethical project, we must therefore engage not only with structural power, but with the epistemologies those structures uphold or suppress. The chapter concludes by setting the stage for the following examination of epistemic security and digital indigeneity as pivotal frameworks for reimagining cybersecurity management. This forward-looking strategy highlights a transition in focus from geopolitical to epistemological sovereignty, emphasizing that cybersecurity's core is not just about safeguarding systems but about preserving the diverse lifeworlds, belief systems, and sovereignties that cyberspace can enhance or eliminate.
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