
Practical Network Automation for the Traditional Network Engineer


Foreword

If you’re holding this book, chances are you’re a lot like me. You’ve spent years, maybe decades, mastering the art and science of computer networking. You can subnet in your sleep, you know the OSPF LSA types by heart, and the command-line interface feels more like home than your actual living room. You are a craftsman, and your medium is the network.
But the craft is changing. The days of managing networks one device at a time, of late-night change windows spent manually typing commands into a dozen routers, are numbered. The scale and complexity of modern infrastructure demand a new approach. That new approach is automation.
The problem is, most resources on automation are written by software developers, for software developers. They talk about abstract concepts and design patterns, but they don’t tell you how to solve the very real problem of updating an access list on 50 firewalls before sunrise.
This book is different. It’s written by a network engineer, for network engineers. It respects the deep knowledge you already have and shows you how to amplify it with new tools. It doesn’t ask you to forget BGP; it asks you to imagine managing BGP at a scale you never thought possible. It’s not a "Learn Python" book; it's a "Learn to Solve Network Problems with Python and Ansible" book.
The journey from CLI hero to automation architect is one of the most important you’ll take in your career. It’s challenging, rewarding, and, frankly, necessary. And you couldn’t ask for a better guide to have with you on that journey.

Introduction: From CLI Hero to Automation Architect

· Speaking Your Language
Let’s get one thing straight: you are an expert. You understand the intricate dance of packets, the logic of routing protocols, and the delicate balance of security policies. You’ve built and maintained the digital highways that power our world. For twenty years, my CCIE number has been a badge of honor, a testament to countless hours spent in labs and on production networks, making things work. This book is not here to tell you that your experience is obsolete. It’s here to show you how to make it more powerful than ever before.
We’re not going to replace your knowledge; we’re going to give it a force multiplier.
· The Problem with "Learn to Code" Books
I’ve tried reading them. You probably have too. They start with print("Hello, World!") and spend chapters on data types and functions, but they never quite connect the dots. You’re left wondering, "This is great, but how does knowing what a ‘dictionary’ is help me verify the BGP state of my entire WAN edge?"
This book is different. We will start with network problems—real ones that you face every day. We’ll use code as our tool, our new multi-tool, to solve them. Every script, every playbook will have a clear purpose: to make your life as a network engineer better. We’ll learn the programming concepts we need, when we need them, always in the context of a network task.
· The Roadmap
Our journey is a logical progression, designed to build on your existing skills.
In Part 1, we’ll start with the fundamentals: the "why" behind automation (it's more than just speed), setting up a safe and effective lab environment, and writing our very first scripts. These aren't toy examples; these are "quick wins" that will save you time and effort immediately, proving the value of this approach from day one.
In Part 2, we’ll make the single most important leap in network automation: moving from treating CLI output as just text on a screen to treating it as structured data. This is where the real intelligence begins. We’ll learn how to use tools like NAPALM and Ansible to get predictable, usable data from our multi-vendor networks.
In Part 3, we’ll graduate from reactive scripting to proactive automation by introducing a Source of Truth (SoT). We’ll use the popular open-source tool NetBox to define what our network should look like, and then write automation that makes it so. This is the paradigm shift that separates the scripters from the architects.
In Part 4, we’ll roll up our sleeves and tackle real-world projects from end to end. These chapters are detailed walkthroughs of common, high-value tasks like deploying a new VLAN across a campus or validating BGP peering status programmatically.
Finally, in Part 5, we’ll look at the road ahead, discussing how to combine our new tools for greater power and what this all means for your career.
This is the path I took to transform how I manage networks. It’s practical, it’s grounded in real-world experience, and it’s designed for you. Let’s get started.
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Part 1: The Foundation – Mindset, Tools, and First Wins

This part is all about getting you off the ground. We're going to build the momentum you need to carry you through this journey. We'll start by understanding the true purpose of automation, then set up a lab where you can experiment safely. By the end of this section, you'll have written scripts that provide immediate, tangible value to your daily work. This is where the lightbulb moment happens.

Chapter 1: Why Automate? (The Real Reasons Beyond "Efficiency")

We’ve all heard the buzzwords: "efficiency," "optimization," "cost savings." They’re true, but they’re corporate-speak. They don’t capture the real, on-the-ground reasons why a seasoned network engineer should embrace automation. Let’s talk about the real reasons.
· The End of the "Typo"
We’ve all been there. It’s 2 AM during a change window. You’re 40 devices in, and on device 41, you type vlan 101 instead of vlan 1001. A simple typo, a moment of fatigue, and suddenly a critical server is offline. Automation eliminates the "fat finger" error. A script or a playbook executes the same logic, perfectly, every single time. It doesn’t get tired, it doesn’t get distracted. This is about achieving perfect consistency.
· Scalability as a Superpower
The difference between configuring 10 switches and 100 switches is a long, painful weekend. The difference between automating 10 switches and 100 switches is changing one number in an inventory file. Automation lets you manage 1,000 devices with the same effort it takes to manage 10. This isn't just about saving time; it's about enabling your network to grow at the speed the business demands, without you being the bottleneck.
· From Firefighter to Architect
How much of your week is spent reacting to problems? Chasing down user-reported issues, troubleshooting, verifying states. Automation allows you to shift from a reactive to a proactive stance. Imagine running a script every morning that checks the status of every BGP peer, verifies that every interface has the correct description, and confirms that your running configs match your saved configs. You can find and fix problems before they become outages. This frees you up to do the high-value work you were hired for: designing, planning, and improving the network.
· Compliance by Design
Audits. The word alone can cause a headache. An auditor asks, "Can you prove that all of your core routers have the correct NTP and logging configuration?" Manually, that’s a day of logging into devices and pasting output into a spreadsheet. With automation, you run a single playbook and get a clean, timestamped report in minutes. You can prove compliance on demand. Better yet, you can run that playbook weekly to ensure the network never drifts out of compliance in the first place.
· Making Your Job Fun Again
Let’s be honest. Backing up 200 switch configs manually is not fun. It’s tedious, repetitive, and soul-crushing. It’s the kind of work that leads to burnout. Automating the tedious tasks lets you focus on the interesting engineering challenges. It brings back the joy of solving complex problems and building elegant solutions, which is why most of us got into this field in the first place.
· First "Project": Audit Your Toil
Before we write any code, let's identify our targets. "Toil" is the term for the manual, repetitive, automatable, tactical work that has no enduring value. It's the opposite of engineering.
Your Task: For the next week, keep a small notepad or text file open. Every time you perform a task that feels like toil, write it down. Some common examples:
· Logging into a switch to check an interface status.
· Backing up a configuration before a change.
· Checking ARP tables to find a device's location.
· Updating an ACL.
· Checking BGP neighbor status.
By the end of the week, you'll have a personalized list of high-value automation targets. This list will be your guide as you work through this book. These are the very problems we are going to solve.

Chapter 2: Building Your Lab Without Breaking the Bank (or Your Laptop)

Before we touch a production network, we need a safe place to play, to learn, and to break things without consequence. A good lab is the single most important tool in your automation journey. Fortunately, you no longer need a rack of physical gear.
· Your Local Command Center: Setting Up Python and VS Code
Our primary tools will be Python and Ansible, and our workshop will be Visual Studio Code (VS Code).
1. Python: Python is our scripting language. It’s like the IOS or Junos CLI—it has its own syntax and commands. We’ll install the latest version of Python 3.
· On Windows: The easiest way is to install it from the Microsoft Store or use the official installer from python.org. Make sure to check the box that says "Add Python to PATH."
· On macOS: Python usually comes pre-installed, but it might be an older version. It's best to install the latest version using Homebrew (brew install python).
· On Linux (or Windows Subsystem for Linux - WSL): Use your package manager, e.g., sudo apt-get install python3.
2. VS Code: This is our text editor, our "secureCRT" for code. It’s free, powerful, and has fantastic extensions that will help us write and manage our code. Download it from code.visualstudio.com. Once installed, add the official Python extension from Microsoft. It will provide syntax highlighting, code completion, and debugging tools.
· Virtual Networking 101: Using GNS3 or EVE-NG
To simulate a real network, we’ll use a network emulation tool. GNS3 and EVE-NG are the two most popular choices. They allow you to run the actual operating system images from vendors like Cisco, Juniper, and Arista inside virtual machines.
· Setup: Both require a hypervisor like VMware Workstation/Fusion or VirtualBox. The setup can be a bit involved, but their official documentation is excellent. The goal is to get a small, multi-vendor topology running—maybe two routers and a switch from each of your primary vendors.
· Getting Images: You will need to legally obtain the virtual appliance images (e.g., Cisco vIOS, Arista vEOS, Juniper vSRX) from the vendors. Many offer free trial or community editions perfect for lab use.
· Installing the Essentials: pip, netmiko, napalm, and ansible
pip is Python’s package manager. It’s how we install third-party libraries—pre-written code that makes our lives easier. Think of it like downloading a MIB for an SNMP tool.
Open your terminal or command prompt and run the following commands:
Bash
# Upgrade pip to the latest version
python -m pip install --upgrade pip

# Install Netmiko: The workhorse for connecting to devices via SSH
pip install netmiko

# Install NAPALM: For multi-vendor structured data
pip install napalm

# Install Ansible: Our automation engine
pip install ansible

· Introduction to Git: Why Version Control is Your New Best Friend
Think of Git as archive on steroids. It’s a version control system. Every time you save a change to your script, Git takes a snapshot. Did your script stop working? You can instantly roll back to the last working version. It’s like having an unlimited Ctrl+Z for your entire project.
1. Install Git: Download it from git-scm.com.
2. Basic Workflow:
· Create a folder for your project.
· Open a terminal in that folder and run git init. This creates a new "repository."
· Create your first script file.
· Run git add. to stage your new file for the next snapshot.
· Run git commit -m "Initial script for backups" to save the snapshot with a descriptive message.
We’ll use Git throughout this book. It’s an essential professional practice that will save you from countless headaches.
· Chapter Projects & Tasks
1. Task: Build a Basic Lab Topology. In GNS3 or EVE-NG, build a simple network consisting of three routers running OSPF. Ensure they can all ping each other's loopback addresses. This will be our primary testing ground for the next few chapters.
2. Task: Your Git "Hello, World". Create a new folder for your book projects. Initialize a Git repository in it. Create a file named devices.txt and add the IP addresses of your three lab routers, each on a new line. Use git add and git commit to save this file to your repository. This is the foundation of your inventory.
3. Mini-Project: The Lab Pinger. Write a simple Python script that reads the IP addresses from your devices.txt file and uses the os or subprocess module to ping each one, printing whether it was successful or not. This confirms your automation host can reach your lab network.
Python
# lab_pinger.py
import os
import platform

# Determine the correct ping command based on the OS
ping_command = "ping -c 1" if platform.system().lower()!= "windows" else "ping -n 1"

with open('devices.txt') as f:
    device_ips = f.read().splitlines()

for ip in device_ips:
    response = os.system(f"{ping_command} {ip}")
    if response == 0:
        print(f"{ip} is reachable.")
    else:
        print(f"{ip} is NOT reachable.")


Chapter 3: Your First Scripts: High-Impact Automation from Day One

Enough theory. Let's write some code and solve some real problems. These first projects are designed to be simple but incredibly useful. They automate tasks you probably do every single week.
· Connecting with Python and Netmiko: Running Your First show version
Netmiko is a fantastic Python library that handles the low-level details of SSH connections. It knows how to talk to Cisco IOS, Juniper Junos, Arista EOS, and dozens of other platforms.
Create a file named connect.py in VS Code and type the following:
Python
# Import the ConnectHandler function from the netmiko library
from netmiko import ConnectHandler

# Define the device we want to connect to.
# This is a dictionary, a key-value data structure.
cisco_router = {
    'device_type': 'cisco_ios',
    'host':   '192.168.1.10', # IP of your lab router
    'username': 'admin',
    'password': 'password',
}

# Establish an SSH connection to the device
net_connect = ConnectHandler(**cisco_router)

# Send the 'show version' command
output = net_connect.send_command('show version')

# Disconnect from the device
net_connect.disconnect()

# Print the output to your screen
print(output)

Run this from your terminal: python connect.py. You should see the familiar output of show version from your lab router printed to your screen. Congratulations, you’ve just run your first network automation script!
· The Power of Loops: Running One Command Across Every Device
Connecting to one device is cool, but the real power comes from scale. Let's create a list of devices and use a for loop to run the same command on all of them.
Create a file named get_arp.py:
Python
from netmiko import ConnectHandler
import getpass # A library to securely ask for a password

# Get username and password securely
username = input("Enter your username: ")
password = getpass.getpass()

# Read device IPs from a file named devices.txt
with open('devices.txt') as f:
    device_ips = f.read().splitlines()

# Loop through each IP in our list
for ip in device_ips:
    print(f"--- Connecting to {ip} ---")
    device = {
        'device_type': 'cisco_ios',
        'host':   ip,
        'username': username,
        'password': password,
    }

    try:
        net_connect = ConnectHandler(**device)
        output = net_connect.send_command('show ip arp')
        net_connect.disconnect()
        print(output)
        print("-" * 20) # Print a separator
    except Exception as e:
        print(f"Failed to connect to {ip}: {e}")

This script now prompts you for your credentials (so they aren't stored in the file) and then connects to each device in the devices.txt list one by one. The try...except block is our error handling—if a device is unreachable, the script will print an error and move on to the next one, just like you would.
· Chapter Projects & Tasks
1. Project 1: The Automated Backup Bot. This script will connect to a list of devices, run show running-config, and save the output to a text file named after the device and the current date.
Python
# backup_configs.py
from netmiko import ConnectHandler
import getpass
from datetime import datetime

today = datetime.now().strftime('%Y-%m-%d')
username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    device_ips = f.read().splitlines()

for ip in device_ips:
    print(f"--- Backing up {ip} ---")
    device = { 'device_type': 'cisco_ios', 'host': ip, 'username': username, 'password': password }
    try:
        net_connect = ConnectHandler(**device)
        output = net_connect.send_command('show running-config')
        net_connect.disconnect()
        filename = f"{ip}_{today}.txt"
        with open(filename, 'w') as f:
            f.write(output)
        print(f"Configuration saved to {filename}")
    except Exception as e:
        print(f"Failed to backup {ip}: {e}")

2. Project 2: The Uptime Checker. This script connects to all devices, runs show version, and checks if the uptime includes "days". If not, it flags the device as having rebooted recently. This is a simple way to parse text for a specific keyword.
Python
# uptime_checker.py
from netmiko import ConnectHandler
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    device_ips = f.read().splitlines()

for ip in device_ips:
    print(f"--- Checking uptime for {ip} ---")
    device = { 'device_type': 'cisco_ios', 'host': ip, 'username': username, 'password': password }
    try:
        net_connect = ConnectHandler(**device)
        output = net_connect.send_command('show version')
        net_connect.disconnect()

        # Simple text parsing
        if "days" in output:
            print(f"  STATUS: OK. Device has been up for more than a day.")
        else:
            print(f"  ALERT: Device {ip} has rebooted in the last 24 hours.")
    except Exception as e:
        print(f"Failed to check {ip}: {e}")

3. Project 3: The Interface Error Hunter. This script runs show interfaces and looks for lines containing "errors", then prints them out. It's a great first step for proactive monitoring.
Python
# error_hunter.py
from netmiko import ConnectHandler
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    device_ips = f.read().splitlines()

for ip in device_ips:
    print(f"--- Searching for interface errors on {ip} ---")
    device = { 'device_type': 'cisco_ios', 'host': ip, 'username': username, 'password': password }
    try:
        net_connect = ConnectHandler(**device)
        output = net_connect.send_command('show interfaces')
        net_connect.disconnect()

        # Loop through each line of the output
        for line in output.splitlines():
            if "errors" in line and "0 errors" not in line:
                print(f"  FOUND: {line.strip()}")
    except Exception as e:
        print(f"Failed to check {ip}: {e}")

4. Project 4: The Config Pusher. Let's try making a change. This script will add a standard NTP server configuration to all devices. Netmiko's send_config_set() method is perfect for this, as it automatically handles entering and exiting configuration mode.
Python
# config_pusher.py
from netmiko import ConnectHandler
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    device_ips = f.read().splitlines()

# A list of configuration commands
config_commands = ['ntp server 1.1.1.1', 'ntp server 8.8.8.8']

for ip in device_ips:
    print(f"--- Configuring NTP on {ip} ---")
    device = { 'device_type': 'cisco_ios', 'host': ip, 'username': username, 'password': password }
    try:
        net_connect = ConnectHandler(**device)
        output = net_connect.send_config_set(config_commands)
        print(output)
        # Let's also save the change
        output = net_connect.save_config()
        print(output)
        net_connect.disconnect()
    except Exception as e:
        print(f"Failed to configure {ip}: {e}")

You've now taken your first, most important steps. You've seen how a few lines of Python can perform tasks that would take you hours to do manually. But so far, we're just collecting raw text. In the next part, we'll learn how to turn that text into intelligent, structured data that our scripts can actually understand.

Part 2: From Raw Text to Structured Data

This is the chapter where we level up. So far, we've used automation to do what we do in the CLI, just faster. We're still looking at raw text output and using our human brains to interpret it. The real power of automation is unlocked when our programs can understand the network state. To do that, we need to move from unstructured text to structured data.

Chapter 4: Taming the CLI with Structured Data

· The Problem with Parsing Text
Imagine you want to write a script that checks if the duplex on GigabitEthernet0/1 is set to full. You could run show interface Gi0/1 and then write complex code to find the line that contains "duplex" and check the value. It’s brittle. If a future IOS version changes the wording from "Full-duplex" to "Full Duplex", your script breaks. This is called "screen scraping," and while it sometimes works, it's a maintenance nightmare.
· Introduction to Structured Data: YAML for Humans, JSON for Machines
Structured data formats give us a predictable way to represent information. The two most common in our world are JSON and YAML.
· JSON (JavaScript Object Notation): This is the language of APIs. It uses key-value pairs, much like the Python dictionaries we’ve already seen. It’s easy for programs to read.
JSON
{
  "interface": "GigabitEthernet0/1",
  "is_enabled": true,
  "description": "Core Router Link",
  "mac_address": "00:1a:2b:3c:4d:5e"
}

· YAML (YAML Ain't Markup Language): This is designed to be easy for humans to read and write. It uses indentation to show structure. Ansible uses YAML extensively for its playbooks.
YAML
interface: GigabitEthernet0/1
is_enabled: true
description: Core Router Link
mac_address: 00:1a:2b:3c:4d:5e

The goal is to get the output from our network devices in one of these formats.
· Multi-Vendor Magic with NAPALM
NAPALM (Network Automation and Programmability Abstraction Layer with Multivendor support) is a Python library that does exactly what its name implies. It provides a standard set of functions (like get_facts, get_interfaces, get_bgp_neighbors) that work across multiple vendors. The best part? It returns the data in a clean, structured JSON format.
Let's rewrite our recon script using NAPALM.
Python
import json
from napalm import get_network_driver
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

# Let's try this on an Arista and a Cisco device
# NOTE: You'll need to update your devices.txt to include the OS type
# Example line in devices.txt: 192.168.1.20,eos
# Example line in devices.txt: 192.168.1.10,ios

with open('devices.txt') as f:
    devices = [line.strip().split(',') for line in f]

for ip, driver_name in devices:
    print(f"--- Getting facts from {ip} ({driver_name}) ---")
    driver = get_network_driver(driver_name)
    device = driver(hostname=ip, username=username, password=password)

    try:
        device.open()
        # The get_facts() function returns a dictionary of standard information
        facts = device.get_facts()
        device.close()

        # We use the json library to print it nicely (pretty-print)
        print(json.dumps(facts, indent=4))

    except Exception as e:
        print(f"Failed to connect to {ip}: {e}")

When you run this, you'll get a beautifully formatted JSON output for each device. Notice that we used the exact same function, get_facts(), for both the Arista and Cisco devices. NAPALM handled the vendor-specific commands (show version, show hostname, etc.) behind the scenes. Now, if you want the serial number, you just access facts['serial_number']. No more fragile text parsing!
· Chapter Projects & Tasks
1. Project 1: The Network-Wide LLDP Mapper. This script connects to every device, gets the LLDP neighbor information using NAPALM, and builds a simple topology map, saving it to a JSON file.
Python
# lldp_mapper.py
import json
from napalm import get_network_driver
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    devices = [line.strip().split(',') for line in f]

topology = {}

for ip, driver_name in devices:
    print(f"--- Getting LLDP neighbors from {ip} ---")
    driver = get_network_driver(driver_name)
    device = driver(hostname=ip, username=username, password=password)
    try:
        device.open()
        neighbors = device.get_lldp_neighbors()
        hostname = device.get_facts()['hostname']
        device.close()
        topology[hostname] = neighbors
        print(f"Found neighbors for {hostname}")
    except Exception as e:
        print(f"Failed to get neighbors from {ip}: {e}")

with open('network_topology.json', 'w') as f:
    json.dump(topology, f, indent=4)
print("\nTopology discovery complete. See network_topology.json")

2. Project 2: The BGP Peer State Dashboard. This script uses NAPALM's get_bgp_neighbors to pull BGP state and print a clean, color-coded summary. (Note: You'll need a lab with BGP configured for this).
Python
# bgp_dashboard.py
from napalm import get_network_driver
import getpass

username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    devices = [line.strip().split(',') for line in f]

for ip, driver_name in devices:
    print(f"--- BGP Status for {ip} ---")
    driver = get_network_driver(driver_name)
    device = driver(hostname=ip, username=username, password=password)
    try:
        device.open()
        bgp_neighbors = device.get_bgp_neighbors()
        device.close()

        for vrf, peers in bgp_neighbors['global']['peers'].items():
            status = "Established" if peers['is_up'] else "Down"
            print(f"  Peer: {vrf}, ASN: {peers['remote_as']}, Status: {status}")
    except Exception as e:
        print(f"Could not get BGP info from {ip}: {e}")

3. Project 3: The MAC Address Finder. This script takes a MAC address as input, connects to all switches, gets their MAC address tables using NAPALM, and reports which switch and port the MAC is on.
Python
# mac_finder.py
from napalm import get_network_driver
import getpass

target_mac = input("Enter the MAC address to find (e.g., 00:1a:2b:3c:4d:5e): ").upper()
username = input("Enter your username: ")
password = getpass.getpass()

with open('devices.txt') as f:
    devices = [line.strip().split(',') for line in f]

found = False
for ip, driver_name in devices:
    # Skip non-switch devices if needed
    if 'ios' not in driver_name and 'eos' not in driver_name:
        continue

    print(f"--- Searching on {ip} ---")
    driver = get_network_driver(driver_name)
    device = driver(hostname=ip, username=username, password=password)
    try:
        device.open()
        mac_table = device.get_mac_address_table()
        device.close()

        for entry in mac_table:
            if entry['mac'] == target_mac:
                print(f"  FOUND! MAC: {entry['mac']} on Interface: {entry['interface']}, VLAN: {entry['vlan']}")
                found = True
                break # Stop searching this device
        if found:
            break # Stop searching all devices
    except Exception as e:
        print(f"Could not get MAC table from {ip}: {e}")

if not found:
    print(f"MAC address {target_mac} not found on any device.")


Chapter 5: Ansible for Network Engineers: The Agentless Advantage

While Python is fantastic for complex logic and data manipulation, sometimes you just want to ensure a simple state. This is where Ansible shines.
· What is Ansible and Why It's Perfect for Network Gear
Ansible is an automation engine. You tell it the state you want your devices to be in, and Ansible figures out how to get them there.
· Agentless: This is the key. You don’t need to install any special software on your routers or switches. Ansible connects using the same SSH you already use.
· Declarative: You write "playbooks" in YAML that describe the end state. For example, "ensure VLAN 100 exists and is named 'Servers'." You don't have to write the logic to check if the VLAN already exists.
· Multi-vendor: Just like Netmiko and NAPALM, Ansible has a huge collection of modules for different network vendors.
· Core Concepts: Inventory, Playbooks, Modules, and Variables
1. Inventory: This is a simple text file that lists your devices. You can group them logically (e.g., [core_switches], [access_switches]).
2. Playbooks: These are the YAML files where you define your tasks. A playbook is a list of "plays," and each play targets a group of hosts from your inventory and runs a series of tasks on them.
3. Modules: A module is a tool that performs a specific action. There are modules for everything: gathering facts (cisco.ios.ios_facts), configuring VLANs (cisco.ios.ios_vlans), or just sending a command (cisco.ios.ios_command).
4. Variables: These let you store data like VLAN IDs or NTP server IPs in one place and reuse them throughout your playbook.
· Your First Playbook: Gathering Facts from a Group of Switches
1. Create an inventory file named inventory.yml:
YAML
all:
  hosts:
    router1:
      ansible_host: 192.168.1.10
    router2:
      ansible_host: 192.168.1.11
  vars:
    ansible_network_os: cisco.ios.ios
    ansible_user: admin

2. Create a playbook file named gather_facts.yml:
YAML
---
- name: Gather facts from all routers
  hosts: all
  gather_facts: false

  tasks:
    - name: Get device facts
      cisco.ios.ios_facts:

    - name: Display the OS version
      debug:
        msg: "The OS version for {{ inventory_hostname }} is {{ ansible_facts.net_version }}"

3. Run the playbook from your terminal. You'll need to provide the password.
Bash
ansible-playbook -i inventory.yml gather_facts.yml --ask-pass

Ansible will connect to both routers, gather a wealth of structured data (facts), and then print the OS version for each one.
· Idempotency: The Magic of "Ensuring a State"
This is a fancy word for a simple, powerful concept. An idempotent operation can be run multiple times, and the result will be the same as running it once. When you use a module like ios_vlans to "ensure VLAN 100 is present," the first time you run it, Ansible will create the VLAN. The second, third, and fourth times, Ansible will check, see the VLAN is already there, and do nothing. It reports "OK" instead of "Changed." This makes playbooks safe to re-run at any time. It's the core principle that allows you to use Ansible for compliance checks.
· Chapter Projects & Tasks
1. Project 1: The Compliance Engine. This Ansible playbook enforces our corporate standard for NTP and logging on all devices.
· Update inventory.yml with variables:
YAML
all:
  #... (same hosts as before)
  vars:
    ansible_network_os: cisco.ios.ios
    ansible_user: admin
    ntp_server: 10.1.1.1
    logging_server: 10.2.2.2

· Create the playbook enforce_compliance.yml:
YAML
---
- name: Enforce NTP and Logging Standards
  hosts: all
  gather_facts: false
  tasks:
    - name: Ensure NTP server is configured
      cisco.ios.ios_config:
        lines:
          - "ntp server {{ ntp_server }}"
    - name: Ensure logging server is configured
      cisco.ios.ios_config:
        lines:
          - "logging host {{ logging_server }}"

2. Project 2: The Config Standardizer. This playbook ensures every device has a standard domain name and logging source interface.
standardize_config.yml:
YAML
---
- name: Apply Standard Global Config
  hosts: all
  gather_facts: false
  tasks:
    - name: Configure domain name and logging source
      cisco.ios.ios_config:
        lines:
          - ip domain-name mycompany.local
          - logging source-interface Loopback0

3. Project 3: The OS Upgrade Pre-Check. This playbook gathers information to determine if devices are ready for an OS upgrade. It uses the register keyword to save the output of a task into a variable.
pre_upgrade_check.yml:
YAML
---
- name: Run Pre-Upgrade Checks
  hosts: all
  gather_facts: false
  tasks:
    - name: Check available flash space
      cisco.ios.ios_command:
        commands: "dir flash:"
      register: flash_space

    - name: Check current version
      cisco.ios.ios_command:
        commands: "show version | include Version"
      register: version_info

    - name: Display findings
      debug:
        msg: |
          Device: {{ inventory_hostname }}
          Version: {{ version_info.stdout_lines }}
          Flash Space:
          {{ flash_space.stdout }}

4. Project 4: Conditional Task Execution. Let's build a playbook that only configures a specific feature on routers, not switches. We'll add a new group to our inventory.
· inventory.yml:
YAML
routers:
  hosts:
    router1:
      ansible_host: 192.168.1.10
switches:
  hosts:
    switch1:
      ansible_host: 192.168.1.20
all:
  children:
    routers:
    switches:
  vars:
    ansible_network_os: cisco.ios.ios
    ansible_user: admin

· conditional_config.yml:
YAML
---
- name: Configure Routers Only
  hosts: all
  gather_facts: false
  tasks:
    - name: Enable IP routing (only on routers)
      cisco.ios.ios_config:
        lines:
          - "ip routing"
      when: inventory_hostname in groups['routers']

This introduces the powerful when condition, allowing you to build much more intelligent and targeted playbooks.
We've now covered the two primary tools in our arsenal: Python for complex, data-heavy tasks, and Ansible for simple, state-based configuration management. Next, we'll introduce the concept that ties it all together: a Single Source of Truth.

Part 3: Building on a Source of Truth

This is the part of the book where we transition from being a "network scripter" to a "network automation architect." So far, our scripts and playbooks have relied on manually created lists of IPs or variables defined inside our files. This doesn't scale and is prone to error. A true automation framework needs a central, reliable database that defines the intended state of the network. This is our Single Source of Truth (SoT).

Chapter 6: The Single Source of Truth (SoT)

· Why Spreadsheets and Diagrams Are Holding You Back
Where does your network's "truth" live right now? For most of us, it's a collection of Visio diagrams, an Excel spreadsheet with IP addresses, a Wiki page with VLAN definitions, and the collective knowledge in our team's heads.
This is a problem. The diagram is always out of date. The spreadsheet has a typo. The new junior engineer doesn't know that VLAN 205 is reserved for a special project. When your documentation is fragmented and manual, it can't be trusted by your automation.
· Introducing NetBox: Your Network's Database
NetBox is a free, open-source application designed specifically to be a Source of Truth for network infrastructure. It's part DCIM (Data Center Infrastructure Management) and part IPAM (IP Address Management). It provides a web interface and a powerful API to model your entire network.
· Installation: NetBox can be installed on a Linux server using Docker. The official documentation is excellent and will guide you through the process. For our lab, a small virtual machine is perfect.
· The Goal: The goal is to use NetBox to build a complete, accurate model of the network you want. This becomes your desired state.
· Modeling Your Network: Sites, Racks, Devices, Interfaces, and IPs
NetBox has a structured data model that mirrors the physical and logical components of a network.
· Sites: Physical locations, like "Data Center A" or "Chicago Office."
· Racks: Equipment racks within a site.
· Device Types: Templates for your hardware (e.g., "Cisco Catalyst 9300-24P," "Juniper MX204"). You define the interfaces, console ports, and power outlets once.
· Devices: Individual instances of a device type, placed in a rack at a site. You give it a name, serial number, and assign it a management IP.
· Interfaces: The network interfaces on your devices.
· IP Addresses: The IP addresses and prefixes (subnets) used in your network. You can assign an IP address to a specific device interface.
· VLANs: Your VLAN database, which can be global or site-specific.
Spend some time populating NetBox with the data from your lab environment. This manual step is crucial for understanding the data model.
· Chapter Projects & Tasks
1. Task: Model Your Lab. In your NetBox instance, create a Site, a Rack, and Device Types for your lab routers. Then, create the Device objects for your three lab routers, place them in the rack, and add their loopback and physical interfaces. Finally, create the Prefixes for your lab subnets and assign IP addresses to the interfaces.
2. Mini-Project: Bulk Import Devices via CSV. NetBox has a built-in CSV import feature. Create a simple CSV file with columns for name, device_type, device_role, and site. Use this to import a dozen "mock" devices into NetBox to see how bulk operations work.
3. Mini-Project: Bulk Import Prefixes via Script. Let's use Python to do some bulk creation. This script will create 10 new /24 prefixes within the 10.20.0.0/16 range.
Python
# create_prefixes.py
import pynetbox

NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

for i in range(10):
    prefix = f"10.20.{i}.0/24"
    try:
        nb.ipam.prefixes.create(
            prefix=prefix,
            status='active',
            description=f'New prefix {i} created by script'
        )
        print(f"Created prefix: {prefix}")
    except pynetbox.RequestError as e:
        print(f"Failed to create {prefix}: {e.error}")


Chapter 7: Talking to NetBox with APIs

The web interface is great for humans, but the real power of NetBox is its REST API. An API (Application Programming Interface) is a way for programs to talk to each other. NetBox's API lets our scripts ask questions and get answers in a structured JSON format.
· APIs for the Network Engineer: It's Just a CLI for an Application
Don't be intimidated by the term "API." Think of it like this: the NetBox web GUI is like a device's graphical interface (like ASDM for a firewall). The API is like the device's CLI. It's a more direct, powerful, and scriptable way to interact with the application. We send a request to a specific URL (an "endpoint"), and NetBox sends back data.
· Using Python and pynetbox to Read from Your SoT
While you can interact with the API directly, it's much easier to use a Python library that handles the details for you. pynetbox is the official library for this.
First, install it: pip install pynetbox
Now, let's write a script to get all the Cisco devices from our NetBox instance.
Python
import pynetbox

# You'll need to generate a token in the NetBox web interface (under your user profile)
NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'

# Connect to the NetBox API
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

# Get all devices where the manufacturer is 'Cisco'
cisco_devices = nb.dcim.devices.filter(manufacturer='cisco')

# Print the name and primary IP of each device
for device in cisco_devices:
    print(f"Device Name: {device.name}, Primary IP: {device.primary_ip.address}")

This is a game-changer. Instead of a static list of IPs in a text file, we are now dynamically querying our database of record. If you add a new Cisco switch in NetBox, this script will automatically include it the next time it runs.
· Chapter Projects & Tasks
1. Project 1: The Network Discovery Probe. This Python script uses NAPALM to connect to a device, get its facts (like serial number and model), and then uses pynetbox to see if that device exists in NetBox. If not, it can create it. This is a great way to do an initial population or audit your network against your SoT.
Python
# discovery_probe.py
# (Code from previous version of the book)

2. Project 2: The IPAM Report Generator. This Python script queries NetBox for all prefixes and calculates the percentage of IP addresses used in each, printing a utilization report.
Python
# ipam_report.py
import pynetbox

NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

prefixes = nb.ipam.prefixes.all()

print("--- IPAM Utilization Report ---")
for prefix in prefixes:
    # The.ip_addresses.list() method is a bit slow as it makes a new API call for each prefix.
    # For large NetBox instances, more advanced filtering is better.
    utilization = (len(prefix.ip_addresses.list()) / prefix.prefix_length**2) * 100
    print(f"Prefix: {prefix.prefix}, Utilization: {utilization:.2f}%")

3. Project 3: The Ansible Inventory Generator. This Python script queries NetBox for all devices and generates a static Ansible inventory file in the correct YAML format, grouped by site.
Python
# inventory_generator.py
import pynetbox
import yaml # You may need to 'pip install pyyaml'

NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

inventory = {'all': {'children': {}}}
devices = nb.dcim.devices.filter(status='active')

for device in devices:
    site = device.site.slug
    if site not in inventory['all']['children']:
        inventory['all']['children'][site] = {'hosts': {}}

    inventory['all']['children'][site]['hosts'][device.name] = {
        'ansible_host': str(device.primary_ip.address.split('/'))
    }

with open('generated_inventory.yml', 'w') as f:
    yaml.dump(inventory, f)

print("Generated Ansible inventory file: generated_inventory.yml")

4. Project 4: The Next Available IP Finder. This script demonstrates how to use NetBox's powerful IPAM capabilities to find and reserve the next available IP address in a subnet.
Python
# find_next_ip.py
import pynetbox

NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

# Find our target prefix
target_prefix = nb.ipam.prefixes.get(prefix='192.168.1.0/24')

if target_prefix:
    # This makes an API call to NetBox to get the next available IP
    next_ip = target_prefix.available_ips.list()
    if next_ip:
        print(f"The next available IP is: {next_ip.address}")
        # Let's reserve it
        new_ip = nb.ipam.ip_addresses.create(
            address=str(next_ip.address),
            status='reserved',
            description='Reserved by automation script'
        )
        print(f"Successfully reserved {new_ip.address} in NetBox.")
    else:
        print("No available IPs in that prefix.")
else:
    print("Prefix not found.")


Chapter 8: Driving Configuration from NetBox

Now we get to the holy grail of network automation. We've defined our desired state in NetBox. We know how to talk to NetBox with our tools. Now, let's use the data in NetBox to generate and deploy our network configurations.
· The SoT Mindset: "If it's not in NetBox, it doesn't exist."
This is the cultural shift. To make this work, your team has to agree that NetBox is the source of truth. Need a new VLAN? First, you create it in NetBox. Need to assign an IP to a server-facing port? You assign it in NetBox. The act of documenting the change is the first step of making the change. Your automation tools will handle the rest. This prevents configuration drift and ensures your documentation is always 100% accurate.
· Introduction to Jinja2: Building Configuration Templates
Jinja2 is a templating engine for Python. It lets you create text files (like a router config) that have placeholders for variables and simple logic like loops. Our automation will take a Jinja2 template, combine it with the data from NetBox, and render a final configuration file.
Here’s a simple Jinja2 template for an interface, let's call it interface.j2:
Django
interface {{ interface_name }}
 description {{ description }}
 {% if ip_address %}
 ip address {{ ip_address }} {{ subnet_mask }}
 {% endif %}
 switchport mode access
 switchport access vlan {{ vlan_id }}

Notice the placeholders {{... }} for variables and the logic {% if... %}.
· Combining the Power Trio: Ansible -> NetBox (for variables) -> Jinja2 (for templates) -> Device (for configuration)
Ansible has excellent built-in integration with NetBox and Jinja2. We can create a dynamic inventory that pulls hosts directly from NetBox, and then use the template module to render and push configurations.
· Chapter Projects & Tasks
1. Project 1: Standardizing Interface Descriptions. This is a perfect first project for SoT-driven automation. It's high-impact for documentation but low-risk for causing an outage.
· In NetBox: Go through your devices and add descriptions to your interfaces.
· Jinja2 Template (descriptions.j2):
Django
{% for interface in interfaces %}
interface {{ interface.name }}
 description {{ interface.description }}
{% endfor %}

· Ansible Playbook (deploy_descriptions.yml):
YAML
---
- name: Deploy interface descriptions from NetBox
  hosts: all
  gather_facts: false
  tasks:
    - name: Generate and deploy interface descriptions
      cisco.ios.ios_config:
        src: descriptions.j2

(Note: This assumes your NetBox dynamic inventory is configured to provide the interfaces variable for each host.)
2. Project 2: The Dynamic MOTD Banner. This playbook pulls device information from NetBox and uses a Jinja2 template to generate a standardized Message of the Day banner.
· In NetBox: Create custom fields on the Device model for "Contact Person" and "Contact Email". Populate this for your devices.
· Jinja2 Template (motd.j2):
!banner motd #***************************************************************** This device is {{ inventory_hostname }}.* It is located at the {{ site }} site.** For issues, please contact: {{ contact_person }} ({{ contact_email }})****************************************************************#```
· Ansible Playbook (deploy_motd.yml):
YAML
---
- name: Deploy Standard MOTD Banner
  hosts: all
  gather_facts: false
  tasks:
    - name: Generate and deploy banner
      cisco.ios.ios_config:
        src: motd.j2

3. Project 3: The SNMP Configuration Manager. This playbook uses NetBox to define SNMP community strings and location, then templates and applies a standard SNMP configuration.
· In NetBox: Use the built-in "Secrets" feature to store your SNMP read-only and read-write community strings. Assign them to a "Secret Role" (e.g., "SNMP"). On each device, use the config_context field to define which community strings it should use.
· Jinja2 Template (snmp.j2):
Django
snmp-server community {{ snmp_ro_community }} RO
snmp-server community {{ snmp_rw_community }} RW
snmp-server location {{ site }}

· Ansible Playbook (deploy_snmp.yml):
YAML
---
- name: Deploy Standard SNMP Config
  hosts: all
  gather_facts: false
  tasks:
    - name: Configure SNMP
      cisco.ios.ios_config:
        src: snmp.j2

4. Project 4: The OSPF Configuration Generator. A more advanced playbook that generates and deploys OSPF configurations based on data in NetBox.
· In NetBox: Create a tag called "OSPF-Enabled". Apply this tag to the interfaces on your routers that should participate in OSPF. On the device object for each router, use config_context to define its ospf_process_id and ospf_router_id.
· Jinja2 Template (ospf.j2):
Django
router ospf {{ ospf_process_id }}
 router-id {{ ospf_router_id }}

!{% for interface in interfaces %}{% if 'OSPF-Enabled' in interface.tags %}network {{ interface.ip_address.split('/') }} 0.0.0.0 area 0{% endif %}{% endfor %}```
· Ansible Playbook (deploy_ospf.yml):
YAML
---
- name: Deploy OSPF Config from NetBox
  hosts: routers
  gather_facts: false
  tasks:
    - name: Configure OSPF
      cisco.ios.ios_config:
        src: ospf.j2


Part 4: Real-World Automation Projects

Theory and small examples are great, but the real test is applying these concepts to the complex, multi-step tasks we perform every day. In this section, we'll walk through three common network engineering projects from start to finish, using the tools and mindset we've developed. Each project will follow a professional workflow: Plan, Pre-check, Change, and Post-check.

Chapter 9: Project Walkthrough: Deploying a New VLAN Across Campus

The Scenario: The server team needs a new VLAN, VLAN 550 named "App-Servers-New," deployed across the campus. This VLAN needs to be created on all core and distribution switches and added to the main inter-switch trunk links.
The Old Way: A sleepless night, 20 different SSH windows, and a high chance of forgetting to add the VLAN to a trunk on one switch, leading to a troubleshooting call at 8 AM.
The Automation Way:
· Step 1: The Plan (Updating the SoT)
Before we write a single line of code, we update our Source of Truth.
1. In NetBox: Navigate to VLANs.
2. Create a new VLAN:
· VLAN ID: 550
· Name: App-Servers-New
· Site: Campus HQ
· Status: Staged (This is a powerful feature. It means the VLAN is planned but not yet active.)
3. Navigate to the core and distribution switches in NetBox. For each inter-switch trunk interface, edit the interface and add VLAN 550 to its list of tagged VLANs.
4. Once the plan is approved, change the status of VLAN 550 in NetBox from Staged to Active.
Our desired state is now fully documented. The rest of the process is just making the network match this state.
· Step 2: The Pre-Checks (Ansible Playbook)
We need to verify the current state before we make any changes. This playbook will be read-only.
precheck_vlan.yml:
YAML
---
- name: Pre-check for VLAN 550 deployment
  hosts: campus_switches # A group defined in our NetBox inventory
  gather_facts: false

  tasks:
    - name: Check if VLAN 550 already exists
      cisco.ios.ios_command:
        commands: "show vlan id 550"
      register: vlan_check
      ignore_errors: true # Command will fail if VLAN doesn't exist

    - name: Report on existing VLAN
      debug:
        msg: "VLAN 550 already exists on {{ inventory_hostname }}"
      when: "'VLAN not found' not in vlan_check.stdout"

    - name: Check trunk port status
      cisco.ios.ios_command:
        commands: "show interfaces trunk"
      register: trunk_check

    - name: Save trunk status to file
      copy:
        content: "{{ trunk_check.stdout }}"
        dest: "./prechecks/{{ inventory_hostname }}_trunks_before.txt"
      delegate_to: localhost

This playbook checks each switch, reports if the VLAN somehow already exists, and saves the current trunking configuration for later comparison.
· Step 3: The Change (Ansible Playbook)
Now we make the change. This playbook will use the ios_vlans and ios_l2_interfaces modules, which are idempotent.
deploy_vlan.yml:
YAML
---
- name: Deploy VLAN 550 to campus switches
  hosts: campus_switches
  gather_facts: false

  tasks:
    - name: Ensure VLAN 550 exists
      cisco.ios.ios_vlans:
        config:
          - vlan_id: 550
            name: App-Servers-New
        state: present

    - name: Ensure VLAN 550 is on trunk ports
      # We assume 'trunk_interfaces' is a list of interface names
      # pulled from NetBox for each device.
      cisco.ios.ios_l2_interfaces:
        config:
          - name: "{{ item }}"
            trunk:
              allowed_vlans:
                - add: 550
        state: merged
      loop: "{{ trunk_interfaces }}"

This playbook is elegant and readable. It ensures the VLAN exists and then ensures it's added to the allowed list on the specified trunk ports. The state: merged is important; it means we're adding to the existing configuration, not replacing it.
· Step 4: The Post-Checks (Ansible Playbook)
Finally, we verify that our change had the intended effect. This looks very similar to our pre-check playbook.
postcheck_vlan.yml:
YAML
---
- name: Post-check for VLAN 550 deployment
  hosts: campus_switches
  gather_facts: false

  tasks:
    - name: Verify VLAN 550 exists
      cisco.ios.ios_command:
        commands: "show vlan id 550"
      register: vlan_check

    - name: Report on VLAN status
      debug:
        msg: "SUCCESS: VLAN 550 found on {{ inventory_hostname }}"
      when: "'VLAN not found' not in vlan_check.stdout"

    - name: Check trunk port status after change
      cisco.ios.ios_command:
        commands: "show interfaces trunk"
      register: trunk_check

    - name: Save trunk status to file for comparison
      copy:
        content: "{{ trunk_check.stdout }}"
        dest: "./postchecks/{{ inventory_hostname }}_trunks_after.txt"
      delegate_to: localhost

After running this, you have a complete audit trail. You have the "before" and "after" state of your trunks saved in files, and a clear success message for each device. You can hand this to your change manager and be confident the job was done correctly and consistently.

Chapter 10: Project Walkthrough: Updating Firewall ACLs Safely

The Scenario: The security team has mandated a new rule that needs to be added to the OUTSIDE-IN access list on all of your internet-edge firewalls. The rule is to deny a newly identified malicious IP address, 1.2.3.4.
The Old Way: Manually editing large ACLs is terrifying. One wrong line number, and you could lock yourself out or take down the entire company's internet access. You check and double-check, but the risk of human error is high.
The Automation Way: We will define our ACLs as data (in YAML), which is much easier to read and manage than raw ACL syntax.
· Step 1: Defining ACLs as Code (Using YAML)
We create a YAML file that represents our ACL rules. This becomes our new Source of Truth for this policy.
acl_policy.yml:
YAML
- name: OUTSIDE-IN
  rules:
    - action: permit
      protocol: tcp
      source: any
      destination: 10.10.10.5 # Web Server
      port: 443
    - action: deny
      protocol: ip
      source: 1.2.3.4
      destination: any
      log: true
    #... other rules

This is far more readable than a traditional ACL. To add the new rule, we simply add the new entry to this file. This file can be stored in Git, so we have a full history of every change made to our security policy.
· Step 2: The Dry-Run (Generating and Diffing)
We never want to push a security policy blind. Our first step is a "dry run" playbook that generates the vendor-specific configuration but does not apply it.
generate_acl.yml:
YAML
---
- name: Generate and diff ACLs
  hosts: firewalls
  connection: local # We are running this on our machine, not the firewall
  gather_facts: false

  tasks:
    - name: Load ACL policy from YAML
      include_vars:
        file: acl_policy.yml
        name: policy

    - name: Generate vendor-specific ACL config
      template:
        src: cisco_asa_acl.j2 # A Jinja2 template to convert YAML to ASA syntax
        dest: "./generated_acls/{{ inventory_hostname }}.conf"

    - name: Get current ACL from firewall
      cisco.asa.asa_command:
        commands: "show running-config access-list OUTSIDE-IN"
      register: current_acl

    - name: Compare generated config with current config
      diff:
        before: "{{ current_acl.stdout }}"
        after: "{{ lookup('file', './generated_acls/{{ inventory_hostname }}.conf') }}"
      register: diff_output

    - name: Display the diff
      debug:
        var: diff_output.diff

This playbook is incredibly safe. It reads our policy, uses a Jinja2 template to convert it into the correct Cisco ASA syntax, pulls the current ACL from the live firewall, and then shows you a diff. You will see exactly which lines will be added, changed, or removed. You can review this diff with the security team for approval before moving on.
· Step 3: The Deployment
Once the diff is approved, the deployment playbook is simple.
deploy_acl.yml:
YAML
---
- name: Deploy new ACL configuration
  hosts: firewalls
  gather_facts: false

  tasks:
    - name: Deploy the generated ACL
      cisco.asa.asa_config:
        src: "./generated_acls/{{ inventory_hostname }}.conf"

This playbook takes the configuration file we generated and reviewed in the dry-run step and applies it to the firewall. Because we are confident in the generated file, this step is low-risk.
· Step 4: The Validation
How do we know the rule is working? We can try to ping from the malicious source (in our lab) or, more practically, check the hit counters on the ACL entry.
validate_acl.yml:
YAML
---
- name: Validate ACL deployment
  hosts: firewalls
  gather_facts: false

  tasks:
    - name: Check the ACL hit counters
      cisco.asa.asa_command:
        commands: "show access-list OUTSIDE-IN | include 1.2.3.4"
      register: acl_check

    - name: Display hit counter information
      debug:
        var: acl_check.stdout_lines

This playbook runs the show access-list command and filters for our new rule. You can run this after deployment and again a day later to see the hit counter increasing, proving the rule is active and matching traffic.

Chapter 11: Project Walkthrough: Proactive BGP Peer Validation

The Scenario: Your network has dozens of BGP peers with various ISPs and partners. A peer goes down, but you only find out when a user complains about slow access to a specific service. You need a way to proactively monitor the health of all your BGP sessions.
The Old Way: Manually logging into each edge router and typing show ip bgp summary. It's tedious, so it doesn't get done regularly.
The Automation Way: We'll build a Python script that uses NetBox as the SoT for our BGP peers and NAPALM to get the live state, then compares the two and generates a report.
· Step 1: Modeling BGP in NetBox
NetBox doesn't have a native BGP model, but we can use its powerful features to create one.
1. Custom Fields: We can add custom fields to Sites or Devices to store our local ASN.
2. Tags: We can create a tag called "BGP-Peer" and apply it to the IP addresses in NetBox that are our BGP neighbors.
3. Device Context: A more advanced method is to use device context, where we can store structured data (JSON) directly on a device object in NetBox, defining its peers, their ASNs, and their descriptions.
For our example, we'll assume we've tagged our peer IPs in NetBox.
· Step 2: The Data Pull (Python Script)
This part of the script will connect to a router and use NAPALM's get_bgp_neighbors function to get the live, structured data about its BGP peers.
· Step 3: The Comparison
This is the core logic. The script will query NetBox to get the intended list of peers and then compare it against the live list from the device.
· Step 4: The Report
The script will generate a simple report highlighting any discrepancies: peers that are in NetBox but not established on the router, or peers that are established but shouldn't be.
validate_bgp.py:
Python
import pynetbox
from napalm import get_network_driver
import getpass
import json

NETBOX_URL = 'http://your-netbox-ip:8000'
NETBOX_TOKEN = 'YOUR_API_TOKEN_HERE'
nb = pynetbox.api(url=NETBOX_URL, token=NETBOX_TOKEN)

username = input("Enter your username: ")
password = getpass.getpass()

# Get all routers from NetBox that have a specific role
edge_routers = nb.dcim.devices.filter(role='edge-router')

for router in edge_routers:
    print(f"--- Validating BGP on {router.name} ---")
    report =

    # --- Get Desired State from NetBox ---
    # Find all IP addresses that belong to this device and have the 'BGP-Peer' tag
    desired_peers_ips = {str(ip.address.split('/')) for ip in nb.ipam.ip_addresses.filter(device_id=router.id, tag='bgp-peer')}

    # --- Get Live State from Device ---
    driver = get_network_driver('ios') # Or 'junos', 'eos', etc.
    device_conn = driver(hostname=router.primary_ip.address.split('/'), username=username, password=password)
    try:
        device_conn.open()
        live_bgp_data = device_conn.get_bgp_neighbors()
        device_conn.close()
    except Exception as e:
        print(f"  ERROR: Could not connect to {router.name}: {e}")
        continue # Skip to the next router

    # The structure of live_bgp_data can be complex, let's simplify
    live_peers = set()
    for vrf, vrf_data in live_bgp_data.items():
        for peer_ip, peer_data in vrf_data['peers'].items():
            if peer_data['is_up']:
                live_peers.add(peer_ip)

    # --- Compare and Report ---
    print(f"  Desired Peers: {desired_peers_ips}")
    print(f"  Live Established Peers: {live_peers}")

    # Check for peers that should be up but aren't
    down_peers = desired_peers_ips - live_peers
    for peer_ip in down_peers:
        report.append(f"  ALERT: Peer {peer_ip} is defined in NetBox but is not established.")

    # Check for peers that are up but shouldn't be
    unexpected_peers = live_peers - desired_peers_ips
    for peer_ip in unexpected_peers:
        report.append(f"  ALERT: Peer {peer_ip} is established but not defined in NetBox.")

    if not report:
        print("  STATUS: OK. All peers match desired state.")
    else:
        for line in report:
            print(line)

You can schedule this Python script to run every morning. The output gives you an instant health check of your entire BGP edge. You can easily extend it to send an email or a Slack message only when an alert is generated. This is the essence of proactive network management through automation.

Part 5: The Path Forward

You've come a long way. You've gone from managing devices to managing a network with code. You've learned how to use Python and Ansible, how to work with structured data, and how to build your automation on a solid Source of Truth. So, what's next? This final section explores how to combine your tools for greater power and what this new skill set means for your career.

Chapter 12: Bridging Your Tools: The Power of Synergy

You don't have to choose between Python and Ansible. The most powerful automation solutions often use both, letting each tool do what it does best.
· When to Use Python vs. When to Use Ansible
· Use Ansible for:
· State enforcement and configuration management (e.g., ensuring NTP is configured).
· Simple, repeatable tasks across large numbers of devices.
· Orchestrating a sequence of steps (pre-check, change, post-check).
· When you want a simple, human-readable playbook.
· Use Python for:
· Complex logic and data manipulation (e.g., our BGP validation script).
· Interacting with multiple different APIs (e.g., NetBox, ServiceNow, and a weather API).
· When you need to process and transform large amounts of data.
· Building custom tools and applications.
· The Ultimate Combo: Calling Your Custom Python Scripts from Ansible
Ansible can easily execute any script on your control machine. This means you can build a complex data-gathering and analysis script in Python and then use Ansible to run it as part of a larger workflow.
Imagine an Ansible playbook for a data center migration:
1. Task 1 (Ansible): Use the ios_command module to shut down the BGP session on the old router.
2. Task 2 (Ansible): Use the script module to run a Python script that checks a monitoring tool's API to confirm traffic has drained.
3. Task 3 (Ansible): Use the ios_config module to apply the new configuration to the new router.
4. Task 4 (Ansible): Use the script module to run our validate_bgp.py script to confirm the new peering is stable.
This combines the declarative power of Ansible for configuration with the logical power of Python for validation.
· Introduction to Building Your Own Ansible Modules
For very advanced use cases, if there isn't an Ansible module that does exactly what you need, you can write your own in Python. An Ansible module is just a Python script that takes arguments, performs an action, and returns JSON. This allows you to create reusable, idempotent tools that feel native to the Ansible ecosystem.




Chapter 13: From Scripts to Orchestration

Running playbooks from your laptop is great for getting started, but a professional automation environment needs more. It needs scheduling, role-based access control (RBAC), and a central place to view logs and results.
· What's Next? Chaining Your Playbooks into Workflows
Many tasks aren't a single playbook but a sequence of them. An orchestration tool allows you to build these sequences, called workflows. For example: "Run the pre-check playbook. If it succeeds, run the change playbook. If that succeeds, run the post-check playbook. If any step fails, run the rollback playbook and send a notification."
· Introduction to AWX/Ansible Tower for RBAC, scheduling, and webhooks
· AWX is the free, open-source upstream project for Red Hat Ansible Automation Platform (formerly Ansible Tower). It provides a web-based UI for managing your Ansible automation.
· Key Features:
· Web UI: A central dashboard to run playbooks, view job history, and manage inventory.
· RBAC: You can give your junior engineers permission to run only the "show command" playbooks, while only senior engineers can run the "configuration change" playbooks.
· Scheduling: Run your compliance and backup playbooks automatically every night.
· API: AWX has its own API, which allows it to be integrated with other tools. This is where webhooks come in.
· Your First ChatBot: Using Slack/Teams to run read-only commands securely
This is where things get really cool. You can integrate your orchestration tool with a chat application like Slack or Microsoft Teams. This is often called "ChatOps."
The Workflow:
1. A network operator types a command in a Slack channel, like /netbot show arp 192.168.1.10.
2. Slack sends a "webhook" (an API call) to your AWX server.
3. AWX receives the request, verifies the user has permission, and launches a specific playbook.
4. The playbook runs the show ip arp command on the requested device.
5. AWX posts the output back to the Slack channel.
This is incredibly powerful. It allows your operations team to safely get the data they need from the network without having to give them direct SSH access to the devices. You control exactly which commands they can run through pre-approved, audited playbooks.

Chapter 14: Your New Career: The Network Automation Engineer

Congratulations. You are no longer just a network engineer. You are a network automation engineer. This is more than just a new title; it's a fundamental shift in how you approach your work and your career.
· How the Role of a Senior Network Engineer is Evolving
The industry is changing. The demand for engineers who can only work in the CLI is shrinking. The demand for engineers who can write code, build automation, and manage infrastructure as a system is exploding. Your deep knowledge of networking protocols is still your most valuable asset. But when you combine that domain expertise with automation skills, you become one of the most valuable people in the industry. You are the bridge between traditional networking and modern software practices.
· Skills to Learn Next: CI/CD Pipelines, Testing Frameworks, and Go
This book is your foundation, but the learning never stops.
· CI/CD Pipelines: This stands for Continuous Integration/Continuous Deployment. It's a software development concept where every change is automatically tested and, if it passes, deployed. In our world, this means a change to a Jinja2 template in Git could automatically trigger a dry-run playbook in AWX.
· Testing Frameworks (Pytest): For more complex Python applications, you'll want to write automated tests to ensure your code works as expected. Pytest is the standard for this.
· Go (Golang): While Python is fantastic, Go is another programming language that is gaining huge popularity in the infrastructure world for its performance and simplicity.
· Giving Back: Contributing to Open-Source Networking Projects
The tools we've used in this book—Netmiko, NAPALM, Ansible, NetBox—are all open-source. They are built and maintained by a community of engineers just like you. One of the best ways to learn and grow is to contribute back. Found a bug? Submit a fix. Have an idea for a new feature? Help build it. Participating in the open-source community is a fantastic way to hone your skills, build your professional network, and help create the next generation of tools for our industry.
You started this journey as an expert in networking. You end it as an expert with a new set of superpowers. The future of networking is being written in code, and now, you are one of its authors.

Appendices


A: Useful Python Libraries for Networking

· Netmiko: The go-to library for low-level SSH connectivity to network devices.
· NAPALM: For multi-vendor abstraction and retrieving structured data.
· pynetbox: The official client library for interacting with the NetBox API.
· Jinja2: For templating configuration files.
· Requests: A simple and powerful library for making direct HTTP API calls.
· Pandas: For advanced data analysis and manipulation. Useful for analyzing large outputs or creating reports.

B: Essential Ansible Modules for Networking

· Generic:
· ansible.netcommon.network_cli: The underlying connection plugin for most network devices.
· ansible.builtin.template: For rendering Jinja2 templates.
· ansible.builtin.debug: For printing variables and messages.
· Cisco IOS/IOS-XE (cisco.ios collection):
· ios_facts: Gathers structured data about the device.
· ios_command: Runs arbitrary read-only commands.
· ios_config: Pushes configuration lines to a device.
· ios_vlans: Manages VLANs idempotently.
· ios_l2_interfaces: Manages Layer 2 interface properties.
· ios_l3_interfaces: Manages Layer 3 interface properties.
· Juniper Junos (juniper.junos collection):
· junos_facts: Gathers facts.
· junos_command: Runs commands.
· junos_config: Loads configuration (supports different formats like set, XML).
· junos_vlans: Manages VLANs.
· Arista EOS (arista.eos collection):
· eos_facts: Gathers facts.
· eos_command: Runs commands.
· eos_config: Pushes configuration lines.
· eos_vlans: Manages VLANs.

C: Git Command Quick Reference for Network Engineers

· git init: Initialize a new repository in the current directory.
· git clone [url]: Copy a remote repository to your local machine.
· git status: See the current state of your files (modified, new, staged).
· git add [file]: Stage a specific file for the next commit.
· git add.: Stage all new and modified files.
· git commit -m "Your descriptive message": Save your staged changes as a new version.
· git log: View the history of all your commits.
· git diff: See the differences between your current changes and the last commit.
· git checkout [branch-name]: Switch to a different branch.
· git branch [new-branch-name]: Create a new branch.
· git push: Send your committed changes to a remote repository (like GitHub).
· git pull: Fetch and merge changes from a remote repository.
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