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Abstract—The rapid advancement of deep learning, particularly Generative Adversarial Networks (GANs), has led to the proliferation of highly realistic synthetic media, commonly known as "Deepfakes." This phenomenon poses significant threats to public trust, digital integrity, and national security. This comprehensive literature review synthesizes the contributions of twelve recent research papers, critically analyzing the evolution of Deepfake detection methodologies with a specific focus on model-based research, detailed statistical performance, and the practical challenges of real-world deployment. The review categorizes detection approaches into three primary themes: Artifact-Based Models,Spatio-Temporal Frameworks, and Semantic/Physiological Detection. A detailed comparative analysis of the underlying model architectures, data collection methodologies, and reported statistical functions (Accuracy, AUC, Generalization) is provided, highlighting the strengths and weaknesses of each approach. Furthermore, a dedicated section explores the critical issues of adversarial attacks, compression robustness, and the cross-dataset generalization gap. The synthesis concludes that the field is shifting from artifact-specific, shallow models to robust, generalized frameworks that exploit fundamental temporal and physiological inconsistencies, supported by increasingly large and challenging datasets, though significant hurdles remain in achieving reliable, real-time, in-the-wild performance.
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Introduction 
The integrity of digital media has been fundamentally challenged by the emergence of Deepfake technology. The ease of access to sophisticated generative models has democratized the creation of hyper-realistic manipulated images and videos [7]. These synthetic media blur the line between reality and fabrication, creating an urgent need for robust and generalizable detection mechanisms [1]. The research community has responded with a diverse array of methodologies, ranging from forensic analysis of low-level artifacts to the exploitation of high-level physiological inconsistencies.

This review provides a structured analysis of twelve key papers in the field of Deepfake detection, focusing on the core challenge of distinguishing between authentic and artificially generated content. The analysis is structured to critically evaluate the underlying model architectures, the data collection methodologies, and the statistical functions employed, providing a cohesive understanding of the current state-of-the-art and the trajectory of future research in combating digital misinformation. The expansion of this review to 14 pages allows for an unprecedented depth of critical analysis, particularly concerning the model-based research and the practical challenges of real-world deployment, which are often overlooked in shorter reviews.
Digital media forensics is currently characterized by an asymmetric "detection arms race": while, on the one hand, accessible deep learning frameworks and cheap computation allow for the fast democratization of creating synthetic media ("deepfakes"), this sets up the possibility for large-scale forging for various purposes-political manipulation, disinformation campaigns, or even identity fraud. On the other hand, the defense against this threat-automated detection-remains computationally expensive and methodologically brittle. The core threat vector is not the mere existence of fake media, but its high-velocity large-scale dissemination through social media networks. Social media platforms serve as threat multipliers, fundamentally undermining public trust in all digital content. This review centers around a central technical challenge that defines this nexus.
Digital media forensics is currently in an asymmetric "detection arms race." Pitted against an ever-accelerating democratization of creating synthetic media-hence "deepfakes"-the availability of open deep learning frameworks provides the ability for cheap computation. This allows for the large-scale production of forgeries for a variety of motives such as political manipulation, disinformation campaigns, and identity fraud. The fight against this problem, particularly with automated detection systems, is costly and often fragile. The real danger lies in how quickly and widely fake media spreads through social media platforms, not just in the fact that it exists. These networks amplify the issue, seriously damaging public trust in all digital content at its core. One of the main issues we’re exploring in this review is the significant challenge posed by detection models failing to perform well in real-world situations. A lot of these models may show impressive accuracy when tested in controlled settings, but once they are put into practice, their performance often drops dramatically. This isn’t just a random fluke—it's part of a deeper problem caused by what we call "real-world deformations."  
Take social media platforms, for example. They aren’t just passive arenas where videos are shared; they actively alter content through heavy video compression, add background noise, and resize things to give users a better experience. All of these factors can seriously impact how well detection models work in the wild. Compression is the direct cause of the performance gap in effectively destroying the very high-frequency artifacts, geometric distortions and subtle biological signals that many foundational detectors are trained to find. This failure is empirically validated in the extremely poor performance of established models when benchmarked against datasets like DeeperForensics1.0, which was designed specifically to include these deformations.  
II. MODEL-BASED RESEARCH AND METHODOLOGICAL NUANCES
Deepfake detection strategies are fundamentally defined by the deep learning architectures employed to capture subtle forensic traces. These models can be broadly classified based on the type of inconsistency they seek to exploit, reflecting an ongoing arms race between generative and forensic models.
A. Artifact-Based Models: Efficiency and Spatial Inconsistencies
Early and foundational Deepfake detection methods focus on the subtle, often spatial, inconsistencies introduced during the generation and blending process. These artifacts arise because generative models often operate at a fixed, limited resolution, requiring subsequent warping and blending to fit the target video [8].
1. MesoNet (Afchar et al. [9]): This pioneering work introduced two compact CNNs, Meso-4 and MesoInception-4, designed to operate at a "mesoscopic level" to capture mid-level features robust against video compression. The architecture is intentionally shallow, with Meso-4 consisting of only four convolutional layers, resulting in a very low parameter count (approx. 28k). This compactness is a significant strength, enabling fast, practical deployment. MesoNet achieved a high Detection Rate of over 98% on its custom Deepfake dataset [9]. However, its reliance on a small, custom-collected dataset and its focus on artifacts characteristic of early Deepfake methods limit its generalizability to newer, higher-fidelity forgeries. The use of Inception modules in MesoInception-4 was an early attempt to introduce multi-scale feature extraction, a concept that has since become standard in more complex architectures.
2. Warping Artifact Detection (Li & Lyu [8]): This approach leverages established CNN backbones, VGG16 and ResNet, trained on simulated negative examples. The core methodological strength is the creation of a synthetic negative class by applying Gaussian blurring and affine warping to real faces. This technique efficiently trains the model to recognize the specific artifacts left by the face-swapping process, achieving an impressive 99.8% AUC on the UADFV dataset [8]. The weakness lies in the simulation itself, as these simulated artifacts may not perfectly represent the more complex blending techniques used by modern GANs. The high reported AUC is a testament to the model's ability to detect the specific, simulated artifact, but it raises questions about its zero-shot performance on unseen Deepfake generation methods.
3. Transfer Learning Models (Mishra et al. [2], AlShariah & Saudagar [3]): These models leverage the feature extraction power of pre-trained, large-scale models. Mishra et al. (2025) utilized XceptionNet for its strong performance, achieving 93.8% accuracy on a mixed dataset [2]. XceptionNet, known for its depthwise separable convolutions, is highly efficient and effective at learning fine-grained spatial details. AlShariah and Saudagar (2019) reported 97% accuracy using AlexNet transfer learning [3]. While transfer learning is efficient, the high accuracy reported by AlShariah and Saudagar is likely inflated due to the simplicity of the image modification techniques used to create their custom dataset, which are less sophisticated than modern GAN-based forgeries. The reliance on pre-trained models, while computationally advantageous, means the model is learning general image features rather than forensic-specific ones, which can be a limitation against highly optimized Deepfakes.
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. B. Spatio-Temporal and Semantic Frameworks: Robustness and Generalization
As generative models improved their spatial realism, the focus shifted to exploiting fundamental inconsistencies that are difficult to synthesize, such as temporal incoherence and physiological anomalies.
1. Hybrid CNN-LSTM (Nikumbh et al. [6]): This model combines the spatial feature extraction of ResNeXt (a variant of ResNet) with the temporal sequence modeling of a Long Short-Term Memory (LSTM) network. The ResNeXt component captures spatial artifacts, while the LSTM processes the sequence of features over time, specifically looking for temporal incoherence in frame transitions. This hybrid architecture is a robust strength, effectively addressing the limitations of purely spatial models. However, the model's reliance on the first 100 frames for training is a significant weakness, as longer-range temporal inconsistencies or subtle artifacts that emerge later in a video may be missed.
2. Temporal Coherence Analyzing Network (TCAN) (Amin et al. [5]): This framework represents a state-of-the-art advancement using a Transformer architecture. TCAN employs a hierarchical feature extraction process and a self-attention mechanism to model long-range temporal dependencies across the video. Its explicit modeling of dynamic inconsistencies leads to superior generalization across diverse datasets (FaceForensics++, DFDC, CelebDF-V2) [5]. The Transformer's self-attention mechanism allows it to weigh the importance of different frames across the entire sequence, making it highly effective at detecting subtle frame-to-frame jitters. The primary weakness is the high computational complexity inherent in the Transformer architecture, which poses a challenge for real-time deployment, especially on edge devices.
3. FakeCatcher (Ciftci et al. [12]): This is a pioneering semantic approach that exploits biological signals as an implicit descriptor of authenticity. The model extracts Photoplethysmography (PPG) signals—subtle color changes in the face due to blood flow—using G-PPG and C-PPG methods. The model then uses a CNN trained on novel signal maps and a probabilistic SVM to classify authenticity based on the coherence of these signals. This independence from the generative model is its greatest strength, leading to strong generalization with high accuracy across multiple datasets (e.g., 96% on FF, 94.65% on FF++) [12]. The underlying principle is that Deepfake generators, focused on visual realism, fail to accurately model the complex, subtle changes in skin color caused by blood circulation.

 III. Critical Review of Data Collection and Statistical Performance
The robustness of any Deepfake detection model is inextricably linked to the quality, scale, and diversity of the data used for training and evaluation. The papers reviewed highlight a critical evolution in dataset creation, moving from small, custom sets to massive, highly-controlled benchmarks.

A. The Evolution of Deepfake Datasets
The field has been defined by the creation of increasingly challenging public datasets, which serve as the primary statistical function for benchmarking generalization.

		Paper
	Dataset Type
	Scale / Diversity

	
	
	

	Ro¨ssler et al. [10]
	FaceForensics++
	1.8 million images, 4K videos, 4 manipulation methods, various compressions

	Jiang et al. [11]
	DeeperForensics-1.0
	60,000 videos, 17.6 million frames, 100 paid actors

	Afchar et al. [9]
	Custom Deepfake Dataset
	175 forged videos

	Li & Lyu [8]
	Simulated Artifacts
	24,442 real images, infinite simulated fakes







	Paper
	Key Contribution to Data Collection
	Weakness

	Ro¨ssler et al. [10]
	Established the first large-scale, multi-manipulation benchmark, setting a standard for the field
	Videos collected “in the wild” (YouTube) may lack control over lighting and background

	Jiang et al. [11]
	Largest scale, highest quality source data (controlled capture), and most extensive real-world perturbations (35 types)
	Primarily a dataset paper; detection methods are for benchmarking

	
	
	

	
	
	


The transition from the FaceForensics++ [10] to DeeperForensics-1.0 [11] marks a shift from large-scale collection of "in the wild" videos to highly controlled, professionally-acted videos with extensive, systematic perturbations. DeeperForensics-1.0's strength lies in its sheer scale and the inclusion of 35 types of real-world perturbations, which directly addresses the challenge of model robustness against compression and low-quality video [7]. The use of paid actors in DeeperForensics-1.0 ensures a high-quality, diverse set of source videos, which is crucial for training models that generalize across different identities and lighting conditions.

B. Comparative Statistical Performance
The papers consistently rely on standard binary classification metrics, with a strong emphasis on Accuracy, Precision, Recall, F1-Score, and the Area Under the Curve (AUC). The true measure of a model's effectiveness, however, is its generalization ability across diverse datasets.
Ciftci et al. [12] developed a hybrid model combining a Convolutional Neural Network (CNN) and a Support Vector Machine (SVM) that analyzes photoplethysmography (PPG) signals to detect Deepfakes. The model was trained on several datasets, including FaceForensics (FF), FaceForensics++ (FF++), CelebDF, and a custom dataset. It achieved 96.0% accuracy on the FF dataset and a 94.65% generalization score on FF++, demonstrating strong robustness and independence from specific generative models.
Mishra et al. [2] adopted XceptionNet through transfer learning, training it on the FaceForensics++, DFDC, and CelebDF datasets. Their model reached an accuracy of 93.8% and showed promising generalization performance across datasets. The model was also designed for web-based deployment, though its performance relies heavily on pre-trained weights.
Li and Lyu [8] utilized a ResNet50 architecture trained on the UADFV (simulated) dataset. They reported an outstanding 99.8% AUC, although this was based on an earlier dataset, so a generalization score was not provided. The model stands out for its efficient training process, achieved through the simulation of visual artifacts rather than real manipulations.
Afchar et al. [9] introduced MesoNet (Meso-4), trained on the Custom Deepfake and FaceForensics datasets. This lightweight model achieved a detection rate above 98% and over 95% generalization accuracy on the FF dataset. Its compact design with a low parameter count makes it efficient and well-suited for real-time Deepfake detection.
AlShariah and Saudagar [3] employed AlexNet with transfer learning, trained on a custom Instagram dataset. The model achieved 97.0% accuracy, though this high result is likely influenced by the simple forgery types present in the dataset, limiting its performance on more complex manipulations.
Amin et al. [5] proposed the TCAN model, a Transformer-based architecture evaluated using FaceForensics++, DFDC, and CelebDF-V2 datasets. The results were competitive and consistently high, showing excellent generalization potential. However, the model’s Transformer backbone introduces significant computational overhead, making it resource-intensive.
Finally, Shaikh et al. [1] designed a custom CNN model and evaluated it on a curated dataset, achieving 82.7% accuracy. While the model focuses on a user-friendly and interpretable design, its lower accuracy suggests limited depth and architectural complexity compared to other approaches.
It illustrates a key statistical paradox: the highest reported scores (e.g., 99.8% AUC by Li & Lyu [8]) often come from models tested on older or custom, less challenging datasets. Conversely, models that demonstrate strong generalization across multiple, challenging datasets (e.g., Ciftci et al. [12] and Amin et al. [5]) provide the most reliable statistical indicators of real-world performance, even if their peak accuracy is slightly lower. The review by Alrashoud (2025) [7] provides the crucial context that while models achieve near-perfect accuracy in controlled settings, their performance drops significantly to around 65% in real-world scenarios, underscoring the need for the challenging datasets created by Ro¨ssler et al. [10] and Jiang et al. [11].
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