
IMPROVED DATA PSEDUOMIZATION AND HRAS WITH DATA DIDDLING IN BLOCKCHAIN HEALTHCARE USING PSK-ECC AND STh-RNN
Abstract: Outsourcing of data into the cloud has become an effective trend in modern-day computing due to its ability to provide low-cost, pay-as-you-go IT services. Although cloud-based services offer many advantages, the privacy of outsourced data is a big concern. To mitigate this concern, it is desirable to outsource sensitive data in an encrypted form, but the cost of the encryption process would increase the heavy computational overhead on thin clients such as resource-constrained mobile devices.  In this work, pseudonymization techniques for improving data privacy, role-based authorization techniques, and data diddling identification process are introduced. At first, IoT data users registered into the hospital cloud server, and the Geolocation and IP address are collected and converted into a binary number using 2CBA and also used in the key generation centre to generate the keys. Next, the registration details are stored in the user profile database to train the STh-RNN Algorithm. After registration, the transactions are monitored by the Block Chain Server. Next, the IoT data user sends the request to the Block chain server to access the IoT data which forwards the request to the corresponding data user. After that, the data user accepts the request and the Authorization Server generates the Authorization Code using HRAS-BH Technique, the sensed IoT data are converted into a pseudonymized format using the PSK-ECC technique to improve the data privacy, and the IP address is binarized. The binary converted value is checked with the data diddling identification phase. If the data is attacked then the alert message is sent, otherwise, the sensed data is transferred to corresponding requested users after authorized using the corresponding hash code. 
Key Words: 2’s Complement Binary Addition Technique (2CBA), Swish Tanh – Recurrent Neural Network (STh-RNN) Algorithm, public secret key – ECC (PSK-ECC), Hashed Role-based Access Structure using Blake Hashing (HRAS-BH),  Blockchain server, psedonymization, depseudonymization, key generation, data privacy.
1. INTRODUCTION
Healthcare Internet of Things (IoT) has been introduced as a promising paradigm to provide comprehensive and different types of health services and it greatly improves the quality of health care [1]. A typical healthcare IoT architecture consists of a wireless body sensor network (WBSN) [2]. The WBAN is one such combination of tiny wearable devices referred to as medical sensors attached to a patient’s body in remote health monitoring systems [3]. The WBAN is used to monitor a patient’s physiological parameters such as temperature, heart rate, brain wave, blood pressure, blood sugar level, electrocardiography (ECG), and so on [4, 5]. These monitored health-related data are shared with the remote health care and healthcare professionals by uploading the health-related data to the cloud server via the gateway [6]. Based on these collected health data, the medical professionals at the healthcare centre can continuously monitor the medical users’ health conditions and as well quickly react to users’ life-threatening situations and save their lives [7, 8]. 

Although the Healthcare IoT system can benefit medical users by providing high-quality pervasive healthcare monitoring, the system was highly vulnerable to external attacks and data leakages [9, 10]. This is because the sensor nodes are often deployed in hostile environments with low bandwidth and insecure communication channels [11]. This may lead to malicious data modifications and data forgery that result in the violation of a user’s privacy [12].

To protect the confidentiality of the Healthcare IoT system and biomedical data, several privacy-preserving schemes have been introduced. Most of the existing schemes are constructed based on Homomorphic encryption (HE) [13]. HE-based schemes enable privacy-preserving by homomorphically encrypting the clinical decision model and data, which may incur prohibitive computational overheads, heavy storage overheads and also lead to expensive communication costs [14, 15]. In some instances, the existing techniques have either poor performance or fail to satisfy the security requirements [16]. Furthermore, most of the existing works are suffering from the heavy certificate management burden, key escrow issue, and key distribution problem [17, 18]. In order to overcome such issues, the work has proposed animproved data pseduomization and HRAS with data diddling in block chain healthcare using PSK-ECC and STh-RNN

The rest of the paper is organized as follows: Section 2 surveys the associated works regarding the proposed method. Section 3 explains the proposed methodology called animproved data pseduomization and HRAS with data diddling in block chain healthcare using PSK-ECC and STh-RNN. Section 4 illustrates the results and discussion for the proposed method based on performance metrics. Finally, Section 5 concludes the paper with future work.

2. LITERATURE SURVEY

Koosha Mohammad Hosseinet al. [19] presented an architecture called Blockchain-based IoT Healthcare application (BC-Health) that enabled the data owners to define their desired access policies over their privacy-sensitive healthcare data. BC-Health was composed of two separate chains for storing access policies and data transactions. The scheme efficiently addressed the real-world development challenges of BC, i.e., scalability, delay, and overhead, by the adoption of a clustering approach. The extensive experimental analysis proved the efficiency of BC Health in terms of computation and processing time and its resilience against several security attacks. But the scheme was ineffective towards the new types of attacks.

HarmanjeetKauret al. [20] introduced Privacy-Preserving Collaborative Filtering (PPCF) scheme on Arbitrary Distributed Data (ADD) based on multi-party random masking and polynomial aggregation techniques. Here, offline model generation and online prediction generation were considered. Three protocols have been considered for the privacy preservation of each protocol. The Paillier-homomorphic encryption system was used for the calculation of the length of vector X securely. The experimental results demonstrated that the scheme maintained the data owner’s confidentiality and privacy measure. Moreover, the scheme had not affected the accuracy of prediction generation on integrated data. Comparative analysis of the scheme had also been done with other related schemes based on off-line and online computation overheads, and it had been demonstrated that the scheme showed significant improvement by a factor of 36% (approx).But, this approach had not utilized the resources properly.


RafikHamzaet al. [21] developed a privacy-preserving chaos-based encryption cryptosystem for patients’ privacy protection. The developed cryptosystem protected the patient’s images from a compromised broker. In particular, a fast probabilistic cryptosystem was introduced for secure medical keyframes that were extracted from wireless capsule endoscopy procedures by a prioritization method. The encrypted images produced by the cryptosystem exhibited randomization behavior, which guaranteed the computational efficiency as well as the highest level of security for the keyframes against various attacks. Furthermore, it processed the medical data without any information leakage, thus the patient’s privacy was preserved by allowing only authorized users for decryption. The experimental results and security analysis from different perspectives verified the excellent performance of the encryption cryptosystem compared to other recent encryption schemes. But the scheme showed poor performance towards the multiple data. 
 
Yang Yanget al. [22] presented a privacy-preserving smart IoT-based healthcare big data storage system with self-adaptive access control for both normal and emergency situations. In a normal application, the healthcare staff with proper attribute secret keys had the data access privilege; in the emergency application, patients’ historical medical data were recovered by a password-based break-glass access mechanism. The storage overhead in the big data storage system was saved by a secure de-duplication method that was designed for the elimination of duplicate medical files with identical data, which might be encrypted with different access policies. A highlight of this smart secure de-duplication method was that the remaining medical file after the de-duplication was accessed by all the data users authorized by the different original access policies. This smart healthcare big data storage system was formally proved to be secure and extensive comparison and simulations demonstrated its efficiency. However, the computation complexity of the scheme was high.

Nabil Giweli et al. [23] presented a model for the prevention of unauthorized data access in the cloud. The method was based on a combination of cryptography techniques, such as the Chines Remainder Theorem, symmetric and asymmetric encryptions. The method combined access control and key sharing in one mechanism. In addition, the method used a unique key for data encryption. Only authorized users could access the key for decrypting the encrypted data. The experimental analysis stated that the method was efficient and also minimized the computational overhead. Moreover, the method was also flexible and suitable for the protection of clients’ data in the cloud computing environment. The scheme showed performance degradation towards the noisy data.

3. PROPOSED SECURE DATA TRANSFER SYSTEM
Cloud Computing provides the facility to access shared resources and common infrastructure in a ubiquitous and transparent way, offering services on-demand, over the network, and performing operations that meet changing needs. In addition, the advance of machine-to-machine communication (M2M) enables the direct interaction of pervasive healthcare sensors with the Internet and by extension with Cloud Computing systems. This communication with the Internet has been recently introduced as the ‘Internet of Things’ (IoT). IoT utilizes specific protocols for inter-device and Internet communication, provides real time access to device information and allows the remote management of the devices. On the other hand, this paradigm also involves many security and privacy risks that lead to concerns among patients and medical workers who are being particularly afraid of losing the control over sensitive medical records while storing them on not fully trusted third-party servers. Regarding this in this paper an efficient Data Pseduomization and HRAS with Data Diddling in Block Chain Healthcare using PSK-ECC and STh-RNN is proposed. The proposed method prevents healthcare data from various security issues by utitizing the pseudomymization and data diddling identification mechanisms. The block diagram of the proposed methodology is shown in below figure 1,
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Figure 1: Block diagram of the proposed methodology
3.1 Registration
Registration is a process by which a patient's name and identity are enrolled into the records of the hospital to provide services of the hospital to the patient and to keep a track of various services that are availed by each patient. In the proposed methodology, initially, IoT device users and IoT data users register their details into the hospital cloud server and during the registration process the data owner details, device details, IP Addresses, and Geo Locations are gathered. In order to mitigate the IP address attack, the corresponding Geo-Location and IP address of the IoT data user are converted into a binary number using 2’s Complement Binary Addition (2CBA) Technique. The conversion of IP address and Geo-Location is as follows,
To find the 2’s complement, firstly, the 1's complement form is obtained and then 1 is added to the LSB of the 1’s complement of the number. Initially, the binary format of the Geo location and IP address is represented by,

  			(1)
Then the 2’s complement form is denoted as,

				(2)
Then, the binary addition is performed for both the 2’complement of IP address and Geo Location of the IoT device user. It can be expressed as,

					(3)







Where, denotes the converted binary values, is the most significant bit (MSB), is a least significant bit (LSB), represents the 1’s complement of the binary values, denotes the binary addition,  denotes the 2’s complement value, and denotes the output results after the addition of two binary values. 
At the time of registration, the public key, private key, and the public secret key are generated in the key generation centre using the IP address and Geo Location of the IoT data user and IoT device user. After that, the registered details and the binary converted values of the IoT device user are stored in the user profile database. Hence the database details can be expressed as, 

				(4)



Where, denotes the details of the IoT device user, represents the data collected from the user.
3.2 Data Diddling Identification

After registration, the database details are trained by using the Swish Tanh – Recurrent Neural Network (STh-RNN) Algorithm to detect the data diddling in which data is altered before or during the entry in a computer system. A recurrent Neural Network (RNN) is a type of neural network, which use their internal state to process the input data. In RNN, the information cycles through a loop i.e., RNN has memory to store the current input and also what it has learned from the inputs it received previously for the prediction of the output of the particular layer. Unlike other neural networks, RNN reduces the complexity of increasing parameters by providing the same weights and bias values for all layers and memorizing each previous output by giving each output as input to the next hidden layer. The conventional RNN utilizes the tanh activation function to model the input for the next layer. However, the tanh activation function is vulnerable to gradient vanishing problems, which prevents the weights from changing their value. This makes the neural network stop further training. Therefore, in order to improve the classification accuracy, the modified activation function called Swish Tanh, which does not suffer from vanishing gradient problems is used. Thus the architecture of the proposed STh-RNN is shown in figure 2,
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Figure 2: Architecture of STh-RNN






The input layer takes the input to the neural network and the input is processed and passed to the hidden layer. The hidden layer is the middle layer which creates the loop over it with the activation function, weights, and biases. At any time step  the current input of the hidden layer is the combination of input at the time stepand generated at the time step. Thus, the hidden layer output is calculated as,

			(5)

			(6)





Where, is the activation function,  is the weight values between the input and hidden layer,  is the weights between the current and previous hidden layer, is the bias value of the hidden layer. Then, the output layer is calculated as,

						(7)


Where, is the weight values between the hidden and output layer, is the bias value of the output layer. The pseudo-code of the STh-RNN is shown in below figure 3,
[image: ]
Figure 3: pseudo code of STh-RNN
3.3 Blockchain Server
Next to the training process, the secure transfer of data through the block chain server takes place. Blockchain is a system that collects information together in groups, known as blocks, which hold sets of information. In the blockchain, each transaction is time-stamped and collected in a block. A block records some or all of the most recent transactions that have not yet entered any prior blocks. Block metadata comprises of the version of the block (version), time at the block was created (timestamp), the hash of its parent block (previous block’s header hash), a cryptographic hash of all transactions (Merkle root hash), and the number, which can be used only once (Nonce). The general structure of a blockchain server is shown in figure 4, 
[image: ]
Figure 4: structure Blockchain server
Blockchain has a wide range of applications and uses in healthcare. When the IoT data user such as Doctor, Nurse, Lab Technicians wants to access the IoT data, they login to the system for authentication and send a request to the Block chain server. Block Chain server forwards the request to the corresponding data user. Once the user agreed with the request for the transaction, the authorization, Binary conversion of the requested IP address, and data privacy-preserving are performed before it is added as a block in the server. 
3.3.1 Authorization Creation

In the proposed methodology, the authorization server utilizes the Hashed Role-based Access Structure using Blake Hashing (BH) Technique to send the authorization code.  In the proposed system, access structure is created for the access preveiledges based on the defined role of the user, which restricts network access based on a user's role within a hospital. Thus the access structure is used as the input to the Blake hashing algorithm. Blake is a function based on Dan Bernstein's ChaCha stream cipher to generate the hash digests. Blake hashing algorithm operates n-bit words and returns -bit hash value. The algorithm steps are as follows,


Initially, the input message is padded and split into bit blocks, and iteratively inputted to the compression function. The compression function works on the internal state of the bits consists of three steps called initialization, round iteration, and finalization. The compression function takes three inputs like chaining values, a message block, salt, and counter. The output of the compression function can be expressed as,

					(8)




Where, is the chaining value, is the message block,is the salt, and is the counter.
Initialization: It takes the chaining values as inputs and outputs the internal states. It can be expressed as,

		(9)





Where the block message is decomposed into blocks and each block consists of words with internal states. Hence is known as the initial state.

Round Iteration: After initialization, the compression function iterates the series of rounds where each round is represented as a conversion of state. For this conversion, it computes,

					(10)




Where, the sequence from to is called column group, to is called diagonal group as it updates the well-defined diagonals.

Finalization: After the round sequence, the new chaining hash values are generated using the initial chain value, salt value, and the extracted state values using.  The output hash value is computed as,

			(11)

Where, denotes the generated hash value.
3.3.2 Binary conversion
After authorization creation, binary conversion of IP address is done and is checked with the data diddling identification phase for any data change or data attack. If the data is attacked then the alert message will be sent to the data user and data owner. Otherwise, the sensed data is transferred to the corresponding requested users after the authorization verification phase. In the authorization verification phase, the requested user has been authorized using the corresponding hash code. When the generated authorized hash code is matched, the requested user will be allowed to download the sensed data. Otherwise, the access is declined.
3.3.3 Data Privacy Preserving 
Privacy in terms of legal and commercial concerns may prevent the parties from directly sharing some sensitive data. In order to ensure data privacy, the proposed method converts the sensed IoT data into the pseudonymized format using the Public Secret Key – ECC (PSK-ECC) technique. The encryption of personal data is an example of pseudonymisation. 'Pseudonymisation' of data means replacing personally identifiable information with a pseudonym, or, in other words, a value that does not allow the individual to be directly identified. ECC is a key-based technique for pseudonymising data. ECC focuses on pairs of public and private keys for depseudonymization and pseudonymization of sensitive data. The poor design of the existing ECC system has been improved by generating the public secret key in addition to the public and private keys.  The algorithm steps are as follows,
First, it chooses an elliptic curve which is expressed as,

					(12)


As the key generation is important to pseudonymize and depseudonymize the data, the algorithm generates both the public key (pseudonymization) and the private key (depseudonymization). In order to improve security, the public secret key is also generated in addition to the public and private keys. For key generation, a secret polynomial of degree  is selected randomly and then, the public and private keys are generated as follows, 

		(13)

					(14)









Where, are the integers, are the standard variables to define the function,  is the public key, is the random number which is known as a private key and,  is the public parameter published while the decryption key is kept secret. Two random numbers and are generated randomly to produce a public secret keyand is computed as, 

					(15)

					(16)
After that, the pseudonymization and depseudonymization for the data are performed. During pseudonymization, the cipher texts are generated to securely send the data, and the public secret key is added to the encryption formula. The cipher texts are as follows,

   					(17)

	                                 (18)





Where, are the generated cipher texts, is the random number in the range, and  is the sensed IoT data. The cipher texts are sent to the authorized data user who uses their private key to depseudonymize the data. In the depseudonymization process, the original data can be recovered by subtracting the public secret key as,

				(19)
When a device user sends some transaction data to the data user, that transaction is represented as a block and is distributed to all other nodes on the network to approve the transaction. After the block has been verified and approved, it is inserted into the chain and linked with the previous blocks, which completes the transaction. Thus, the collection of validated blocks forms a blockchain network. 
4. RESULT AND DISCUSSION
The detailed analysis of the final outcome of the proposed framework is explained in this section. To prove the effectiveness of the work, the performance analysis, as well as the comparative analysis, is carried out. The implementation of the proposed methodology is done by using JAVA, and the data are obtained from the MIMIC-III Clinical dataset, which are publically available on the internet.

4.1. Performance Analysis of the proposed STh-RNN
The proposed STh-RNN is validated with respect to various performance metrics, such as sensitivity, specificity, accuracy, precision, recall, and F-Measure with various existing techniques, such as Recurrent Neural Network (RNN), Deep Neural Network (DNN), Convolutional Neural Network (CNN) and deep belief network (DBN). The comparative analysis is also done with the existing techniques in order to state the effectiveness of the model.

Table 1: Performance analysis of proposed STh-RNN based on accuracy, sensitivity, and specificity
	Techniques
	Performance metrics (%)

	
	Accuracy
	Sensitivity
	Specificity

	Proposed STh-RNN
	97.13
	96.59
	98.53

	RNN
	95.47
	94.38
	96.46

	DNN
	93.62
	91.48
	94.03

	CNN
	89.18
	88.93
	88.69

	DBN
	84.83
	86.72
	85.37



Table 1 demonstrates the performance analysis of the proposed STh-RNN with various existing techniques such as RNN, DNN, CNN, and DBN in terms of accuracy, sensitivity, and specificity. From the analysis, it is understood that the proposed technique achieves higher metrics rates, such as 97.13% of accuracy, 96.59% of sensitivity, and 98.53% of specificity. But the existing works obtain the accuracy rate that overall ranges between 84.83%-95.47%, sensitivity rate that overall ranges between 86.72%-94.38%, and specificity rates that range between 85.37%-96.46%. Hence, the proposed STh-RNN withstands better performance metrics rates; therefore, the proposed method preserves the security of the network in a more efficient way.
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Figure 5: Graphical representation of the proposed STh-RNN based on Precision, Recall, and F-Measure
Figure 5 shows the comparative analysis of the proposed work and the existing works in terms of precision, recall, and F-measure. This comparative analysis clearly states that the proposed STh-RNN tends to attain higher precision, recall, and F-Measure such that of 98.26%, 97.53%, and 96.89% respectively, whereas the existing techniques such as RNN, DNN, CNN, and DBN attain the metrics values that overall range between 83.29%-96.88%, which is comparatively lower than the proposedSTh-RNN. Hence, the proposed technique outperforms the other state-of-art methods and delivers more prominent results under various complex circumstances.
4.2. Performance Analysis of the proposed BLAKE Technique
The proposed BLAKE algorithm is valued in terms of hash code generation time and the outcomes are compared with various existing works like tiger hashing algorithm, SWIFFT Hashing,SHA 512 Hashing, and  MD5 Hashing Algorithmin order to state the effectiveness of the model.


[image: ]
Figure 6: Comparative analysis of the proposed BLAKE technique in terms of hash code generation time
Figure 6 compares the hash code generation time of the proposed BLAKE technique and the existing techniques like tiger hashing algorithm, SWIFFT Hashing, SHA 512 Hashing, and MD5 Hashing Algorithm. The comparative analysis stated that the proposed method requires 2145 ms to generate the hash codes. But the existing work like tiger hashing algorithm, SWIFFT Hashing, SHA 512 Hashing, and MD5 Hashing Algorithm requires 2854 ms, 3142 ms, 3775 ms, and 4215 ms respectively to generate the hash codes. Thus, the proposed methodology outperforms the other state of art methods. 
4.3. Performance Analysis of the proposed PSK-ECC
The proposed PSK-ECC is evaluated in terms of various performance metrics, such as encryption time, decryption time, and security level and compares them with various existing works like Elliptic Curve Cryptography (ECC), Rivest, Shamir, Adleman (RSA), and Elgamal in order to state the worthiness of the model.



[image: ]
Figure 7: Comparative analysis of the proposed PSK-ECC in terms of encryption and decryption time
Figure 7 compares the encryption and decryption time of the proposed PSK-ECC and the existing techniques like ECC, RSA, and Elgamal. The time taken to encrypt and decrypt the data is called as encryption time and decryption time. The robustness of the model is determined by the limited amount of encryption and decryption time. As per the statement, the proposed method encrypts and decrypts the data at the time of 34817 ms and 36411 ms respectively. But the average encryption time and decryption time of the existing works like ECC, RSA, and elgamal are 43882 ms, and 46092 ms respectively. Thus, the proposed framework ensures the authenticity of the network with limited time and cost.
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Figure 8: Comparative analysis of the proposed PSK-ECC on the basis of security level
Figure 8 compares the security rates achieved by the proposed PSK-ECC method and the existing works likeECC, RSA, and Elgamal. As per the graphical analysis, it is known that the proposed method accomplishes a high-security rate of 96%. But the existing works exhibit the security level at an average of 91.33%. This is relatively low when compared to the proposed work.  Hence it is concluded that the proposed work efficiently performed the high-security level encryption and decryption process and mitigates the external attack. Thus, the proposed PSK-ECC safeguards the network against intruders. 
Table 2: Performance analysis of the proposed PSK-ECC with respect to memory usage on encryption and decryption 	
	Techniques
	Memory Usage on Encryption
	Memory Usage on Decryption

	Proposed PSK-ECC
	6417567
	6412586

	ECC
	6918546
	7346157

	RSA
	7581728
	7882516

	Elgamal
	7938341
	7686146



Table 3 depicts the performance analysis of the proposed PSK-ECC and the existing works like ECC, RSA, and elgamal with respect to the memory usage of encryption and decryption process. The memory usage is nothing but the amount of memory space consumed by the model to perform the encryption and decryption process. If the model consumes less amount of memory, then the model is said to be efficient. According to this, the proposed PSK-ECC uses6417567 kb of memory usage on encryption and 6412586 kb of memory usage on decryption whereas the existing works like ECC, RSA, and elgamal use an average of 479538 kb, and 7638273 kb memory on encryption and decryption process, respectively. Thus, the memory consumption rate of the proposed method is literally low as compared to that of existing works.Hence, this shows that the proposed system has noteworthy efficiency in the privacy-preserving framework.
5. CONCLUSION

The work has proposed an improved data pseduomization and HRAS with data diddling in block chain healthcare using PSK-ECC and STh-RNN. The proposed methodology undergoes various steps like user registration, Data diddling, Authorization creation, Binary conversion, Data sensing, Pseudonymization, Key generation centre, and Authorization verification. After that, the experimentation analysis is performed in which the performance analysis and the comparative analysis of the proposed techniques are done in terms of some performance metrics in order to validate the effectiveness of the proposed algorithm. The developed approach can handle various uncertainties and render more promising results. The publically available datasets called MIMIC-III Clinical datasets are used for the analysis, in which the proposed method achieves 97.13% of accuracy, 96.59% of sensitivity, and 98.53% of specificity. Overall, the proposed framework outperforms the existing state-of-art methods and remains to be more reliable and robust. In the future, the work will be extended with some advanced neural networks and concentrated on preserving the privacy of complicated datasets.
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