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Abstract: The outsourcing of data to cloud platforms has emerged as a dominant paradigm in modern computing due to its cost-efficiency and scalability through pay-as-you-go service models. However, the privacy and security of sensitive data stored in third-party cloud servers remain critical challenges, particularly for resource-constrained environments such as IoT-based healthcare systems. While encryption can safeguard outsourced data, it often imposes significant computational overhead on thin clients. To address this, the proposed framework introduces an integrated approach combining pseudonymization, role-based authorization, and data diddling detection. Initially, IoT data users are registered with a hospital cloud server, during which their geolocation and IP addresses are captured and transformed into binary representations using the 2CBA algorithm. These binary values are then utilized by a Key Generation Center (KGC) to produce secure cryptographic keys. User registration details are further used to train a Spatial-Temporal Hierarchical Recurrent Neural Network (STh-RNN) for dynamic profiling. All subsequent data access transactions are monitored by a blockchain server, which routes access requests to data owners. Upon approval, an authorization server generates access codes using the Hybrid Role-based Authorization Scheme with Blockchain Hashing (HRAS-BH). Sensed IoT data is then pseudonymized using the PSK-ECC technique to enhance privacy, and IP addresses are binarized for integrity checks. A data diddling identification module verifies the integrity of the data; if tampering is detected, an alert is issued. Otherwise, authorized data is securely transmitted to the requesting users via hash-based authentication, ensuring privacy, integrity, and efficient access control in cloud-enabled IoT healthcare systems.
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1. INTRODUCTION
The Internet of Things (IoT) in healthcare has emerged as a transformative paradigm, enabling the provision of diverse and continuous health services, thereby enhancing the overall quality of patient care [1]. A typical healthcare IoT architecture integrates a Wireless Body Sensor Network (WBSN) [2], wherein tiny wearable medical sensors form a Wireless Body Area Network (WBAN) attached to a patient's body [3]. These sensors are responsible for monitoring various physiological parameters such as temperature, heart rate, brain wave activity, blood pressure, glucose levels, and electrocardiography (ECG) [4, 5]. The captured health data is then transmitted to remote healthcare providers through a cloud gateway [6], enabling medical professionals to monitor patients in real time and respond rapidly to life-threatening situations [7, 8]. Despite these advantages, healthcare IoT systems remain susceptible to external attacks and data breaches due to their deployment in low-bandwidth, insecure, and often hostile environments [9, 10]. Such vulnerabilities can lead to data tampering, forgery, and severe privacy violations [11, 12]. To mitigate these threats, privacy-preserving techniques such as Homomorphic Encryption (HE) have been explored [13]. While HE ensures privacy by allowing encrypted data processing, it introduces high computational and communication overheads, making it unsuitable for resource-constrained environments [14, 15]. Additionally, several existing schemes suffer from limitations such as inefficient performance, inadequate security coverage, key escrow problems, and cumbersome certificate management [16–18]. To overcome these challenges, this study proposes a novel framework that integrates improved data pseudonymization and role-based authorization using a blockchain-based Healthcare IoT environment. The proposed method leverages PSK-ECC and STh-RNN algorithms for secure key management and efficient user profiling, while incorporating data diddling detection to ensure integrity and prevent unauthorized alterations.
Several existing studies have explored privacy-preserving and access control mechanisms in cloud-based healthcare IoT systems. Koosha Mohammad Hossein et al. [19] proposed BC-Health, a blockchain-based architecture that enabled data owners to define customized access policies for privacy-sensitive healthcare data. The model used two separate chains to store policies and data transactions and adopted clustering to address scalability and overhead issues. Although BC-Health demonstrated improved efficiency and resilience, it lacked robustness against emerging attack vectors. Harmanjeet Kaur et al. [20] developed a Privacy-Preserving Collaborative Filtering (PPCF) scheme using multi-party random masking and polynomial aggregation for Arbitrary Distributed Data (ADD). Despite preserving data confidentiality through the Paillier homomorphic encryption system and demonstrating significant computational efficiency (36% improvement), resource utilization remained suboptimal. Rafik Hamza et al. [21] introduced a chaos-based probabilistic cryptosystem that safeguarded medical images captured through wireless capsule endoscopy. This method provided strong randomization and resistance to security breaches but exhibited reduced performance when processing multiple datasets. Yang Yang et al. [22] proposed a smart, self-adaptive healthcare big data storage system with break-glass access for emergencies and secure de-duplication to minimize storage overhead. While the system was proven secure and efficient, its computational complexity posed implementation challenges. Nabil Giweli et al. [23] designed a cryptographic model combining the Chinese Remainder Theorem with symmetric and asymmetric encryption for access control and key management in the cloud. Though the scheme effectively minimized overhead and ensured flexibility, its performance deteriorated in the presence of noisy data. These limitations across existing methods underline the need for a more balanced solution that ensures data privacy, computational efficiency, and robust access control. The proposed work addresses these gaps by combining advanced pseudonymization, blockchain-based role authorization, and lightweight encryption techniques tailored for secure and scalable healthcare IoT environments.

3. PROPOSED SECURE DATA TRANSFER SYSTEM
Cloud Computing provides the facility to access shared resources and common infrastructure in a ubiquitous and transparent way, offering services on-demand, over the network, and performing operations that meet changing needs. In addition, the advance of machine-to-machine communication (M2M) enables the direct interaction of pervasive healthcare sensors with the Internet and by extension with Cloud Computing systems. This communication with the Internet has been recently introduced as the ‘Internet of Things’ (IoT). IoT utilizes specific protocols for inter-device and Internet communication, provides real time access to device information and allows the remote management of the devices. On the other hand, this paradigm also involves many security and privacy risks that lead to concerns among patients and medical workers who are being particularly afraid of losing the control over sensitive medical records while storing them on not fully trusted third-party servers. Regarding this in this paper an efficient Data Pseduomization and HRAS with Data Diddling in Block Chain Healthcare using PSK-ECC and STh-RNN is proposed. The proposed method prevents healthcare data from various security issues by utitizing the pseudomymization and data diddling identification mechanisms. The block diagram of the proposed methodology is shown in below figure 1,
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Figure 1: Block diagram of the proposed methodology
3.1 Registration
Registration is a process by which a patient's name and identity are enrolled into the records of the hospital to provide services of the hospital to the patient and to keep a track of various services that are availed by each patient. In the proposed methodology, initially, IoT device users and IoT data users register their details into the hospital cloud server and during the registration process the data owner details, device details, IP Addresses, and Geo Locations are gathered. In order to mitigate the IP address attack, the corresponding Geo-Location and IP address of the IoT data user are converted into a binary number using 2’s Complement Binary Addition (2CBA) Technique. The conversion of IP address and Geo-Location is as follows,
To find the 2’s complement, firstly, the 1's complement form is obtained and then 1 is added to the LSB of the 1’s complement of the number. Initially, the binary format of the Geo location and IP address is represented by,

  			(1)
Then the 2’s complement form is denoted as,

				(2)
Then, the binary addition is performed for both the 2’complement of IP address and Geo Location of the IoT device user. It can be expressed as,

					(3)







Where, denotes the converted binary values, is the most significant bit (MSB), is a least significant bit (LSB), represents the 1’s complement of the binary values, denotes the binary addition,  denotes the 2’s complement value, and denotes the output results after the addition of two binary values. 
At the time of registration, the public key, private key, and the public secret key are generated in the key generation centre using the IP address and Geo Location of the IoT data user and IoT device user. After that, the registered details and the binary converted values of the IoT device user are stored in the user profile database. Hence the database details can be expressed as, 

				(4)



Where, denotes the details of the IoT device user, represents the data collected from the user.
3.2 Data Diddling Identification

After registration, the database details are trained by using the Swish Tanh – Recurrent Neural Network (STh-RNN) Algorithm to detect the data diddling in which data is altered before or during the entry in a computer system. A recurrent Neural Network (RNN) is a type of neural network, which use their internal state to process the input data. In RNN, the information cycles through a loop i.e., RNN has memory to store the current input and also what it has learned from the inputs it received previously for the prediction of the output of the particular layer. Unlike other neural networks, RNN reduces the complexity of increasing parameters by providing the same weights and bias values for all layers and memorizing each previous output by giving each output as input to the next hidden layer. The conventional RNN utilizes the tanh activation function to model the input for the next layer. However, the tanh activation function is vulnerable to gradient vanishing problems, which prevents the weights from changing their value. This makes the neural network stop further training. Therefore, in order to improve the classification accuracy, the modified activation function called Swish Tanh, which does not suffer from vanishing gradient problems is used. Thus the architecture of the proposed STh-RNN is shown in figure 2,
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Figure 2: Architecture of STh-RNN






The input layer takes the input to the neural network and the input is processed and passed to the hidden layer. The hidden layer is the middle layer which creates the loop over it with the activation function, weights, and biases. At any time step  the current input of the hidden layer is the combination of input at the time stepand generated at the time step. Thus, the hidden layer output is calculated as,

			(5)

			(6)





Where, is the activation function,  is the weight values between the input and hidden layer,  is the weights between the current and previous hidden layer, is the bias value of the hidden layer. Then, the output layer is calculated as,

						(7)


Where, is the weight values between the hidden and output layer, is the bias value of the output layer. The pseudo-code of the STh-RNN is shown in below figure 3,
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Figure 3: pseudo code of STh-RNN
3.3 Blockchain Server
Next to the training process, the secure transfer of data through the block chain server takes place. Blockchain is a system that collects information together in groups, known as blocks, which hold sets of information. In the blockchain, each transaction is time-stamped and collected in a block. A block records some or all of the most recent transactions that have not yet entered any prior blocks. Block metadata comprises of the version of the block (version), time at the block was created (timestamp), the hash of its parent block (previous block’s header hash), a cryptographic hash of all transactions (Merkle root hash), and the number, which can be used only once (Nonce). The general structure of a blockchain server is shown in figure 4, 
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Figure 4: Blockchain server Structure
Blockchain has a wide range of applications and uses in healthcare. When the IoT data user such as Doctor, Nurse, Lab Technicians wants to access the IoT data, they login to the system for authentication and send a request to the Block chain server. Block Chain server forwards the request to the corresponding data user. Once the user agreed with the request for the transaction, the authorization, Binary conversion of the requested IP address, and data privacy-preserving are performed before it is added as a block in the server. 
3.3.1 Authorization Creation

In the proposed methodology, the authorization server utilizes the Hashed Role-based Access Structure using Blake Hashing (BH) Technique to send the authorization code.  In the proposed system, access structure is created for the access privileges based on the defined role of the user, which restricts network access based on a user's role within a hospital. Thus the access structure is used as the input to the Blake hashing algorithm. Blake is a function based on Dan Bernstein's ChaCha stream cipher to generate the hash digests. Blake hashing algorithm operates n-bit words and returns -bit hash value. The algorithm steps are as follows,


Initially, the input message is padded and split into bit blocks, and iteratively inputted to the compression function. The compression function works on the internal state of the bits consists of three steps called initialization, round iteration, and finalization. The compression function takes three inputs like chaining values, a message block, salt, and counter. The output of the compression function can be expressed as,

					(8)




Where, is the chaining value, is the message block,is the salt, and is the counter.
Initialization: It takes the chaining values as inputs and outputs the internal states. It can be expressed as,

		(9)





Where the block message is decomposed into blocks and each block consists of words with internal states. Hence is known as the initial state.

Round Iteration: After initialization, the compression function iterates the series of rounds where each round is represented as a conversion of state. For this conversion, it computes,

					(10)




Where, the sequence from to is called column group, to is called diagonal group as it updates the well-defined diagonals.

Finalization: After the round sequence, the new chaining hash values are generated using the initial chain value, salt value, and the extracted state values using.  The output hash value is computed as,

			(11)

Where, denotes the generated hash value.
3.3.2 Binary conversion
After authorization creation, binary conversion of IP address is done and is checked with the data diddling identification phase for any data change or data attack. If the data is attacked then the alert message will be sent to the data user and data owner. Otherwise, the sensed data is transferred to the corresponding requested users after the authorization verification phase. In the authorization verification phase, the requested user has been authorized using the corresponding hash code. When the generated authorized hash code is matched, the requested user will be allowed to download the sensed data. Otherwise, the access is declined.
3.3.3 Data Privacy Preserving 
Privacy in terms of legal and commercial concerns may prevent the parties from directly sharing some sensitive data. In order to ensure data privacy, the proposed method converts the sensed IoT data into the pseudonymized format using the Public Secret Key – ECC (PSK-ECC) technique. The encryption of personal data is an example of pseudonymisation. 'Pseudonymisation' of data means replacing personally identifiable information with a pseudonym, or, in other words, a value that does not allow the individual to be directly identified. ECC is a key-based technique for pseudonymising data. ECC focuses on pairs of public and private keys for depseudonymization and pseudonymization of sensitive data. The poor design of the existing ECC system has been improved by generating the public secret key in addition to the public and private keys.  The algorithm steps are as follows,
First, it chooses an elliptic curve which is expressed as,

					(12)


As the key generation is important to pseudonymize and depseudonymize the data, the algorithm generates both the public key (pseudonymization) and the private key (depseudonymization). In order to improve security, the public secret key is also generated in addition to the public and private keys. For key generation, a secret polynomial of degree  is selected randomly and then, the public and private keys are generated as follows, 

		(13)

					(14)









Where, are the integers, are the standard variables to define the function,  is the public key, is the random number which is known as a private key and,  is the public parameter published while the decryption key is kept secret. Two random numbers and are generated randomly to produce a public secret keyand is computed as, 

					(15)

					(16)
After that, the pseudonymization and depseudonymization for the data are performed. During pseudonymization, the cipher texts are generated to securely send the data, and the public secret key is added to the encryption formula. The cipher texts are as follows,

   					(17)

	                                 (18)





Where, are the generated cipher texts, is the random number in the range, and  is the sensed IoT data. The cipher texts are sent to the authorized data user who uses their private key to depseudonymize the data. In the depseudonymization process, the original data can be recovered by subtracting the public secret key as,

				(19)
When a device user sends some transaction data to the data user, that transaction is represented as a block and is distributed to all other nodes on the network to approve the transaction. After the block has been verified and approved, it is inserted into the chain and linked with the previous blocks, which completes the transaction. Thus, the collection of validated blocks forms a blockchain network. 
4. RESULT AND DISCUSSION
The detailed analysis of the final outcome of the proposed framework is explained in this section. To prove the effectiveness of the work, the performance analysis, as well as the comparative analysis, is carried out. The implementation of the proposed methodology is done by using JAVA, and the data are obtained from the MIMIC-III Clinical dataset, which are publically available on the internet.

4.1. Performance Analysis of the proposed STh-RNN
The proposed STh-RNN is validated with respect to various performance metrics, such as sensitivity, specificity, accuracy, precision, recall, and F-Measure with various existing techniques, such as Recurrent Neural Network (RNN), Deep Neural Network (DNN), Convolutional Neural Network (CNN) and deep belief network (DBN). The comparative analysis is also done with the existing techniques in order to state the effectiveness of the model.

Table 1: Performance analysis of proposed STh-RNN based on accuracy, sensitivity, and specificity
	Techniques
	Performance metrics (%)

	
	Accuracy (%) ± SD
	Sensitivity (%) ± SD
		Specificity (%) ± SD



	




	Proposed STh-RNN
	97.13 ± 0.45
	96.59 ± 0.51
	98.53 ± 0.39

	RNN
	95.47 ± 0.58
	94.38 ± 0.66
	96.46 ± 0.49

	DNN
	93.62 ± 0.71
	91.48 ± 0.73
	94.03 ± 0.61

	CNN
	89.18 ± 0.83
	88.93 ± 0.76
	88.69 ± 0.68

	DBN
	84.83 ± 0.97
	86.72 ± 0.91
	85.37 ± 0.79



Table 1 presents a comparative analysis of various deep learning techniques based on key performance metrics—accuracy, sensitivity, and specificity, each accompanied by their respective standard deviation (SD) values to indicate the consistency of results. Among the evaluated models, the proposed STh-RNN technique demonstrates superior performance, achieving the highest accuracy (97.13% ± 0.45), sensitivity (96.59% ± 0.51), and specificity (98.53% ± 0.39), reflecting its robustness and reliability in classification tasks. In contrast, traditional models like RNN, DNN, CNN, and DBN exhibit comparatively lower metric values, with DBN showing the least overall performance. The inclusion of SD values further highlights the stability and consistency of the proposed model’s outcomes across multiple trials, validating its effectiveness in healthcare IoT data classification scenarios.
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Figure 5: Graphical representation of the proposed STh-RNN based on Precision, Recall, and F-Measure
Figure 5 shows the comparative analysis of the proposed work and the existing works in terms of precision, recall, and F-measure. This comparative analysis clearly states that the proposed STh-RNN tends to attain higher precision, recall, and F-Measure such that of 98.26%, 97.53%, and 96.89% respectively, whereas the existing techniques such as RNN, DNN, CNN, and DBN attain the metrics values that overall range between 83.29%-96.88%, which is comparatively lower than the proposed STh-RNN. Hence, the proposed technique outperforms the other state-of-art methods and delivers more prominent results under various complex circumstances.
4.2. Performance Analysis of the proposed BLAKE Technique
The proposed BLAKE algorithm is valued in terms of hash code generation time and the outcomes are compared with various existing works like tiger hashing algorithm, SWIFFT Hashing, SHA 512 Hashing, and MD5 Hashing Algorithm in order to state the effectiveness of the model.


[image: ]
Figure 6: Comparative analysis of the proposed BLAKE technique in terms of hash code generation time
Figure 6 compares the hash code generation time of the proposed BLAKE technique and the existing techniques like tiger hashing algorithm, SWIFFT Hashing, SHA 512 Hashing, and MD5 Hashing Algorithm. The comparative analysis stated that the proposed method requires 2145 ms to generate the hash codes. But the existing work like tiger hashing algorithm, SWIFFT Hashing, SHA 512 Hashing, and MD5 Hashing Algorithm requires 2854 ms, 3142 ms, 3775 ms, and 4215 ms respectively to generate the hash codes. Thus, the proposed methodology outperforms the other state of art methods. 
4.3. Performance Analysis of the proposed PSK-ECC
The proposed PSK-ECC is evaluated in terms of various performance metrics, such as encryption time, decryption time, and security level and compares them with various existing works like Elliptic Curve Cryptography (ECC), Rivest, Shamir, Adleman (RSA), and Elgamal in order to state the worthiness of the model.



[image: ]
Figure 7: Comparative analysis of the proposed PSK-ECC in terms of encryption and decryption time
Figure 7 compares the encryption and decryption time of the proposed PSK-ECC and the existing techniques like ECC, RSA, and Elgamal. The time taken to encrypt and decrypt the data is called as encryption time and decryption time. The robustness of the model is determined by the limited amount of encryption and decryption time. As per the statement, the proposed method encrypts and decrypts the data at the time of 34817 ms and 36411 ms respectively. But the average encryption time and decryption time of the existing works like ECC, RSA, and elgamal are 43882 ms, and 46092 ms respectively. Thus, the proposed framework ensures the authenticity of the network with limited time and cost.
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Figure 8: Comparative analysis of the proposed PSK-ECC on the basis of security level
Figure 8 compares the security rates achieved by the proposed PSK-ECC method and the existing works like ECC, RSA, and Elgamal. As per the graphical analysis, it is known that the proposed method accomplishes a high-security rate of 96%. But the existing works exhibit the security level at an average of 91.33%. This is relatively low when compared to the proposed work.  Hence it is concluded that the proposed work efficiently performed the high-security level encryption and decryption process and mitigates the external attack. Thus, the proposed PSK-ECC safeguards the network against intruders. 
Table 2: Performance analysis of the proposed PSK-ECC with respect to memory usage on encryption and decryption 	
	Techniques
	Memory Usage on Encryption (Bytes ± SD)
	Memory Usage on Decryption (Bytes ± SD)

	Proposed PSK-ECC
	6,417,567 ± 5,820
	6,412,586 ± 6,105

	ECC
	6,918,546 ± 6,430
	7,346,157 ± 7,120

	RSA
	7,581,728 ± 7,380
	7,882,516 ± 7,940

	Elgamal
	7,938,341 ± 8,110
	7,686,146 ± 7,680



Table 2 provides a comparative analysis of memory consumption during the encryption and decryption processes across four cryptographic techniques. The Proposed PSK-ECC method demonstrates the most efficient memory usage, recording 6,417,567 ± 5,820 bytes for encryption and 6,412,586 ± 6,105 bytes for decryption. In contrast, conventional algorithms such as ECC, RSA, and Elgamal exhibit significantly higher memory requirements. RSA and Elgamal, in particular, consume the most memory during both encryption (7,581,728 ± 7,380 bytes and 7,938,341 ± 8,110 bytes, respectively) and decryption (7,882,516 ± 7,940 bytes and 7,686,146 ± 7,680 bytes, respectively), indicating a less resource-efficient performance. The inclusion of standard deviation values highlights the consistency and stability of the proposed approach, which maintains lower memory overhead with minimal variability. Overall, the results affirm that PSK-ECC offers a lightweight and reliable cryptographic solution suitable for resource-constrained environments, such as those found in IoT-based healthcare systems.
5. REAL-TIME DEPLOYMENT AND APPLICATIONS

The proposed framework for enhancing data privacy in blockchain-based healthcare systems can be implemented in real time by leveraging advanced cryptographic techniques alongside blockchain technology. Through the application of pseudonymization and homomorphic encryption, sensitive patient data can be securely transmitted and stored, ensuring access is restricted solely to authorized users. A blockchain server facilitates secure data transfers, with each transaction being time-stamped and recorded in immutable blocks, thereby strengthening data integrity and traceability.

In practical scenarios, this system can be deployed in healthcare environments such as hospitals and telemedicine platforms, where patient data is routinely exchanged among healthcare providers. For example, when a patient undergoes a medical procedure, their data can be pseudonymized and shared with specialists for analysis without disclosing their identity. Furthermore, the incorporation of the STh-RNN algorithm enhances the accuracy of predictive analytics in patient monitoring systems, enabling timely interventions through real-time data analysis.
This framework not only safeguards patient privacy but also improves the efficiency and reliability of healthcare services, establishing a foundation for more secure and effective healthcare delivery.

Presented below is a sample dataset generated in adherence to the proposed methodology.

Table 3: User Information Table
	User ID
	Role
	Pseudonym
	IP Address
	Geo Location
	Registration Date

	1
	Patient
	P12345
	192.168.1.10
	(37.7749, -22.4194)
	2023-10-01

	2
	Doctor
	D67890
	192.168.1.11
	(37.7749, -22.4194)
	2023-10-01

	3
	Nurse
	N54321
	192.168.1.12
	(37.7749, -22.4194)
	2023-10-01

	4
	Lab Technician
	LT98765
	192.168.1.13
	(37.7749, -22.4194)
	2023-10-01



Table 4: Device Information Table
	Device ID
	User ID
	Device Type
	Device Status
	Last Data Sent

	101
	1
	Heart Monitor
	Active
	2023-10-10 10:00 AM

	102
	1
	Glucose Meter
	Active
	2023-10-10 10:05 AM

	201
	2
	Smartwatch
	Active
	2023-10-10 09:50 AM

	301
	3
	Blood Pressure Monitor
	Active
	2023-10-10 09:55 AM



Table 5: Health Data Table
	Data ID
	User ID
	Device ID
	Timestamp
	Encrypted Data (Ciphertext)
	Data Type

	1001
	1
	101
	2023-10-10 10:00 AM
	E1F2G3H4I5J6K7L8M9N0O1P2Q3R4
	Heart Rate

	1002
	1
	102
	2023-10-10 10:05 AM
	A1B2C3D4E5F6G7H8I9J0K1L2M3N4
	Glucose Level

	2001
	2
	201
	2023-10-10 09:50 AM
	R4S5T6U7V8W9X0Y1Z2A3B4C5D6E7
	Activity Level

	3001
	3
	301
	2023-10-10 09:55 AM
	H1I2J3K4L5M6N7O8P9Q0R1S2T3U4
	Blood Pressure



Table 3 contains essential details about each user, including their role (patient, doctor, nurse, lab technician), a pseudonym for privacy, their IP address, geolocation, and the date they registered in the system.
Table 4 lists the devices associated with each user, including the device type, status, and the last time data was sent from the device.
Table 5 records the health-related data collected from the devices. Each entry includes a timestamp, the encrypted data (ciphertext), and the type of data (e.g., heart rate, glucose level).
Where, pseudonym field replaces sensitive user identifiers, ensuring that the actual identities are not disclosed in the dataset. The Encrypted Data field represents the health data that has been encrypted to protect patient privacy. In a real implementation, this would involve using a secure encryption algorithm and each entry in the health data table is timestamped to maintain a record of when the data was collected, which is crucial for monitoring and analysis.
This sample dataset serves as a tool to validate the functionality of the proposed system, demonstrating the effective implementation of data privacy measures while enabling secure access and analysis of healthcare information.
6. CONCLUSION
The work proposes a robust and scalable privacy-preserving framework for secure data handling in blockchain-integrated healthcare IoT systems. The approach combines improved data pseudonymization with a Hybrid Role-Based Authorization Scheme (HRAS) and data diddling detection, supported by the lightweight PSK-ECC encryption and intelligent STh-RNN model. The methodology follows a structured workflow comprising user registration, geolocation and IP binary conversion via the 2CBA algorithm, key generation, data sensing, pseudonymization, and secure authorization verification. Experimental evaluations conducted on the publicly available MIMIC-III clinical dataset demonstrate the effectiveness of the proposed framework, achieving 97.13% accuracy, 96.59% sensitivity, and 98.53% specificity, thereby outperforming conventional models such as RNN, DNN, CNN, and DBN.
The major strengths of this framework include its low memory footprint, making it suitable for deployment on resource-limited IoT devices, and its high detection accuracy through spatial-temporal learning. The use of blockchain ensures data immutability, transparency, and tamper-proof access control, while pseudonymization techniques preserve patient anonymity without compromising usability. The integration of a data diddling detection mechanism further enhances the trustworthiness of the system by identifying unauthorized modifications. Overall, the proposed solution offers a comprehensive balance between security, privacy, and efficiency, making it a viable candidate for real-world healthcare applications. Future research will focus on expanding this framework using advanced deep learning models and developing enhanced privacy-preserving strategies tailored for large-scale, complex healthcare datasets.
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